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The Department of Defense 

Insider Threat Program 

The Department of Defense (DoD) 
Insider Threat Program 

leads DoD efforts to prevent, 
deter, detect, and mitigate insider 

threats to the DoD enterprise. 

Located within the Office of the Under 

Secretary of Defense for Intelligence and 

Security, Counterintelligence, Law En- 

forcement, and Security (OUSD(IES), 

(CLS), the program provides governance 

and advocacy for insider threat programs 

across the DoD Components and 

Services supporting nearly 15 million 

personnel. 

The program is dedicated to the pursuit 

of advanced capabilities integrated within 

DoD security reform and vetting efforts, 

and to the development of a well- 

equipped, trained, and vigilant workforce 

to protect DoD resources, personnel, 

installations, and other equities from 

insider threats. 

The DoD Insider Threat Program pro- 

vides strategic oversight, issues policy 

and implementation guidance, and ad- 

vocates for resources for the DoD Insider 

Threat community. 

The office has played a critical role in 

advancing the mission through targeted 

investments in training and workforce 

professionalization and in advanced 

social and behavioral science research. 

The program also facilitates information 

sharing, collaboration, and continuous 

improvement of the insider threat dis- 

cipline for stakeholders across the U.S. 

government and key partners in critical 

infrastructure. 

For more information contact the 
OUSD(IES) InT team's organizational hox 

osd.pentagon.ousd-intel-sec.mbx.dodcounterinsiderthreat@mail.mil

mailto:osd.pentagon.ousd-intel-sec.mbx.dodcounterinsiderthreat@mail.mil


* ok ok ok ok ok kK K 

- 
ARMY INSTDER THREAT 
;mmuus : , 

THE U.S. ARMY INSIDER THREAT OPERATIONS HUB IS THE 

OPERATIONAL ELEMENT OF THE COUNTER-INSIDER THREAT 

PROGRAM. IT'IS DESIGNED TO DETECT CONCERNING BEHAVIORS 

FROM ARMY PERSONNEL AND T0 DETER, PREVENT, AND MITIGATE 

THREATS TO ARMY PERSONNEL, RESOURCES, AND INFORMATION. 

The Hub utilizes Artificial 

Intelligence, Machine 

Learning, and other 

computer aided tools to 

identify behavioral patterns 

that may indicate an indivi- 

dual poses arisk to the Army. 

Analysts compile information and 

consult with subject matter exp- 

erts to assess risk and develop 

mitigation strategies. 

The Hub further coordinates with 

“spoke” elements, including law 

enforcement, counter-intelligence, 

and security to ensure synch- 

ronized detection and response. 

We are proud to be the Army's 

first-line in detecting threats from 

within 

FOR QUESTIONS OR MORE INFORMATION ABOUT THE 

HUB, OR TO REPORT CONCERNING BEHAVIOR, 
PLEASE CONTACT: 

usarmy.pentagon.hqda-dcs.mbx.g-34-int-hub- 

reports-cell@army.mil. 

mailto:usarmy.pentagon.hqda-dcs.mbx.g-34-int-hub- reports-cell@army.mil.
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ABOUT 

The Managing Insider Risk & Organizational Resilience (MIROR) Journal (Online  
ISSN 2832-5427 Print ISSN 2832-5419) is a scholarly Open Access journal pub­
lished by the West Point Press, the publishing arm of the United States Military  
Academy, and produced by the Insider Threat Research Research Program at the  
Department of Mathematical Sciences at the United States Military Academy.  
The views expressed in the journal are those of the authors and not the United 
States Military Academy, the Department of the Army, or any other agency of 
the U.S. Government. The mention of companies and/or products is for demon­
strative purposes only and does not constitute an endorsement by the United 
States Military Academy, the Department of the Army, or any other agency of 
the U.S. Government. 

COPYRIGHT 

© U.S. copyright protection is not available for works of the United States Gov­
ernment or works written by United States Government personnel (military or 
civilian) as part of their official duties. However, the authors of specific content 
published in The MIROR Journal retain copyright to their individual works and 
grant a Creative Commons CC-BY-NC 4.0 license to ensure Open Access. 

OPEN ACCESS STATEMENT 

Managing Insider Risk & Organizational Resilience (MIROR) Journal is an Open 
Access Journal which means that all content is freely available without charge 
to the user or his/her institution. Users are allowed to read, download, copy, dis­
tribute, print, search, or link to the full texts of the articles, or use them for any 
other lawful purpose, without asking prior permission from the publisher or the 
author. This is in accordance with the Budapest Open Access Initiative (BOAI) 
definition of open access. 

The Managing Insider Risk & Organizational Resilience (MIROR) Journal does 
not charge authors for submission, processing, and publication. 

REPOSITORY POLICY 

Managing Insider Risk & Organizational Resilience (MIROR) Journal is an Open 
Access journal and supports the author’s self-archiving their manuscripts/ar­
ticles on their personal or institutional website, university, specialized reposi­
tories such as ArXiv.org, and research sharing websites such as ResearchGate. 
Authors are allowed to deposit their works after it has been published in the 
Managing Insider Risk & Organizational Resilience (MIROR) Journal, either 
online or in print, with no embargo. Authors can publish submitted, accepted, 
published manuscript/article, or publisher’s PDFs. 

ARCHIVING POLICY 

Managing Insider Risk & Organizational Resilience (MIROR) Journal allows 
anyone to archive the content. The MIROR Journal will ensure long-term open 
access to the content by uploading the content to the Department of Defense 
digital repository DTIC (Defense Technical Information Center) DoDTechipedia 
public collections, Internet Archive (Archive.org), and deliver the printed journal 
to the Library of Congress. 
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