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Military theorists have researched the evolution of

technology throughout history and analyzed the

importance of new weapons developments that have

dramatically altered the face of war. From the

introduction of the chariot during Antiquity, which offered

armies the power of mounted combat, to the

development of the nuclear weapon during the Industrial

Age, which provided nations the power to destroy whole

cities with a single bomb, innovations have played a

critical role in military success. In today’s Information Age,

our knowledge-based society operates on the promise of

improved efficiency and personalization, and our news is

constantly filled with announcements touting the latest

technological advancements that will yield radical change

for future armies. From power suits that turn soldiers into

supermen, to swarm technology that will make

autonomous drones a reality, a countless number of

military innovations are being developed that seek to take

advantage of the digital revolution. However, the single

innovation that will truly reshape the modern battlefield

in our lifetime is one that nearly every teenager in the U.S.

already has in his or her possession—the portable

smartphone.

The smartphone already yields significant impact on

civilian applications, providing personalized information

and services at one’s request and linking individuals into

communities with shared interests. However, it is

important to note that the smartphone technology is not

radically new; it simply integrates existing technologies

such as wireless sensor networks, embedded systems,

machine-to-machine communications, cloud computing,

and mobile applications on to a single device. Recent

advances in each of these individual technologies is what

has allowed such powerful synergies to take place, which,

in turn, have enabled cost-efficiencies and relative ease of

implementation of the smartphone’s cyber-physical

systems, including physical sensing, networking, data

analysis, and tailored applications. The smartphone,

therefore, has become so ubiquitous and prominent due

to three critical and interrelated factors: connectivity (its

ability to connect and link into shared networks),
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adaptability (its ability to have tailored applications users

find most appealing or useful), and convergence (its ability

to replace a number of single-purpose devices). These

three factors also shape how future armies will leverage

smartphone technology to gain decisive advantages in

tomorrow’s wars.

Digital Age soldiers leveraging military

smartphones tailor them to their missions and

rely upon a network of experts who serve as

their reachback support.

With connectivity, the smartphone permits armies to gain

advanced persistent situational awareness and real-time

intelligence. Historically, armies gained intelligence by

employing their own limited number of sensors and

scouts. With military smartphones, soldiers on the

battlefield no longer rely exclusively on their military’s

own reconnaissance systems; soldiers are able to link into

and leverage all existing surveillance systems on the

battlefield, ideally tapping into even those that belong to

the enemy. Consequently, soldiers gain access to the

complete spectrum of intelligence feeds be they military-

grade systems introduced on to the battlefield or

available systems inherent to the area. Such an

advantage would be akin to playing a game of Starcraft II

with an Orbital Command Vehicle that when ordered,

clears the fog of war view and detects all clocked units

within the target area. With such superior situational

awareness and intelligence, the military smartphone

enabled network-centric army possess a decided

advantage.

Adaptability in the smartphone is what permits armies to

conduct military operations with smaller footprints that

take advantage of near real-time analysis and support.

Through the acquisition of real-time intelligence, the

military smartphone enabled army consistently and

expertly executes ad hoc objectives, and soldiers are able

to request military strike packages tailored for their

unique needs, circumstances, and missions. The
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smartphone’s tailorable applications enable soldiers to

objectively calculate what package is needed to

successfully accomplish an objective as well as expertly

request the whole host of military options available,

including the delivery of a smart bomb, drone strike,

naval gun fire, air force interdiction sortie, insertion of a

military strike team, or humanitarian relief package. But

unlike the Mobile Infantryman in Robert Heinlein’s

Starship Troopers, who gear up in armor exoskeletons

made with servo-motors giving them strength to crush a

tank and equipped with an arsenal of micro-nuclear

warheads, the smartphone provides soldiers with tailored

military applications that not only assist with decision-

making, but arguably more importantly, link them into

the military analytical support centers capable of handling

the large amounts of input feeds on the battlefield. Due

to its adaptable interface, the military smartphone

identifies and focuses soldiers on the set of most

probable threats and is configured to address them—

customizable for example with a suite of peripherals that

detect nuclear, biological, or chemical hazards, sensors

that detect armored equipment or armed personnel,

biometric gadgets that pinpoint individuals on a wanted

list, or a combination of such devices and applications.

Digital Age soldiers leveraging military smartphones tailor

them to their missions and rely upon a network of

experts who serve as their reachback support.

Finally, the convergence we have seen in today’s

smartphones similarly reduces the need for large

standing armies, transforming them into smaller more

nimble organizations that are networked for improved

efficiencies. When military smartphone enabled soldiers

deploy for operations and encounter threats or situations

that exceed their capabilities, their reachback support has

already either coordinated on their behalf a

reinforcement package or other available aid in their

immediate vicinity or queued them for long-range

support that can assist from afar, such as from an

aircraft, ship, or even space-based platform. As portrayed

by the small away teams depicted on Star Trek, the need

for large security forces becomes superfluous so long as



teams maintain communication with the bridge, have

access to the USS Enterprise’s reachback capabilities, and

remain within the ship’s protective footprint. By enabling

soldiers to expertly perform multiple functions with the

help of applications, the military smartphone makes army

formations more efficient and lean.

Throughout history, successful armies anticipated the

future, adapted, and capitalized upon opportunities. Due

to the advantages provided by their connectivity,

adaptability, and convergence, smartphones today are

already making significant changes in civilian applications.

Armies of the future that leverage smartphone

innovations will change the face of war and reshape the

modern battlefield into one that is befitting of the

Information Age.
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Kaitlin Bender on 05.02.16 at 7:36 pm

I appreciate all of the innovations that we are making in

technology and I agree that smartphones will revolutionize

the battlefield. That being said, I recently sat in on a lecture

by world traveler and renowned author, Pico Iyer. Mr. Iyer

spoke on technology, but in a much different light. He

warned of the dangers of becoming overly reliant on

technology. He made the argument that technology, in place

of face to face interactions, would prove to be a contributing

factor in our downfall. I acknowledge that this article is

addressing the battle field advantages of smart phones,

which sound incredible. It just makes me wonder, when, if

ever, is there going to be too much of a good thing? Will

technology, and our increasing reliance on it, eventually

prove to be our fatal flaw?

REPLY

Walker on 05.05.16 at 1:44 pm

I am a fan of using any technological advantage available to

get the upper hand on the enemy. After all who wants to be

apart of a fair fight? But Kate brings up a good point. How

much is too much? Battlefield reliance on such technology

can be a little bit tricky, as technology breaks. My worry is

that if the technology provided by these smartphones fail,



will soldiers still be able to operate effectively in the

environment. Take the civilian world for example. Some

people these days have become so relied on their

smartphones for work, social, school etc. that they can not

function without them. It will be important to keep training

soldiers on skills necessary to achieve battlefield success

with and without these smartphones.

REPLY

GW Kim on 05.05.16 at 4:33 pm

While implementation of new technology will dramatically

improve the Army’s performance, it is important to recognize

security issues regarding smartphones. Most phones are

extremely easy to hack into and it will surely jeopardize

mission if enemy can hack into our technology.

REPLY

Gary Smith on 04.26.22 at 2:32 pm

Hello, yes with counter-technology a smartphone

could be hacked into, but "can you have a phone like

a military field phone, that is designed to change its

coding hourly or daily through algorithms?"

REPLY

Ernest Wong on 05.07.16 at 6:40 am

Kaitlin, Walker, and GW Kim: your comments and concerns

with our military’s over-reliance on technology and security

of our critical platforms and systems are spot on. Here at the

Army Cyber Institute, not only are we concerned with our

military’s inability to leverage technology on the battlefield

(from adversaries who can deny us our advantages we get

from our connected networks to threats who can manipulate

our data and equipment that leads our Soldiers to do harm

which, in turn, negates the trust we have in using our

technologies), we are also extremely concerned about our

day-to-day reliance on technologies which impact our well-

being, daily functions, and sense of security. As you all allude

http://www.usma.edu/acc/SitePages/Publications.aspx
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to, the internet of things (where ever electronic device you

own becomes a connected system designed to benefit us by

easing our lives with customization and personalization) also

have security concerns that go well beyond losing just our

sense of privacy. If we do not harden our electronics and

make it more difficult for cyber adversaries (which include

thieves, criminals, and technologically savvy individuals who

simply want to demonstrate their cyber capabilities at the

expense of others) to infect, degrade, and compromise our

systems, future wars need not even take place on the

traditional battlefields that we are accustomed to; a complex

cyber attack on our nation’s critical infrastructure can erode

the trust that we have in our own electronics, the

information that we consider important to us (bank records,

medical data, employment history, etc.), and the trust that

we have in our government to repair the damage.

Fortunately, our nation is beginning to take a hard look at

these concerns; the Department of Defense is working with

the Department of Homeland Security and the Department

of Justice to combat existential cyber threats and ensure that

our nation can be cyber-resilient. As to Kailin’s last

statement, time will tell if our nation truly is prepared–here

at the ACI, we believe we are encouraging the whole-of-

nation to start addressing these serious concerns now. If

you’d like to read a little bit more on this topic, I’ve co-

authored a short article on how the State of Indiana is

preparing for these cyber challenges at

http://www.cyberdefensereview.org/2016/05/06/indiana-

plans/. Thanks for these thoughtful comments.

REPLY
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