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Abstract

A subset of mobile applications is explicitly marketed to military-
affiliated personnel. These Military-Marketed Mobile Apps (MMM-
arps) collect privacy-sensitive data using the same mechanisms as
general-purpose apps. However, when such data belongs to military-
affiliated personnel, it may be exploited by malicious actors in ways
that threaten personal safety, unit operations, and national secu-
rity. Despite these risks, the data practices and code provenance of
MMMares, as well as how this population perceives and attempts
to mitigate these risks, remain poorly understood. In this paper, we
address this gap by combining large-scale app analysis with a user
study. We first curate a dataset of 242 MMMarps and leverage app
analysis techniques to characterize their data practices and code
provenance. Then, we conduct a user study with n = 103 military-
affiliated participants in the United States to examine which data
practices and code provenance characteristics they consider inap-
propriate, what threat scenarios they believe those practices enable,
and which mitigations they view as most effective.

Our results show that MMMarps frequently exhibit data practices
and code provenance characteristics that are misaligned with the
privacy expectations of military-affiliated personnel. For instance,
40% of MMMares collect more data than they disclose in their pri-
vacy labels or data safety sections. 83.5% of our study participants
report using at least one MMMarp that engages in data practices they
are uncomfortable with. Additionally, although military-affiliated
personnel are generally concerned about third-party libraries ac-
cessing their data, 64% of MMMarps include third-party SDKs, some
developed in countries perceived as adversarial by a majority of the
participants. Overall, our findings reveal a substantial misalignment
between the privacy expectations of military-affiliated personnel
and the data practices and software supply chains of MMMarps. We
propose recommendations at the federal, DoD, app store, and device
levels to improve privacy risk mitigation for this at-risk population.
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1 Introduction

When a fitness app leaks location data from a civilian jogger, it
creates a privacy concern. When the same app leaks location data
from a service member stationed at a military base, it can reveal
military secrets, potentially costing people their lives [57]. This
distinction highlights a critical gap in mobile privacy research: while
data collection practices in consumer apps have been extensively
studied [4, 6-8, 19, 22, 60, 63, 65, 77, 80, 82, 84, 97, 113, 119, 125, 128,
129, 138, 145, 150, 155, 159], the amplified risks these same practices
pose to military-affiliated personnel remain poorly understood.
United States (U.S.) military-affiliated personnel (i.e., active-duty
service members, reservists, Department of Defense (DoD)! civil-
ians, veterans, and family members of these individuals) increas-
ingly rely on commercial mobile apps for health services, financial
management, professional development, and community connec-
tion [9, 53, 158]. The mobile app ecosystem’s economic model,
which depends heavily on the collection and sale of personal infor-
mation [17, 47, 85, 123, 134, 160], creates significant data exposure
for this population. Data brokers actively sell datasets targeting
military personnel, including granular location traces, financial in-
formation, and behavioral profiles [47, 135]. When aggregated and
sold, this data enables adversaries to conduct surveillance, social
engineering, and targeted attacks against individuals involved in
national security [5, 20, 26, 34, 46, 54, 67, 92, 93, 96, 116, 137, 156].
Despite these heightened stakes, existing protections are inade-
quate. Prior research shows that apps frequently collect and share
more data than they disclose in their app store listings and pri-
vacy policies [3, 64, 73]. Compounding this, a subset of mobile apps
specifically market themselves to military-affiliated personnel. We
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refer to these apps as MMMarps (Military-Marketed Mobile Apps).?
Whether the data practices and code provenance characteristics of
MMMares are misaligned with what their target users find appropri-
ate, and the degree to which a gap exists between what these apps
do and what their users know or expect, remain open questions.

In this paper, we address these gaps through a two-pronged
investigation. Combining mobile app analysis and a user study,
we examine both practice (what data MMMares actually collect,
transmit, and disclose, along with their code provenance) and per-
ception (how military-affiliated personnel understand and attempt
to mitigate the risks these apps pose). More precisely, this paper
investigates the following research questions:

RQ1: What data practices and code provenance characteristics are
present in MMMarps?

RQ2: How do the data practices and code provenance characteristics
of MMMarps align with the perceptions of military-affiliated
personnel?

e RQ2a: To what extent do MMMarps’ data practices and code
provenance characteristics align with what military-affiliated
personnel consider appropriate?

o RQ2b: Based on the data practices and code provenance
observed in RQ1, what inferences and threat scenarios do
military-affiliated personnel believe are possible, and which
security domains do they believe are at risk?

o RQ2c: What mitigations do military-affiliated personnel
assess as most effective and which would they be most likely
to adopt or support?

We first curate a dataset of 242 MMMarps through systematic
searches of app marketplaces and military-focused online forums.
Then, using established static analysis, dynamic analysis, and net-
work traffic analysis tools and techniques from prior work, we
analyze MMMares’ data collection, transmission, and privacy disclo-
sure practices. We focus on what types of data are being collected
and transmitted, recognizing that certain data types are perceived
as more sensitive than others. In parallel, we examine the code
provenance responsible for such data practices (i.e., the origin of
all code contained in the app, including code by the first-party
developer, directly included third-party libraries, and transitively
included dependencies of those libraries), as this dimension intro-
duces potential software supply-chain risks and privacy concerns.

Lastly, we conduct a user study with n = 103 military-affiliated
personnel, treating them as domain experts to surface what be-
haviors they find inappropriate (e.g., which data they don’t want
apps collecting), what threat scenarios they believe those behaviors
enable, and which mitigations they believe would be most effective.

Our analyses reveal that MMMarps not only transmit data to third-
party services, but also exhibit code provenance characteristics that
military-affiliated personnel find inappropriate. For example, 40%
of MMMarps show discrepancies between their stated privacy dis-
closures and their actual data practices. Additionally, 83.5% of our
military-affiliated study participants use at least one MMMarp that
engages in data practices they find inappropriate. Furthermore,
over 13% of MMMarps contain foreign first-party or third-party
code, and a non-trivial subset includes code from countries the U.S.

2For example, USAA Mobile, a financial app, advertises itself as “an organization
founded by military members for military members.” [115]

Shinkle et al.

government has formally listed as “adversaries”, countries whose
code participants were almost unanimously uncomfortable with.
In one case, the foreign code was introduced through a third-party
dependency, without the developer’s awareness. After our respon-
sible disclosure, the developer removed the dependency. Together,
these findings reveal a significant mismatch between the privacy
expectations of MMMarp users and the actual data collection and
supply chain practices of these mobile apps.
In summary, this paper makes the following contributions:

e We present the first curated dataset of 242 MMMarps, estab-
lishing and documenting the existence of this distinct app
ecosystem that explicitly markets itself to military-affiliated
personnel.

e We conduct the first technical analysis of MMMarps’ data
collection, transmission, and privacy disclosure practices, as
well as code provenance.

e Through a user study with n = 103 U.S. military-affiliated
personnel, we uncover which data practices and code prove-
nance they find inappropriate, the inferences and threat
scenarios they attribute to their discomfort, and instances in
which they are unknowingly using apps that exhibit those
behaviors perceived as inappropriate.

e We propose recommendations at the federal, DoD, app store,
and device levels that military-affiliated personnel rate as
most effective and would be likely to adopt or support.

Our work produced the following artifacts, which are publicly
available on our project GitHub page: the list of 55 military-related
keywords, the MMMarp dataset, the user study questionnaire, and
the per-question aggregated quantitative user study response data.?

2 Background and Related Work
2.1 Privacy Analysis of Mobile Data Collection

Mobile apps collect data through multiple mechanisms: direct user
input, access to device sensors and resources via permissions, and
background processes that monitor user behavior [86, 87]. A sig-
nificant portion of data collection occurs through third-party li-
braries and software development kits (SDKs) embedded within
apps. These components provide functionality such as analytics
and advertising, but they also transmit user information to remote
servers, often without explicit user awareness or developer over-
sight. In particular, advertising SDKs track users across multiple
apps and devices, aggregating behavioral data to build detailed user
profiles [83]. When combined with data from other sources such
as web trackers and cookies [25, 41, 92, 157], this information en-
ables highly personalized dossiers that can be sold to data brokers
and other third parties [81, 126]. To increase transparency, both
Google and Apple have introduced disclosure mechanisms (Google
Play Store’s Data Safety section [62] and Apple’s App Privacy La-
bels [61]) that require developers to disclose what data is collected,
how it is used, and whether it is shared with third parties. However,
these disclosures rely entirely on developer self-reporting and are
not verified through automated auditing [3, 95].

3https://github.com/purseclab/no_privacy_for_privates
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Researchers have extensively studied mobile app privacy us-
ing static analysis, dynamic analysis, and network traffic analy-
sis [4, 8, 12, 43, 69, 75-77, 79, 80, 94, 97, 113, 114, 119, 121, 136, 159].
Several studies have applied these techniques across the app ecosys-
tem and in specific domains (e.g., health, finance, children’s apps),
employing tools such as MobSF [1], Frida [122], and mitmproxy [31].
Findings consistently reveal widespread privacy violations, includ-
ing unauthorized data collection, undisclosed third-party sharing,
and discrepancies between stated and actual practices [13, 19, 37,
60, 64, 66, 72-74, 78, 82, 88, 89, 98, 124, 128, 129, 150, 154, 155].
Domain-specific studies reveal heightened privacy risks due to the
sensitivity of the data involved and the vulnerability of target popu-
lations [6, 7, 22, 59, 63, 65, 84, 125, 138, 145]. Despite this extensive
body of technical measurement work, MMMares remain unexplored.

Our work extends prior work by applying established technical
analysis methods to MMMares, using their results to reveal gaps
between what MMMarps do and what their users find acceptable.

2.2 User Perceptions of Mobile Privacy

While technical analysis reveals how apps behave, understanding
users’ perception and response to privacy risks is equally important
for developing mitigations. Prior research has investigated user
understanding of mobile app permissions [35, 40, 120, 143], comfort
with data collection [14, 16, 127, 153], and ability to interpret privacy
policies [18, 33, 144], finding that users have limited awareness of
data practices and struggle to make informed privacy decisions.

Although data leaks can carry dramatically different consequences
for military-affiliated personnel, and their privacy expectations
may differ accordingly, no prior work has systematically investi-
gated how this at-rsik population perceives privacy risks in mobile
apps. Our user study addresses this gap by examining which data
practices and code provenance characteristics military-affiliated
personnel find inappropriate, what threat scenarios they believe
those practices enable, and which mitigations they believe would
be most effective/likely for them to support.

2.3 Privacy for Vulnerable Populations

Certain populations face heightened privacy risks due to their cir-
cumstances, identities, or roles. Prior research has examined privacy
among activists at risk from state-level actors [131, 142], survivors
of intimate partner violence vulnerable to technology-enabled stalk-
ing [130], immigrants and refugees concerned about surveillance by
authorities [141, 149, 152], and LGBTQ+ individuals facing outing
and discrimination [11, 39, 50, 139]. Across these, privacy viola-
tions that might be merely inconvenient for general users can have
severe or even life-threatening consequences.

Despite this growing body of work on at-risk populations, milit-
ary-affiliated personnel have received relatively little attention in
privacy research. This gap is striking given documented risks: data
brokers actively sell datasets targeting military personnel, adver-
saries can exploit mobile app data for intelligence gathering and
social engineering, and even unintentional data exposure can com-
promise OPSEC and national defense [5, 34, 46, 57, 93, 96, 135].
Military-affiliated individuals face unique threat actors (e.g., nation-
state adversaries and violent extremists), unique threat scenarios
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(e.g., mortar attacks on military outposts), and unique consequences
(e.g., national security implications beyond personal harm).

Our work addresses this gap by conducting the first systematic
investigation of privacy risks in apps marketed to military-affiliated
personnel, combining the first technical analysis of MMMarps’ data
practices and code provenance with a user study examining whether
military-affiliated personnel find those practices acceptable and
what threat scenarios they believe those practices enable.

3 Motivation and Problem Statement

A subset of mobile apps (MMMares) explicitly market themselves
to military-affiliated personnel. Like all consumer apps, MMMares
are part of an ecosystem that depends heavily on data collection.
For military-affiliated personnel, the stakes of that collection are
categorically higher and well documented [5, 21, 26, 32, 54, 93, 96,
133, 147]. Critically, privacy risks are not limited to malicious apps.
Even benign apps introduce vulnerabilities, as collected data can
be sold or misused long after collection [135].

Yet, this problem remains poorly understood. Whether MMM-
arps exhibit data practices or code provenance characteristics that
put users at risk had never been examined. Furthermore, whether
military-affiliated personnel find these practices acceptable, what
threat scenarios they believe those practices enable, and what miti-
gations they believe would be effective, had not been studied. This
paper addresses both dimensions: examining what data practices
and code provenance characteristics MMMarps exhibit, and whether
military-affiliated personnel perceive those behaviors as acceptable.

4 Curating and Analyzing MMMapps

To investigate RQ1, we curate a dataset of MMMarrps and take a
mixed-method approach to analyze them.

4.1 Dataset Curation

While many apps explicitly market themselves to military-affiliated
personnel, there is no single category or keyword on the Google
Play Store that enables users to easily identify and retrieve all such
apps. Additionally, some of these apps are popular, but only within
specific niche communities. Therefore, to create our dataset of 242
MMMares, we had to use two complementary approaches, sourcing
apps from the Google Play Store and online forums.

4.1.1 Google Play Store

We first focus on collecting apps from the Google Play Store, the
most popular platform for Android apps [148].

Seed Dataset. We generated a list of 55 military-related keywords
through a brainstorming session with U.S. Army researchers (who
were active-duty service members and Army civilian employees
themselves) and used it to query Google Play. For each keyword,
we retrieved 100 candidate apps by leveraging a third-party API
(SerpAPI [71]), retrieving, in total, 719 unique apps.

Here, we note that the apps retrieved are not necessarily relevant
apps. For example, after manually inspecting 15% of the retrieved
apps, we found only 20% (21 apps) to be relevant. Thus, we manu-
ally labeled each app. Two authors independently labeled all 719
retrieved apps. These authors leveraged a careful labeling guide
(See Appendix A.1). After labeling, the authors demonstrated a high
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level of agreement, with Cohen’s Kappa > 0.8 [58]. After reconcil-
ing the differences, we obtained a seed dataset of 168 MMMares.

Filtering and Curating the Final Dataset. To expand beyond
the seed dataset, we leveraged the 168 manually labeled apps to
develop a high-recall filtration classifier. After evaluating multiple
approaches (See Appendix A.2.1), we adopted an LLM-as-a-Judge
model [51], with a recall = 0.94 to identify candidate MMMarps based
on app descriptions. We then conducted additional data collection
in batches: in each iteration, we queried Google Play using 10
new keywords, passed retrieved apps through the classifier, and
manually validated candidate apps. We repeated this process until
saturation (no new unique MMMarrs identified), which occurred
after four iterations (See Figure 5 for saturation details). This yielded
32 additional apps, resulting in a final dataset of 200 MMMares.

4.1.2 Online Forums

We note that keyword searches on the Google Play Store target
popular/highly rated apps. To augment our dataset with relevant
MMMarps that are not well-ranked in the Play Store, we sourced

apps from military-related online forums?.

Forum Thread Curation. After consulting with active service
members, we identified seven core subreddits: r/military, r/army,
r/USMC, r/navy, r/airforce, r/spaceforce, and r/uscg. We lever-
aged the PRAW API [36] and app-related keywords (e.g., “app”, “an-
droid”, “google play”) to retrieve 1, 500 unique threads. We manually
inspected a 10% random sample and identified 251 app mentions (in-
cluding redundant references), of which 18% were military-related,
yielding 12 unique MMMarps across the sampled 150 threads.

Semi-Automated App Extraction. Given this low yield and the
scale of the remaining threads, we adopted a semi-automated extrac-
tion approach. Specifically, we used an LLM-as-a-Judge to identify
app mentions within threads and validated its performance on the
manually inspected sample, achieving 99% recall.

We applied this extraction method in intervals to the remaining
threads. At each interval, the authors confirmed the validity of the
extracted apps, independently reviewing and annotating them with
our labeling guide, demonstrating high agreement (x > 0.8). We
observed saturation after 16 processing intervals, with later batches
yielding no new unique apps. In total, we identified 70 unique
MMMares from Reddit, 42 of which were not present in our Google
Play dataset, resulting in a cumulative dataset of 242 MMMarps. We
provide details of our LLM-as-a-Judge approach, the prompt used,
and information on the saturation of apps in Appendix A.3.

We found Hots&Cots, Air Force promotion apps such as AFI
Explorer, ACE PDG, and PDG Promote 2025+, as well as Navy BMR
and Bluejacketeer, to be among the most frequently mentioned
apps within these Reddit threads (see Figure 1). In addition, we
identified apps related to uniform management, banking, health
and benefits, test preparation, career navigation, and other relevant
categories. While some apps received many mentions, the majority
of references pointed to a long tail of less-cited apps. This reflects the
diverse range of mobile tools used across the military community.

Shinkle et al.
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Figure 1: Popular apps mentioned in online forums.
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4.2 App Analysis Pipeline

Figure 2 overviews our systematic investigation of the data collec-
tion and transmission behaviors of MMMarrs. We leverage static
analysis, dynamic analysis, network traffic analysis and a compari-
son of data collection practices with developer disclosures.

Static Analysis. We leverage the Mobile Security Framework
(MobSF v3.9.7) [1], which allows us to extract the permissions re-
quested and the third-party dependencies embedded within the app.
Permissions comprise access to sensitive system resources such
as location data, contacts, storage, and unique device identifiers.
Third-party dependencies include advertising networks, analytics
platforms, and external SDKs that can collect and transmit user data
independently. The information gathered from the static analysis
serves as a basis for subsequent dynamic and network analysis.

Dynamic Analysis. The goal of our dynamic analysis was to ex-
tract what personally identifiable information (PII) is requested
by the app, serving as a targeted filter to inform our subsequent
network analysis. We leverage AndroidViewClient (v23.4.0) [42]
to interact and capture UI elements displayed by an app during
runtime. We ran each app for five minutes and systematically navi-
gated through its core functionalities, and capture UI elements by
searching for specific keywords and patterns corresponding to sen-
sitive information such as “Name”, “Email”, and “Phone Number”,

*We commit to sharing this paper’s findings through these forums as well.
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Figure 3: AndroidViewClient’s detection of PII-related UI
elements, achieved via keyword search.

as shown in Figure 3. Ul elements considered include text fields,
buttons, labels, and other input components that request personal
information. We interact with each element and determine whether
a new activity has been launched, doing so recursively until no
additional activities are reachable. We note that the presence of a
Ul input field requesting PII does not itself confirm that the app
collects that data. Rather, these findings guide our network analysis,
which serves as the definitive means of identifying collected PIL
Similarly, if a Ul input field displays pre-filled personal information,
we treat this as a signal that the app may have retrieved and stored
that data, which we then verify through network traffic inspection.

Network Analysis. Whereas our dynamic analysis identifies what
PII is requested by an app, our network analysis serves as the
primary means of confirming what PII is actually collected and
transmitted. We leverage MobSF with OWASP Zed Attack Proxy
(ZAP v2.15.0) [112] to monitor network traffic while executing the
app. ZAP operates as an interception proxy, and by installing ZAP’s
root certificate, we decrypt traffic from the app to external servers.
To audit traffic to external servers, we take two approaches. First,
we enter particular dummy personal information (such as a test
email address, name, and phone number) into the app and monitor
outgoing network traffic to see if these exact values appear in trans-
mitted requests. If we detect a match, it serves as direct evidence
that the app is transmitting user-provided PII over the network. To
account for data transmitted in encoded/transformed formats, we
check for common encoding schemes such as Base64, URL encod-
ing, and simple hashing (e.g., MD5, SHA-1, SHA-256) of the known
dummy inputs (e.g., names, emails, and phone numbers). Second,
we search for indirect indicators of location-adjacent data, such as
IP addresses, geolocation coordinates (latitude and longitude), and
location-related keywords. This allows us to identify apps that may
be circumventing explicit location permissions by deriving user
location through IP-based geolocation techniques.

Proceedings on Privacy Enhancing Technologies 4(1)

Code Provenance Analysis. To characterize the code provenance
of MMMarps, we examined the geographic origin of all code con-
tained in each app, distinguishing between first-party code written
by the app developer and third-party code introduced through
libraries identified in our analysis pipeline. For each app, we deter-
mined the country of origin of the first-party developer by scraping
the Google Play Store for all developer-related data and analyzing
the developerLegalAddress field. We found developer-related data
for 205 apps in our dataset, while the remaining 37 apps were no
longer available on the Google Play Store. Then, for each unique
third-party library detected by our static analysis, we determined
the library’s country of origin by searching for the location of the de-
veloping company’s headquarters in publicly available information.
In both cases, we classified origins into three categories: U.S.-based,
foreign, and originating from a country designated as “adversarial”
in the 2023 DoD Cyber Strategy [101]. This classification allows us
to assess the degree to which they contain code from entities that
military-affiliated personnel are uncomfortable with.

Developer Disclosure Comparison. To assess the transparency
and accuracy of app developers’ disclosures, we compare data col-
lection practices with information disclosed by developers. We
scraped the Data Safety sections [62] for all Android apps in our
dataset, gathering details of “data collected” and “data shared”, as
categorized by Google (e.g., location data, personal information,
financial information) and cross-referenced them with observed
data flows extracted from static, dynamic, and network analyses.

We choose MMMarps’ Data Safety sections for comparison in-
stead of their privacy policies because these sections are designed
to (1) be readily accessible to users downloading the app and (2)
draw user attention, whereas privacy policies are lengthy, filled
with legal jargon, and often ignored [23].

Comparative Evaluation. To contextualize our findings, we estab-
lish a baseline of the iOS counterparts of MMMares in our dataset.
These comparisons enable us to evaluate cross-platform consistency
in data collection and transmission behaviors.

We replicated our analysis pipeline on i0S. We took the sequence
of actions performed during the automated Android dynamic anal-
ysis and manually reproduced them on the iOS version of the MMM-
arp, using WebProxyTool (v3.7.4) [44] to inspect the network traffic
and verify whether the same data is transmitted by the iOS version
of the MMMarp. While MobSF supports iOS analysis via the Corel-
lium emulator, we found that many iOS apps use anti-emulation
checks that disrupt execution. To avoid incomplete/misleading re-
sults, we didn’t use MobSF for our iOS static analysis.

We extended our developer comparison to include Apple Privacy
Labels [61] for each corresponding iOS version of the apps in our
dataset. Apple’s Privacy Labels disclose what types of data an app
may collect, whether that data is linked to the user, and whether it
is used for tracking purposes. To systematically gather this informa-
tion at scale, we employed a scraper that queried publicly available
metadata for iOS apps via Apple’s App Store web interface.

4.3 RQ1: Data Practices and Code Provenance
Characteristics of MMMapps

To evaluate the data practices and code provenance of MMMares,
we used the dataset collected as described in Section 4.1. From
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Table 1: Data practices of MMMarps

Shinkle et al.

Table 2: Provenance of first-party and third-party code

Distribution
# Third-party Libraries (% of Apps)

Data Practices

% of Apps Using

Google Firebase Analytics (59%) 0(36%)
oy - Google Crashlytics (50%) 1-3 (41%)
(A) Third-Party Libraries Google AdMob (20%) 46 (15%)
Facebook Analytics (16%) 7-9 (6%)
Google Tag Manager (13%) 10+ (2%)

% of Apps Requesting Permissions
CAMERA (38%)
ACCESS_COARSE_LOCATION (34%)
READ_PHONE_STATE (28%)
ACCESS_FINE_LOCATION (27%)
RECORD_AUDIO (21%)
READ_CONTACTS (14%)
ACCESS_BACKGROUND_LOCATION (4%)
% of Apps Containing # PII Types Detected (% of Apps)
Email Address (18%)

(B) Requested Permissions

Name (16%)
Phone Number (11%) 0(70%)
(C) PII Requested Military Base/Installation Branch (5%) 1-2(15%)
Address (5%) 3-4 (10%)
DOB (3%) 5+ (4%)
Gender (2%)
Age (2%)

% of Apps Transmitting
Email Address (17%)
Name (15%)

Phone Number (10%)
Military Base/Installation Branch (5%)
Address (5%)

DOB (3%)

Gender (2%)

Age (2%)

(D) PII Transmissions

this dataset of 242 apps, we were able to download and analyze
223 of them. The following sections report the findings from our
static, dynamic, and network traffic analysis, along with our code
provenance and privacy disclosure results.

4.3.1 Data Practices Results

Third-Party Library Usage. A key aspect of the static analysis
was identifying the embedded third-party libraries. These libraries,
often used for analytics, advertising, crash reporting, and cloud
storage, can facilitate data sharing with external entities. Through
our analysis, we found that 64% of MMMarps in our dataset incor-
porate one or more third-party SDKs. Certain third-party libraries
appeared frequently throughout the dataset, particularly those re-
lated to analytics and advertising. The prevalence of these libraries
suggests that many MMMavps are actively collecting usage statistics,
behavioral data, and potentially PII, which could be used for adver-
tising or monetization. Table 1(A) summarizes the most common
third-party libraries and their distribution across MMMarps.

Permissions Requested. The permissions requested by MMM-
Apps gave us insight into the types of data they accessed. The most
frequently requested permissions are summarized in Table 1(B).

Detected PII Fields. To quantify the frequency with which differ-
ent types of PII appeared in the analyzed MMMares, our dynamic
analysis extracted and classified the UI elements containing refer-
ences to sensitive user information. We found 29% of MMMarps
requesting or storing at least one form of PII, with email address
as the most commonly detected PII field and 18% of MMMarps con-
taining a user input field for it. Additionally, some MMMares con-
tained Ul elements for military-specific identifiers, such as military
base/installation and branch. Table 1(C) summarizes the number of
different types of PII detected. Table 1(C) shows the percentage of
MMMarps containing a Ul element for each PII type, respectively.

First-Party Code Third-Party Code
Origin % of Apps Origin % of Apps
United States 86.3% United States 57.4%
Foreign 13.7% Foreign 15.3%
“Adversarial” Country 1.5% “Adversarial” Country 7.4%

Transmitted PII. The network traffic analysis phase aimed to
determine whether the PII detected in the dynamic analysis phase
was being transmitted outside the device and to whom. We found
that email address is the most commonly transmitted PII with 17% of
MMMarps transmitting it. Table 1(D) summarizes the frequency with
which each type of PII was observed in network transmissions. To
understand who was receiving the transmitted PII, we categorized
the destinations into two groups:

o App-Owned Servers: The app’s own backend infrastructure, ex-
pected to receive user data for legitimate purposes (e.g., authen-
tication, profile management).

o Integrated Third-Party Services: External services such as analyt-
ics platforms, advertising networks, or cloud storage providers
that were integrated into the app as third-party libraries or SDKs.

We observed that 19% of MMMares transmit PII to app-owned
servers, while 3% of apps transmit Pll-related information to known
third-party services. Notably, 16% of apps that collected some form
of PII were transmitting that data to third-party services often
linked to advertising or analytics SDKs. While some of these trans-
missions were expected (e.g., app functionality requiring cloud
storage), we also observed cases where PII was shared with third
parties without an apparent functional necessity.

Although not all the Android apps we analyzed were available
on i0S, we were able to download and examine 80 apps on iOS. For
these 80 MMMarps, we found no discrepancies between our Android
and i0S results. Whenever data transmission was observed in the
Android version of an MMMarp, we also observed the same data
being transmitted in the corresponding iOS version.

4.3.2 Code Provenance: Results

Table 2 overviews the code provenance of first-party and third-party
code, organized by origin: United States, Foreign, or “Adversarial”
Country (a subset of foreign countries, explicitly determined as
“threats” in the 2023 DoD Cyber Strategy [101]; specifically, the
People’s Republic of China, the Russian Federation, the Islamic
Republic of Iran, and the Democratic People’s Republic of Korea).
The full list of MMMares that contain code originating in a foreign
or “adversarial” country can be found in Appendix C. While the pri-
mary origin of code across both first-party and third-party is within
the U.S., both categories have non-negligible foreign origin rates
(which potentially may pose both privacy and operational risk for
U.S. military-affiliated personnel). In particular, 86.3% of MMMarps
originated within the United States, while 13.7% are foreign (1.5%
of them are from the “adversarial” countries). Foreign countries in-
clude the United Kingdom, China, India, Canada, Turkey, Indonesia,
Spain, Uzbekistan, Pakistan, Vietnam, Greece, Argentina, Colombia,
Armenia, and Australia. Additionally, we found 76 unique third-
party libraries being used in the analyzed apps. 57.4% of MMMarps
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contained U.S. third-party code, while a surprising 7.4% contained
code from an “adversarial” country (15.3% overall were foreign). The
foreign third-party libraries originated from China, Israel, Russia,
Germany, India, the United Kingdom, Canada, and Switzerland.

4.3.3 Code Provenance: Case Studies

Huawei SDK in MMMapps. Our analysis identified twelve MMM-
arps that integrate the Huawei Mobile Services (HMS) Core SDK.
HMS Core® advertises its ability to map user locations, deliver
advertisements for monetization, provide “app linking,” and manage
user images and video storage, among other capabilities [68].

These findings are significant given that in June 2020, the U.S.
Federal Communications Commission (FCC) declared Huawei a
national security threat to the U.S. [28], due to their close ties to
the Communist Party of China and Chinese laws which require
corporations to cooperate with intelligence services of the People’s
Republic of China [45]. Recent bipartisan efforts in the U.S. Congress
have also been made to limit Huawei’s activities [111]. Huawei’s
technology has been restricted in critical sectors to deter potential
cyberspace espionage efforts that could be facilitated by Chinese
hardware and software. Furthermore, despite the FCC’s concerns,
Huawei’s SDK and the MMMarps that include it are widely available,
and no regulatory guidance has been issued to discourage their use.

While we did not detect any data leaks to Huawei-owned servers
during our analysis, it is important to consider that SDKs can be
updated remotely at any time. A future update could silently enable
the collection of sensitive user data, such as location or device
identifiers, potentially compromising the privacy of thousands of
military-affiliated personnel who have downloaded these apps.

We responsibly disclosed our discovery of HMS Core to all rel-
evant MMMarr developers to inform them of our findings. In re-
sponse, one developer acknowledged the concern, expressed inter-
est in its implications, and decided to take mitigation actions to
remove the Huawei code. The app in question was “Hots&Cots”
version 1.43.0 in the Google Play Store. Hots&Cots is a “Yelp-like”
app that enables service members to report on the quality of living
and dining conditions at military installations. The app’s devel-
oper is a former Army non-commissioned officer [99]. The app
has been popularized in military social media spaces and was the
most popular app in our dataset obtained from online forum dis-
cussions (See Figure 1). The developer was especially concerned
about the privacy implications of the Huawei SDK’s inclusion in
their app, given that the user base of Hots&Cots is exclusively U.S.
service members. Notably, they escalated the matter by contacting
the maintainers of the third-party SDK responsible for including
the Huawei code (OneSignal). When they did not respond to their
inquiry, Hots&Cots re-engineered their notification stack with an-
other provider to ensure removal of the Chinese code from their
app. Hots&Cots notified their users about the removal of HMS Core
based on the findings in our study [56].

Russian-Developed MMMapps with Russian Third-Party Ser-
vices. In another case, we identified two MMMarps developed by
Russian companies that integrate Russian third-party services, such
as Yandex Ads, for monetization. The current geopolitical climate,
particularly with the U.S. imposing economic and technological
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Table 3: Comparison of self-reported disclosures and undis-
closed observed data practices

App Store Categor . Data . Data
PP gory Collection (% of Apps) Sharing (% of Apps)
Contacts (5%) Contacts (2%)
Health and Fitness Data (6%) | Health and Fitness Data (2%)
Messages (9%) Messages (0%)
. Location Data (19%) Location Data (8%)
Google (i) Self-reported Financial Information (25%) | Financial Information (3%)
App Activity (40%) App Activity (10%)
Personal Information (42%) | Personal Information (10%)
Device Identifier (42%) Device Identifier (12%)
Location Data (0%) Location Data (3%)
Address (5%) Address (0%)
- . Phone Number (5%) Phone Number (0%)
(if) Undisclosed Other Personal Info (5%) Other Personal Info (0%)
Email Address (10%) Email Address (15%)
Name (12%) Name (7%)
App Activity (77%)
Personal Information (43%)
Device Identifiers (27%)
) Location Data (23%) .
Apple (i) Self-reported Health and Fitness Data (20%) Not applicable
Financial Information (9%)
Contacts (6%)
Messages (1%)
Email Address (25%)
Name (21%)
Other Personal Info (18%)
(ii) Undisclosed Phone Number (10%) Not applicable
Address (10%)
Sexual Orientation (3%)
Location Data (0%)

sanctions on the Russian Federation in response to their invasion
of Ukraine [110], makes these findings significant. Similar to the
Huawei SDK, although network analysis did not detect active data
leaks to Russian servers, the integration of Russian SDKs means
that the apps have the potential to update their behavior at any
time. This could result in covert data collection on thousands of
military-affiliated users without notice.

In line with responsible disclosure best practices, we notified the
developers whose apps incorporated SDKs with ties to China and
Russia (both described as “adversarial” nations in the 2023 DoD
Cyber Strategy), sharing our findings to ensure they were informed
of both the inclusion and its potential consequences. We received
no response from the Russian developers by the time of publication.

4.3.4 Privacy Disclosures Results

Table 3 overviews the comparison of self-reported disclosures and
undisclosed data collection and sharing. We found that 40% of
MMMarps contained at least one discrepancy, indicating that they
collected/shared more data than they acknowledged.

Comparing against Data Safety Section. We compared the self-
reported data collection and sharing practices of MMMares, as dis-
closed in the Google Play Store’s Data Safety section, with the actual
data flows observed in our static, dynamic, and network analyses.
The Data Safety section requires developers to specify what types
of user data are collected and shared. This provides an opportunity
to evaluate the accuracy of these claims.

To assess the accuracy of the disclosures, we extracted the self-
reported data collection practices from each MMMares s listing and
calculated the percentage of MMMares that report data collection in
each category. Similarly, developers are required to indicate whether
they share data with third parties. Table 3 - Google - (i) summarizes
the self-reported data collection and data-sharing disclosures.
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To evaluate the accuracy of these self-reported disclosures, we
compared them against our empirical findings from the network
analysis. Specifically, we checked: (1) Whether an MMMarp collected
PII but did not report it; and (2) whether an MMMarp transmitted
data to third parties despite not disclosing data sharing.

The results revealed discrepancies between the claimed and ac-
tual data handling practices. Table 3 - Google - (ii) shows the per-
centage of MMMares that failed to disclose collected or shared data
for each type of PII that we check for during our network analysis.

Comparing against Privacy Labels. Since we compared observed
data leaks against developer declarations on the Google Play Store
via the Data Safety section, we conducted a similar comparison for
iOS by reviewing the privacy details listed on the Apple App Store
for the same set of apps. Specifically, we examined if the types of
data collected or shared, based on our manual testing and network
traffic analysis, were accurately reflected in the privacy labels pro-
vided by developers. Table 3 - Apple - (i) presents a summary of
self-reported data collection disclosures.

As with Android, we checked for discrepancies between what
was actually transmitted and what was declared, revealing whether
the disclosures aligned with observed behaviors. The iOS results
also revealed significant discrepancies between the claimed and
actual data handling practices. Table 3 - Apple - (ii) shows the
percentage of MMMarps that failed to disclose collected data for
each type of PII that we check during our network analysis.

Answer to RQ1: Regarding data practices, MMMarps incorporate
third-party SDKs and collect and transmit PII to third-party ser-
vices. They also exhibit discrepancies between what developers
disclose and what our analysis observes on both Android and iOS.
Regarding code provenance characteristics, a significant portion
of MMMares contain code from foreign developers or foreign
third-party libraries, and a non-trivial subset contain code from
developers in countries the U.S. government has formally listed as
adversarial. In one case, code was introduced transitively through
a dependency chain without the app developer’s awareness, and
the developer removed the code after we informed them.

5 User Study with Military-Affiliated
Participants

5.1 Online Survey Methodology

We describe the setup, recruitment, and analysis methods of our
user study to understand how military-affiliated personnel perceive
and attempt to mitigate the risks posed by MMMares (RQ2).

5.1.1 Study Design

We conducted an online survey study administered through Qual-
trics [118], consisting of five blocks, each grounded in our technical
findings from Section 4.3. Each block and its corresponding ques-
tions were designed to map directly to our RQs, ensuring the survey
would yield data sufficient to address each RQ. Prior to full deploy-
ment, we conducted a pilot study (n = 10) to validate this alignment.
Pilot responses were included in our final results. On average, the
survey took 31 minutes to complete, and our study was approved
by our university’s Institutional Review Board (IRB).
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In Block 1 (device and app usage), participants reported their us-
age frequency for 24 MMMavps, consisting of the 15 most frequently
mentioned MMMarps on Reddit and the 15 most downloaded MMM-
arps on the Google Play Store, with duplicates removed. These 24
MMMares are representative of the broader MMMarr dataset, as we
observed no statistically significant differences in data practices
or code provenance characteristics between these MMMarps and
the rest of the analyzed MMMareps. In Block 2 (perception of data
sensitivity), participants ranked and rated their comfort with the
22 data types and permissions we observed being collected in real
MMMares, as well as their comfort with apps containing code from
the four countries identified as “adversarial” in the DoD Cyber
Strategy Summary [101]. In Block 3 (inferences of sensitive infor-
mation and threat scenarios), participants reasoned about what
adversaries could infer from collected data and what threat scenar-
ios those inferences could enable. In Block 4 (mitigation strategies),
participants evaluated seven recommendations across the federal,
DoD, app store, and device levels that we proposed based on the
data practices and code provenance characteristics identified by our
technical analysis. In Block 5 (demographics), participants reported
demographic information and details on their military affiliation.

5.1.2 Recruitment

We recruited participants through two channels. First, we used
Prolific [117], an online research recruitment platform, to reach
military-affiliated adults. Prolific’s built-in screening filters allowed
us to pre-screen for participants who self-identified as active-duty
or veterans. Second, we used open recruitment, in which active-duty
U.S. service members distributed the survey link to colleagues via
email and internal messaging platforms. To minimize coercion risk,
service members distributed the link only to individuals outside
their supervisory authority and had no access to survey responses.

Participants were required to be aged 18 or older and to self-
identify as military-affiliated (defined as U.S. active-duty service
members, U.S. Reserve or National Guard members, U.S. veterans,
family members of the aforementioned affiliations, or DoD civilian
employees). All participants were compensated with $10.

In total, n = 103 participants completed the survey. The largest
group identified as U.S. military veterans (48.5%), followed by active-
duty service members (35.9%), family members (15.5%), Reserve
or National Guard members (6.8%), and DoD civilian employees
(1.9%). Regarding device usage, 70.9% of participants primarily use a
personal device in their everyday lives, 27.2% use a mix of personal
and government-issued devices, and only 1.9% rely primarily on a
government-issued device, underscoring the relevance of MMMarp
usage on personal devices outside institutional oversight. Detailed
participant demographics can be found in Table 6 in the Appendices.

5.1.3 Analysis of Responses

Quantitative Analysis. For quantitative survey items (includ-
ing Likert-scale comfort ratings, data-sensitivity rankings, foreign-
SDK comfort ratings, mitigation-effectiveness ratings, and multiple-
choice impact-domain selections), we report descriptive statistics
(e.g., percentages and average ratings). For within-participant com-
parisons on ordinal measures, we apply rank-based nonparametric
significance tests where appropriate to avoid distributional assump-
tions. For paired comparisons between two conditions, we used the
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Wilcoxon signed-rank test [132, 151]. For item-level follow-up, we
identified within-category items that consistently deviated from par-
ticipants’ rankings using within-participant Wilcoxon signed-rank
tests with Benjamini-Hochberg FDR control [15]. For outcomes
where each participant provided ratings across three or more con-
ditions, we used the Friedman test [48] (reporting Kendall’s W [70]
as an effect size) followed by paired Wilcoxon post-hoc [132, 151]
comparisons with Holm correction [55] to control family-wise er-
ror. We report adjusted p-values alongside effect sizes to emphasize
magnitude in addition to statistical significance.

Qualitative Analysis. To characterize recurring patterns in parti-
cipants’ open-text responses, we used inductive qualitative coding
and randomly sampled 20% of responses for each open-text ques-
tion analyzed. For each question, two authors jointly developed
a codebook defining each code. We use “code” and “category” in-
terchangeably to refer to these codes. Both authors independently
applied the codes to the same sampled dataset. Each response could
receive multiple codes. We assessed agreement at the code level
by converting each code into a binary present/absent label for
each response and computing Cohen’s k [27] for each code. As
a supplementary response-level measure of coding overlap, we
also computed Jaccard similarity [30] between the two coders’ as-
signed code sets for each response. Agreement was high across both
metrics (mean k > 0.8, mean Jaccard > 0.8). Authors discussed
disagreements, refined the codebook, and produced a consensus-
coded version of the sampled data. Given that agreement was high,
suggesting that the codebook and its application were stable, the
remaining 80% of the responses were coded by a single author. We
report the percentage distribution of responses across codes and
summarize representative instances to illustrate each code.

5.2 User Study Results

We present the results of our user study and answers to RQ2a-2c.

5.2.1 RQ2a: Discomfort with MMMapps’ Behavior and Code
Provenance

We analyzed participants’ perceptions of data sensitivity, comfort
with data collection, comfort with data collection by MMMares,
unknown third-parties, and foreign parties, and comfort with code
from countries that the U.S. has listed as “adversarial”.

Ranking Most Sensitive Data Types. Participants ranked 22 data
types and permissions from most to least uncomfortable when col-
lected. These were the data types and permissions we observed
being collected in our app analysis. Notably, permissions domi-
nated the top of the discomfort rankings. A Wilcoxon signed-rank
test on participant-level median ranks confirmed that permissions
were ranked significantly more uncomfortable than PII items over-
all (W=1749.5, p-value<0.001, Cohen’s d=0.3304). Using within-
participant category baselines with Benjamini-Hochberg FDR con-
trol, we identified items that consistently deviated from others in
their category across n = 103 respondents: Address, Financial Infor-
mation, Phone Number, Date of Birth, and the permission “Access
Camera” were rated significantly more uncomfortable than other
items in their categories (negative median deviation), whereas Gen-
der, Branch, Age, Sexual Orientation, and the permissions “Access
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Health and Fitness Data” and “Make/Manage Phone Calls” were
rated significantly less uncomfortable (positive median deviation).

Comfort with Data Collection by Data Type. Comfort ratings
on a 5-point scale (extremely uncomfortable to extremely comfort-
able) reinforced the ranking results. Financial information elicited
the strongest discomfort, with 90.3% of participants reporting being
extremely or somewhat uncomfortable with its collection. One par-
ticipant offered an explanation for this discomfort, saying “Foreign
governments target financially vulnerable individuals to collect
information in exchange for money”” This is of particular note since
we saw that the most widely used MMMarps we showed to par-
ticipants were financial in nature. Location permissions followed
closely: 83.5% were extremely or somewhat uncomfortable with
fine location access, 81.6% with SMS/iMessages access, 81.5% with
background location access, 78.6% with audio recording, and 78.7%
with access to contacts. By contrast, participants expressed consid-
erably more comfort with the collection of demographic data: 61.1%
were somewhat or extremely comfortable with gender collection,
50.5% with age, and 52.6% with email address. Military-specific
identifiers showed mixed results. 46.6% were uncomfortable with
base/installation collection, while 50.5% were comfortable with
branch collection, suggesting participants do not uniformly treat
military-specific data as more sensitive.

Discrepancies Between MMMapp Behavior and Reported Un-
comfortability. To assess the degree to which participants are
(potentially unknowingly) using MMMarps that engage in data prac-
tices they find inappropriate, we cross-referenced each participant’s
self-reported app usage with their comfort ratings for the data types
and permissions those MMMarps collect or request. Participants
were asked to indicate how frequently they or a family member
use each of 24 MMMarps (selected as described in Section 5.1) on
a five-point scale (Always, Often, Sometimes, Rarely, Never). For
each participant, we identified the subset of MMMares they reported
using at any frequency (Rarely through Always) and retrieved the
PII types and permissions our technical analysis observed each of
those MMMares collecting or requesting. We then cross-referenced
this against each participant’s comfort ratings for those specific
data types and permissions, collected later in the survey, in which
participants rated their comfort with each of the 22 data types and
permissions we observed across our technical analysis. A partici-
pant was considered to be using an MMMarr in a manner misaligned
with their stated preferences if they reported using that MMMarp at
any frequency and rated at least one of its observed data practices
as extremely uncomfortable or somewhat uncomfortable. Ten parti-
cipants answered never for all 24 MMMarps, leaving 93 participants
for whom cross-referencing was possible. We found that 83.5% of
participants use at least one MMMarr that collects or requests data
they find inappropriate, while only 17 participants reported using
no such MMMarps. Among participants who used at least one MMM-
arp they were uncomfortable with, the average number of such
MMMarps per participant was 3.31 (SD=3.43), with an average of
3.88 apps (SD=5.02) per participant that did nothing they found
inappropriate. This indicates that for most participants, uncomfort-
able MMMarr usage is not an isolated case but a pervasive condition.
We also note that, because this analysis was conducted on only 24 of
the 242 MMMarps in our dataset, these estimates likely substantially
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underestimate the true misalignment between MMMares’ behavior
and their users’ privacy expectations.

Code Provenance Discomfort: MMMapps, Third Parties, and
Foreign Parties. Participants were asked whether their discomfort
would increase, remain the same, or decrease if each data type were
(a) collected by an MMMare, (b) shared with a foreign party, or (c)
shared with an unknown third party. For foreign sharing, partici-
pants expressed dramatically elevated discomfort across all 22 data
types: between 50.5% and 78.6% reported being more uncomfort-
able with foreign sharing, with the highest discomfort for financial
information (78.6%), address (75.3%), camera access (75.5%), approx-
imate location (75.8%), and contacts (75.8%). For third-party sharing,
discomfort was similarly elevated, with 42.0%-74.0% of participants
reporting increased discomfort. However, for MMMare collection,
the pattern reversed: for most data types, participants reported
being equally or less uncomfortable with MMMarp collection than
with their baseline. For example, for military base/installation, 49.0%
reported being less uncomfortable and only 15.0% more uncomfort-
able. For branch, 52.0% reported less discomfort. Wilcoxon signed-
rank tests confirmed this pattern is statistically significant across
all 22 data types for both MMMares vs. third-party and MMMares
vs. foreign comparisons (p-value<0.001 for all), while no significant
difference was found between third-party and foreign sharing. This
finding reveals a critical perception gap: military-affiliated person-
nel are significantly more comfortable with MMMarps collecting
their data than when it is shared with third- or foreign parties. One
participant illustrated this perception gap, saying “I trust military-
affiliated apps and don’t trust who I don’t know.” Conversely, our
analysis demonstrates that 16% of MMMares that collected some
form of PII were transmitting that data to third-party services and
over 15% of MMMarps contain foreign SDKs that could do the same.

Foreign Countries of Concern. Participants expressed near-
universal discomfort with apps containing code from countries
described as “adversarial” in the 2023 DoD Cyber Strategy [101]:
83.3% were extremely uncomfortable with apps containing code
originating in the Democratic People’s Republic of Korea, 83.3%
with code originating in the Islamic Republic of Iran,, 82.4% with
code originating in the Russian Federation, and 76.5% with code
originating in the People’s Republic of China. Participants explained
their discomfort with responses such as “They’re our adversary”
and “Enemies of the USA”. Between 27.2% and 29.1% of participants
reported they would feel even more uncomfortable if they were
military-affiliated (as opposed to a civilian), while the majority
(50.5%—-59.2%) reported equal discomfort regardless of affiliation.
When asked whether specific MMMares in our dataset contained for-
eign code, participants were largely uncertain: for most MMMares,
the majority responded “maybe.” Hots&Cots (which our techni-
cal analysis confirmed contained a Huawei SDK) was identified
as maybe containing foreign code by 54.4% of participants, while
only 7.8% answered “yes.” Similarly, MGRS UTM GPS and Defense
& Military News, which had the highest “yes” rates (12.6% each),
still saw the majority of participants respond “maybe” or “no.” This
uncertainty underscores a significant awareness gap: despite near-
universal discomfort with foreign code in principle, participants
were largely unsure if MMMavps actually contain it.
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Popularity-Segmented Analysis. To examine whether discom-
forting data practices are concentrated in more or less popular
MMMarps, we segmented MMMares by download count into three
tiers: popular (>5,000 downloads), moderately popular (1,000-5,000
downloads), and less popular (<1,000 downloads). Discomforting
permissions were the most prevalent concern across all tiers, ap-
pearing in 63.41% of popular, 48.81% of moderately popular, and
41.03% of less popular apps. This was followed by discomforting
PII collection (9.76%, 3.57%, and 10.26%, respectively), foreign third-
party code (4.88%, 7.14%, and 8.55%), and foreign first-party code
(0%, 2.38%, and 0.85%). Omnibus tests with pairwise post hoc com-
parisons revealed no statistically significant differences across pop-
ularity tiers for any of the aforementioned categories, suggesting
these data practice concerns are distributed broadly rather than
concentrated in any particular popularity segment.

Answer to RQ2a: Military-affiliated personnel find that the data
practices and code provenance characteristics of many MMMarps
are largely inappropriate. Additionally, sharing data with third-
and foreign parties was rated significantly more uncomfortable
relative to MMMave collection alone. Furthermore, participants
expressed near-universal discomfort with apps containing code
from countries the U.S. government listed as “adversarial”. De-
spite this discomfort, most participants use at least one MMMarp
that engages in practices they are uncomfortable with, with the
average participant using over three such MMMarps.

5.2.2 RQ2b: Security Domains and Threat Scenarios

We analyzed the open-text responses to identify sensitive infor-
mation inferences and plausible threat scenarios related to data
collected by MMMarves, following our qualitative analysis method.
Figure 4 presents the coded categories and the share of participants
mentioning each, for sensitive information inferences and perceived
threats at personal, operational/unit, and national security levels.

Inferring Sensitive Information. Participants were asked what
additional information a threat actor could infer from the 22 data
types and permissions detected in our app analysis. The most com-
monly identified inference category was Personal Network (e.g.,
personal relationships and military associates) with 39.8%. Pattern
of Life inferences were identified by 31.1% of participants, and Iden-
tity Profile construction was cited by 31.1% of participants. An equal
proportion (31.1%) identified Personal Vulnerability inferences, rec-
ognizing that collected data could expose weaknesses (e.g., financial
stress) that adversaries could exploit for coercion. OPSEC related
inferences (e.g., deployment schedules) were identified by 30.1% of
participants, and 19.4% of participants identified Important Location
inferences (e.g., home or military base).

Security Domains at Risk. Participants were asked which security
domains they believed could be impacted by adversarial exploita-
tion of data collected through MMMares. Personal safety was the
most widely selected domain (91.3%), followed by operational/unit
security (76.7%), and national security (67.0%). That almost two-
thirds of participants identified national security as a threatened
domain, alongside strong majorities for operational/unit security,
underscores that military-affiliated participants view MMMarp data
collection as a serious threat that spans beyond individual harm.
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Inferences of Sensitive Information Perceived Threats

Personal Network (39.8%)

“Identity+status +personal information Can reveal if a person is
married or any past relationships based off sexual orientation”

Personal Safety Threat
Physical Attacks (29.1%)
“home address and location could allow the
individual to be targeted (abducted/killed)”
[__coorionismo ]
. L ceniy ansFnanciatrenis 7 L oypersacs 3]
[o— Identiy and Financial Teft(5.7%)
Operational and Unit Security Threat

Mission Compromise (12.6%)

“Access to operational details could allow a threat actor
to predict movements and compromise missions.”

Cypertacks (59%)

“They could determine whether the service member lives on
base or in civilian housing and learn about work hours, gym
visits, commute routes and other predictable habits "

Personal Vulnerabilities (31.1%)

“Marital trouble, financial trouble, depression, health issues
all of which could be used for blackmailing ”

Identity Profile (31.1%)
OPSEC (30.1%)

Important Locations (19.4%)

National Security Threat

Information (19.4%)

“Being targeted, especially with something like financial
information/blackmail could impact national security as
threats are levied to gain access to secret information”

[ oseomsy M cowonen ]

Figure 4: Participant-reported sensitive-information infer-
ences (left) and perceived threat scenarios by impact level
(right), showing category prevalence (percentage of partici-
pants) and representative exemplar quotes.

Perceived Threat Scenarios. For each security domain, parti-
cipants were asked to infer what threat scenarios could occur if
an adversary had access to any of the 22 data types and permis-
sions detected in our app analysis. For personal safety, the most
frequently described threat scenarios involved Physical Attacks
(29.1%), whereas for operational and unit security, it involved Mis-
sion Compromise (12.6%). For example, adversaries could compro-
mise a mission by setting up surprise attacks at a unit’s rendezvous
point. For national security, Information leaks (19.4%) were the
most frequently described threat scenarios, with participants citing
things like the exposure of large-scale classified military strategy.
Together, these responses make clear that military-affiliated per-
sonnel do not perceive the data practices of MMMarps as abstract
privacy concerns. They perceive them as actionable intelligence,
whose exploitation carries consequences from the targeting of indi-
vidual personnel to the destabilization of national security.

Answer to RQ2b: The majority of participants identified threat
scenarios across all three security domains, demonstrating that
military-affiliated participants believe the consequences of MMM-
arp data exposure extend beyond individual privacy, even reach-
ing the highest levels of national defense. Participants identified
a range of inferences adversaries could draw, from pattern-of-life
analysis and personal network mapping to OPSEC violations and
coercion scenarios, reflecting threat awareness consistent with
the risks documented in our technical analysis. Participants also
described perceived threat scenarios spanning the full spectrum of
harm. For this population, the data practices of MMMarps are not
an abstract privacy concern but a serious, multi-layered threat.
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personnel; (2) DoD extension of privacy standards to MMMarps
on personal devices; (3) app stores setting and enforcing rules for
MMMareps; (4) a U.S. federal law restricting data brokers from buy-
ing or selling data about military-affiliated personnel; (5) a U.S.
federal law requiring independent audits to verify the accuracy of
privacy disclosures for MMMares; (6) stricter bans on foreign code
in MMMarrs; and (7) in-phone warnings when foreign or unknown
third-party code is present in an installed app. Therefore, to answer
RQ2c¢, we analyzed participants’ responses on the effectiveness and
likelihood of adopting these mitigation strategies.

Perceived Effectiveness of Proposed Mitigations. Participants
rated the effectiveness of seven mitigations on a 5-point scale. A
Friedman test indicated that ratings differed across mitigations,
p-value<0.001, )(2(6,n = 103)= 53.937, with a small effect size
(Kendall’s W = 0.0873). In-phone warnings when foreign or un-
known third-party code is present were rated most effective (mean=
4.146) with 52.4% rating it extremely effective and 23.3% very ef-
fective. Wilcoxon signed-rank post-hoc test revealed that it was
not significantly more effective than three other mitigations: U.S.
federal law restricting data brokers from buying/selling military-
affiliated data (mean=4.136), U.S. federal law requiring independent
audits of privacy disclosures (mean=4.058), and stricter bans on
foreign code in MMMarps (mean=4.039). These four mitigations
were rated equally effective. A DoD-maintained approved app list,
DoD extension of privacy standards to MMMavrps, and app store
enforcement rules were rated lower, though still rated as effective
by the majority. Consistent with these modest between-mitigation
shifts, the overall Friedman test effect size was small (Kendall’s W
=0.0873).

Likelihood to Support Proposed Mitigations. Participants also
rated the likelihood on a 5-point scale that they would adopt or sup-
port each mitigation. A Friedman test indicated that ratings differed
across mitigations, p-value<0.001, y?(6,n = 103)= 22.225, with a
small effect size (Kendall’s W = 0.036). In-phone warnings again
ranked highest (mean=4.369), with 66.0% rating adoption/support
as extremely likely and 16.5% somewhat likely. Wilcoxon signed-
rank post-hoc test revealed the same pattern as effectiveness rat-
ings: in-phone warnings were not significantly more likely to be
adopted or supported than U.S. federal law restricting data bro-
kers (mean=4.320), U.S. federal law requiring independent audits
(mean=4.282), and stricter bans on foreign SDKs (mean=4.272). Par-
ticipants rated all seven mitigations as more likely than unlikely for
them to adopt or support. This pattern is consistent with the small
effect size from the Friedman test (Kendall’s W=0.036).

Answer to RQ2c: Participants expressed strong confidence in
the recommendation for in-phone warnings, rating it as most
effective and likely for them to adopt/support, with federal data
broker restrictions, independent privacy audits, and foreign SDK
bans rated equally highly.

5.2.3 RQ2c: Mitigations

Based on the data practices and code provenance characteristics
identified in our technical analysis, we developed seven recom-
mendations across the federal, DoD, app store, and device levels
and asked participants to evaluate each. The seven mitigations
were: (1) a DoD-maintained approved app list for military-affiliated

6 Discussion

Risk Present in Observed Data Practices. Our analysis reveals
that MMMares represent a significant risk. Many MMMarps collect
or transmit PII (e.g., 5% collected military base information). These
risks are amplified by the sheer prevalence of third-party SDKs
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(e.g., 59% of MMMarps use Google Firebase) which send data to
external parties. Additionally, 19% of MMMarps transmit data to
first-party/third-party servers. We also found cases of discrepancies
in disclosed data collection/sharing. These findings corroborate
existing literature [37, 82, 98, 124] in highlighting how the mobile
app ecosystem allows sensitive information to flow outside the
user’s control. When applied to an at-risk demographic such as
military-affiliated personnel, these systemic weaknesses have con-
sequences well beyond consumer privacy. They create new attack
surfaces that adversaries may exploit for strategic advantage.

User Expectations, Threat Perceptions, and Structural Gaps.
Our user study reveals how military-affiliated personnel interpret
and internalize data practices of MMMarps. Participants described
potential threat scenarios made possible by data aggregation, in-
cluding pattern-of-life inference and mission compromise.

Participants expressed strong discomfort with third-party data
sharing, foreign code, and cross-border data flows, yet reported com-
paratively greater comfort when similar data collection occurred
within apps explicitly branded for military use. This asymmetry sug-
gests a form of contextual or institutional trust that may not align
with the technical realities of SDK integration, transitive depen-
dencies, and downstream data transmission. The greater comfort
with MMMares mirrors broader evidence that app labeling and de-
scriptive framing often shape users’ trust and privacy perceptions
beyond the technical realities of the tool [2].

More broadly, the problem appears structural rather than infor-
mational. Consistent with prior findings that S&P guidelines for
at-risk populations can sometimes be underdeveloped and inade-
quate [10, 146], 65.1% of our military-affiliated participants reported
receiving little to no institutional guidance regarding personal app
usage, and even those who had received guidance questioned its
adequacy (72.2%). The most strongly supported mitigations were
systemic in nature, including stronger app store oversight, inde-
pendent audits, and federal regulatory safeguards, rather than in-
dividual behavioral adjustments. This aligns with prior work that
shows technical mitigations alone are insufficient, and that non-
technical mitigations are equally necessary to best protect vulner-
able groups [49, 52, 140]. These findings indicate that the risks
identified in our empirical analysis stem from ecosystem-level gov-
ernance gaps and supply chain opacity more than user ignorance.

Implications for Governance. The risks associated with MMM-
arps’ data practices in raise questions for governance at the federal,
DoD, and app store levels. These implications are not derived solely
from technical analysis. They are reinforced by participant percep-
tions that current protections are insufficient and that meaningful
safeguards must operate at structural levels. See Table 9 for a sum-
mary of the mitigations and their rationale/benefits.

Our findings suggest several regulatory intervention avenues
that merit further consideration. First, the DoD could explore whether
and to what extent existing privacy and security standards should
apply to personal apps that explicitly market themselves to military
populations, particularly given the limited institutional guidance
currently reported by personnel. Second, app store operators might
consider whether additional review processes or design principles
are warranted for developers building apps aimed at sensitive or
at-risk communities (e.g., strengthened scrutiny of third-party SDK
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integrations, clearer disclosure requirements, or mechanisms to
reveal transitive dependencies® that developers may be unaware
of). Third, policymakers could expand the current governance land-
scape (See Appendix E) by examining whether current data bro-
ker regulations adequately protect sensitive populations, including
military-affiliated personnel, especially in light of participant con-
cerns about downstream data aggregation and inference risks.

Finally, given the inconsistencies observed between stated and ac-
tual data practices, future legislation regarding app privacy policies
could consider mechanisms, such as independent audits, to improve
the accuracy and accountability of mobile app disclosures. Privacy
policies represent a complementary avenue for future inquiry in
this regard. While they are less conspicuous, they are more legally
binding than Data Safety sections, as deceptive privacy policies
may trigger FTC investigation and penalties. These considerations
involve complex tradeoffs and require careful evaluation by govern-
ment and military stakeholders to assess feasibility, proportionality,
and potential unintended consequences.

7 Limitations

U.S.-Centric Scope. Our study is intrinsically U.S.-centric, due
to the apps analyzed and the population from which we recruited
participants. As a result, our findings reflect legal, regulatory, oper-
ational, and cultural factors specific to the U.S. military ecosystem.
Future work can extend this analysis to military personnel and
other at-risk populations in different countries to identify cross-
national similarities and differences in privacy expectations, threat
perceptions, and exposure to supply chain risks.

App Dataset. While we identified apps from two sources (Google
Play and online forums), some important MMMarps may be missing.
Several factors contribute to this gap, such as search queries (i.e.,
keywords) not covering all possible variations, Google Play’s search
and ranking algorithms prioritizing popular but often irrelevant
apps, and apps with lower engagement on online forums or fewer
reviews on Google Play not surfacing in our data. Additionally,
despite our filtration classifier’s high recall rate, it may overlook
relevant apps with vague descriptions. Nevertheless, we made a
concerted effort to curate a diverse set of MMMares that would
allow us to identify concerning data practices.

Program Analysis. One potential limitation of our analysis is the
presence of false negatives, where certain data leaks may have gone
undetected. This can occur due to encryption or encoding of data
in transit, making it difficult to extract and analyze network traffic
effectively. While our network analysis attempts to bypass SSL
pinning, this technique is not always effective, meaning that some
encrypted transmissions may not have been intercepted. We also
report that we were unable to analyze 30 MMMarps because they
required login credentials. Additionally, another possible source
of false negatives stems from the reliance on keyword matching
for UI element detection. We may have missed particular instances
where PII is displayed under different terminology.

False positives can arise in dynamic analysis when Ul elements
contain keywords resembling PII but are unrelated to actual data
collection. For example, an app may have labels or placeholders

®This is illustrated by the Hots&Cots case study in Section 4.3.3.
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containing words such as “Name” or “Email” without actually re-
questing user input. However, since our methodology confirms PII
collection only when the corresponding data is observed in network
traffic, these false positives do not affect our final findings. Dynamic
analysis serves solely to guide which PII types to monitor during
network analysis, while network analysis provides the ground truth
for determining what data is actually collected and transmitted.

Another limitation arises from the static analysis of permissions,
which relies on the Android manifest file. The manifest lists declared
permissions, but those deemed “dangerous” by Android also require
user approval at runtime. Some apps declare permissions they never
use, leading to potential false positives in our analysis, while others
prompt users to grant access to sensitive data such as location
without any clear functional justification.

One gap in our pipeline is the inability to detect back-end data
sharing. Many MMMares collect data locally, but transmit it only
to their own servers, where subsequent sharing with third-party
entities may occur. Since our network traffic analysis is limited to
on-device communications, we are unable to observe what happens
once data reaches the MMMarr ’s back-end, meaning true data
sharing behaviors may be underrepresented in our findings.

Finally, our attribution of code origin relies on the self-reported
developer addresses listed in the Google Play Store, which do not
always reflect the true geographic origin of an app’s code or its
developers due to the potential for falsification. Importantly, this
suggests our findings on the prevalence of foreign and “adversary-
originating” code likely represent a lower bound of reality.

User Study. Our user study has several limitations. First, our re-
cruited participants were obtained through online recruitment plat-
forms and snowball sampling, which may introduce self-selection
bias and limit generalizability. Second, participants’ responses re-
flect stated perceptions and hypothetical reasoning rather than
observed real-world behavior under operational constraints. Third,
participants evaluated data practices in a survey context rather than
through direct interaction with apps. Despite these limitations, we
argue that our results retain ecological validity because the survey
instruments were grounded in empirically observed app behaviors,
incorporated real-world MMMarps examples, and reflected threat
scenarios articulated by participants themselves. Additionally, we
made a best effort to ensure a diverse set of military-affiliated parti-
cipants. Future work should incorporate longitudinal or behavioral
studies, expand recruitment across additional service branches and
roles, and examine how perceptions evolve in response to changes
across federal legislation, DoD regulations, and app store policies.

8 Conclusion

This paper presents the first systematic investigation of the privacy
risks posed by MMMares to military-affiliated personnel, combining
large-scale app analysis with a user study. Our analyses reveal that
MMMares’ data practices and code provenance are misaligned with
what military-affiliated personnel find appropriate. For example,
we found that 83.5% of our user study participants use MMMarps
that engage in the very practices they find unacceptable. These
findings underscore a critical, previously undocumented mismatch
between the privacy expectations of MMMarps’ target users and the
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actual practices of these apps, motivating protective action from
policymakers, developers, and the military community alike.

Ethical Considerations

The data we handle in our app analysis encompasses online com-
munications, Android apps, and i0S apps. We collected only non-
identifiable information from the online forum threads. We did not
collect any account-related metrics of users. Whenever necessary,
we created demo alias user accounts for our analysis pipeline and
did not rely on existing authentic personas.

For the user study, we obtained IRB approval from our institu-
tion prior to conducting any data collection. The study was deemed
exempt because participant identities could not be ascertained from
the survey responses. Participants were presented with an online
informed consent form before beginning the survey, which ex-
plained the study’s purpose, procedures, and their rights, including
the right to withdraw at any time without penalty. We did not
collect any personally identifiable information within the survey
itself. Compensation-related contact information was collected in
a separate, unlinked form and deleted immediately after compen-
sation was issued. All survey responses are stored in encrypted,
access-controlled storage.
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(1) Read the app description. Does the app explicitly mention
that its services cater to U.S. military members (e.g., “Best app
for soldiers”). If yes, label it a MMMarp and proceed to the
next app. If not, proceed to Step 2.

(2) Does the app explicitly mention that its services cater to U.S.
military veterans (e.g., “Voted best choice for military veter-
ans”). If yes, label it a MMMarp and proceed to the next app.
If not, proceed to Step 3.

(3) Does the app description explicitly discuss content that is
related to U.S. military (e.g., military news, military uniform
guide). If yes, label it a MMMarr and proceed to the next app.
If not, proceed to Step 4.

(4) Label it as not a MMMape.

We provide a concrete example of each of these criteria using our
full MMMarp dataset. For example, “Army Leader Smart Cards” pro-
vides soldiers and Army leaders with quick, mobile access to basic
Army smart-card reference material for training, readiness, and
professional knowledge refreshment, directly falling under Crite-
rion (1). Similarly, the “Official Navy PFA” app provides sailors
with Navy physical fitness assessment guidance and tools, directly
falling under Criterion (1). The “MyVetBENEFITS” app helps vet-
erans identify benefits and services they may be eligible for based
on their service background, directly falling under Criterion (2).
Similarly, the “VA: Health and Benefits” app provides veterans with
access to VA health care, benefits, claims, and payment information,
directly falling under Criterion (2). The “Defense & Military News”
app provides news and updates related to defense and military af-
fairs, directly falling under Criterion (3). Similarly, the “US Military
Rank & Reference” app provides reference material on U.S. military
ranks, insignia, and related military information, directly falling
under Criterion (3). Finally, an app like “Google Fit” [90] does not
explicitly mention services for U.S. military members or veterans,
nor does its description discuss U.S. military-related content. There-
fore, after failing Criteria (1)—(3), it falls under Criterion (4) and is
not considered a MMMarp.

A.2 Google Play Store App Collection
We present here additional details of our Play Store app collection.

Table 4: Comparison of different classifiers. We prioritize the
recall metric, because we use this classifier to filter before
further manual analysis.

Classifier Accuracy Precision Recall F1-Score
LLM-as-a-Judge, Binary {0,1} 0.91 0.87 0.79 0.82
LLM-as-a-Judge, Range [0,1]

Threshold = 0.5 0.9352 0.8721 0.8614 0.8673
Threshold = 0.8 0.9390 0.8812 0.8557 0.8698
Threshold = 0.1 0.8250 0.5802 0.9182 0.7071
Keyword Classifier (v1) 0.7205 0.4321 0.5230 0.4728
Keyword Classifier (v2) 0.7842 0.5289 0.8572 0.6525
BERT Classifier 0.91 0.88 0.94 0.89

A.2.1 Filtering MMMapps via Classifier

To ensure comprehensive coverage in collecting MMMarps, we con-
ducted additional data collection by querying Google Play using
an expanded set of keywords. Here, we opted for a classifier that
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retrieves candidate apps (serving as a filter) before further man-
ual inspection. This binary text-based classifier classifies the app
description as a potential MMMarp or irrelevant. We made this de-
sign choice for two reasons. First, when authors labeled the initial
dataset, we discovered a large diversity of MMMares (e.g., apps help-
ing for military exam prep, military dating apps, military uniform
guides). Thus, we hypothesized that developing a highly accurate
classifier solely based on app descriptions would be challenging,
as it could also lead to missing important MMMares. Second, given
the substantial imbalance in apps retrieved via keyword searches
on Google Play, where only one fifth of the retrieved apps are truly
military-focused, introducing an automated filtering mechanism
to identify candidate apps would significantly reduce the required
manual effort. Thus, we opted for a machine learning classifier that
prioritized recall. This reduces false negatives and minimizes the
likelihood of missing relevant MMMares to serve as a filtration step
before further manual review.

We experimented with several classifiers to identify MMMarps.
First, we implemented two keyword-based classifiers: one that
searched for any of our 55 curated keywords in app descriptions
(v1), and another that restricted matches to military branch names
(v2). Second, we evaluated an LLM-as-a-Judge approach [51], us-
ing a static prompt (Appendix A.2.2) and testing both binary and
continuous outputs with thresholding. Finally, we fine-tuned a
BERT-based classifier on our manually labeled seed dataset using
an 80/20 stratified train-test split.

Table 4 summarizes the performance of these classifiers. The
fine-tuned BERT model achieved the best recall (0.94), which is our
primary evaluation metric, and best F1-Score. For this reason, we
adopt the BERT classifier in our study.

A.2.2 Prompts Used in LLM-as-a-Judge
The static prompt used for the “binary LLM-as-a-Judge”:

You are a classifier - you will be given an instruction how to
classify an app description. Does it represent an app that someone
in the USA military (any branch e.g., Army, Marine Corps, Navy,
Air Force, Space Force, and Coast Guard) or veteran can use? If so,
please return 1. If not please return 0. If the app is for military of
another country (e.g., canada) please return 0. If the app is about
any military fitness, please return 0. If an app has use cases for
military but is most commonly used by the general population
(e.g., a recruiting app that is not targeted towards military) return
0. If the app description is about a game that relates to the military
please return 0. Your output should only be the integers 0 or 1,
nothing else

The static prompt used for the “range LLM-as-a-Judge”:

You are a classifier - you will be given an instruction on how to
classify an app description. Does it represent an app that someone
in the USA military (any branch e.g., Army, Marine Corps, Navy,
Air Force, Space Force and Coast Guard) or veteran can use?
Please return a decimal score between 0 to 1, with 1 representing
a stronger likelihood of the app being related to USA Military. If
the app is for the military of another country (e.g., Canada) the
likelihood should be closer to 0. If the app is about any military
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fitness, the likelihood should be closer to 0. If an app has use
cases for the military but is most commonly used by the general
population (e.g., a recruiting app that is not targeted towards only
the military, like Indeed, LinkedIn, etc.), the likelihood should be
closer to 0. If the app description is about a game that relates to
the military, the likelihood should be closer to 0. If the description
mentions military ranks, military dating, connecting military
units and associations, assisting military personnel with language
learning, personal use for service members, military transition
support, veterans, National Guard, or if the app is an official U.S.
military app developed by e.g., the Department of Veterans Affairs
(VA), it should be rated closer to 1. Your output should only be
a decimal number between 0 or 1 (up to two decimal points),
nothing else.

A.2.3 Saturation After Automated Approach

After four iterations, we found no new MMMarps, as seen in Table 5.

Table 5: Batch Data Collection from Play Store

Batch | New Unique Apps | Candidates | True MMMarps
Batch 1 267 21 20
Batch 2 245 18 6
Batch 3 202 12 6
Batch 4 196 5 0

A.3 Online Forum App Collection

We identified seven military-focused subreddits based on consul-
tation with active service members: r/military, r/army, r/USMC,
r/navy, r/airforce, r/spaceforce, and r/uscg. Using the PRAW
Python library [36], we queried each subreddit with app-related
keywords (e.g., “app”, “android”, “app store”, “google playstore”,
“playstore”), retrieving up to 1,000 results per keyword and collect-
ing associated metadata (e.g., comments, upvotes).

A.3.1 LLM-as-a-Judge to Extract Apps

Across all queries, we retrieved 1,500 unique threads. Of these,
29% were non-functional or could not be processed via the API
(e.g., image-only threads or invalid links), leaving 71% functional
threads for analysis. We used GPT-4-Turbo in an LLM-as-a-Judge
configuration to extract app mentions from each thread, including
nested comments. To validate extraction performance, we compared
LLM-identified apps against manually identified apps from the 10%
sampled threads, observing 99% recall.

Threads were processed in 16 intervals of approximately 96-97
threads each. After each interval, two authors reconciled app anno-
tations. Cohen’s Kappa exceeded 0.8 across intervals.

A.3.2 Saturation of Apps

Figure 5 illustrates the decreasing number of newly identified
unique apps across batches, with batches 14-16 yielding zero new
apps, indicating saturation.
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Figure 5: Saturation reached when processing online forum
threads in batches.

A.3.3 Prompt for Reddit Data Collection

You are given a reddit post’s title, text and comments concate-
nated. Please find if the given texts are talking about some apps. If
the posts/comments talk about some particular app/apps, please
return the name of those apps separated by comma, otherwise,
return 0.

B Additional User Study Detail

Table 6 shows detailed demographics of our participants.

Table 6: Survey participant demographics (n = 103)

Demographic Data n %
Military Status™

U.S. Military Veteran 50 48.5%
U.S. Active Duty 37 35.9%
Family Member of U.S. Service Member/Veteran 16 15.5%
U.S. Reserve or National Guard Member 7 6.8%
U.S. DoD Civilian Employee 2 1.9%
Branch

Army 51 49.5%
Air Force 22 21.4%
Navy 20 19.4%
Marine Corps 5 4.9%
Prefer not to say 4 3.9%
Coast Guard 1 1.0%
Gender

Male 64 62.1%
Female 36 35.0%
Prefer not to say 3 2.9%
Age Grou,

18g724 ’ 14 13.6%
25-34 28 27.2%
35-44 27 26.2%
45-54 17 16.5%
55-64 10 9.7%
65+ 5 4.9%
Prefer not to say 2 1.9%

Race/Ethnicity

White 66 64.1%
Black or African American 18 17.5%
Asian 10 9.7%
Prefer not to say 4 3.9%
Other 3 2.9%
American Indian or Alaska Native 1 1.0%
Native Hawaiian or Pacific Islander 1 1.0%
Primary Device Usage

Personal device 73 70.9%
Mix of personal and government-issued devices 28 27.2%
Government-issued (%evice 2 1.9%

*Military status was a multi-select item; therefore, percentages in that category exceed 100%.
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C MMMapps Containing Code Originating in
Foreign Countries

We share the 56 MMMarps that contain first-party and/or third-party
code originating in a country other than the United States in Tables
7 and 8. Some of these countries are “adversarial” countries: a subset
of foreign countries explicitly determined as a “threat” in the 2023
U.S. DoD Cyber Strategy [101]. We mark these 21 MMMares with T.
Additionally, some MMMarps both originate in a foreign country
and use a third-party library that originates in a foreign country.
We mark these six MMMarps in Table 8 with a ¥,

D Mitigations’ Rationale and Benefit

Below, in Table 9, we present the rationale and benefit behind each
of the mitigations we proposed.

E Data Policies on Device Use, Location Sharing,
and Online Activity

Below, we present a summary of various laws, regulations, and
policy directives that relate to data collection and privacy in mobile
apps. We examine U.S. federal laws and Department of Defense
directives about mobile device use and data security (Table 10),
sector-specific privacy laws such as HIPAA, GLBA, and ECPA and
their relevance to military populations (Table 11), and the growing
body of state-level consumer privacy statutes that regulate mobile
apps, data brokers, and third-party sharing (Table 12).

Table 7: MMMavrps Originating in a Foreign Country

App Name APK Country
Marine Corps Ringtones com.coolapps.marinecorpsringtones Argentina
Military GPS Survival Kit com.ekik.tacticalnavigation Armenia
MilitaryCupid: Military Dating com.cupidmedia.wrapper.militarycupid Australia
ASVAB Test Prep 2025 co.spurry.asvab Canada
FUNKER530 - Military Videos com.funker530.funker530app Canada
Veterans Yoga Project veterans.yoga.project Canada
Military Ringtones com.yesringtonesapps.militaryringtonesfree ~ Colombia
Army Dictionary com.lifenet.army Greece
Army Cadet College (ACC) App  com.edurev.armycadetcollege India
Best Marine : Online Shopping co.shopney.bestmarine India
eMarinersApp - Marine Uniform com.emarinersapp India
MGRS UTM GPS info.yogantara.yytestgps Indonesia
Military Sounds com.akadtech.militarysounds Indonesia
West Point AOG Gift Shop com.celerant.ios.westpointtest Pakistan
Military Training Exercises com.watervideosoftware.militarytraining Spain
Mgrs & Utm Map com.zahidcataltas.mgrsharita Turkey
Military Dating App - AGA com.agadating.military Turkey
Military Science Master com.outmaster.militarymaster Turkey
AFV Recognition com.watchandshoot.afvrecognition UK
AirForces Monthly Magazine com.triactivemedia.airforcesmonthly UK

MBR - Military Broadcast Radio  com.kevtucker.mbr UK
Military Ethics com.corvita.cme UK

U.S. Military Ranks com.jonis.militaryrank UK
Military Dictionary com.sultonuzdev.militarydic Uzbekistan
ASVAB Practice Test 2025 com.sima.asvab Vietnam
ASVAB Practice Test Prep 2025  pp.asvab China 1
ASVAB Test 2025 prep asvab.test.prep.us China 1
ASVAB® Practice Test 2025 asvab.exam China +

We followed a responsible disclosure procedure for any app with ties to an “adversarial” country.

T Indicates an “adversarial” country, per the 2023 DoD Cyber Strategy.
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Table 8: MMMavrps Using a Third-Party Library that Originates
in a Foreign Country

App Name APK Country  Third-Party Lib.
Air Force Falcons com.cbs.sportsapp.android.afa Canada Tapstream
ASVAB Practice Test 2024 Prep com bestfungames.asvab Germany  Adjust
ASWB Exam Prep LCSW Test 2025 com.bestfungames.aswb Germany  Adjust
Best Marine : Online Shopping* co.shopney.bestmarine Germany  Adjust
Military Bible Challenge net.militarybiblechallenge.app India CleverTap
Defense & Military News com.briox.riversip.android.tech.defense India InMobi
The ACFT App com.acftapp.acftlite India InMobi
ASVAB Marines Mastery com hltcorp.marines Israel AppsFlyer
ASVAB Mastery: ASVAB Test com.hltcorp.asvab Israel AppsFlyer
ASVAB Navy Mastery com hltcorp.navy Israel AppsFlyer
ASVAB Practice for Dummies com.gwhizmobile.dummiesasvab Israel AppsFlyer
Best Marine : Online Shopping* co.shopney.bestmarine Israel AppsFlyer
MilitaryCupid: Military Dating® ~ com.cupidmedia.wrapper.militarycupid ~ Israel AppsFlyer
VET Tv com.vetty Israel AppsFlyer
Defense & Military News com.briox.riversip.android.tech.defense Israel ironSource
The ACFT App com.acftapp.acftlite Israel ironSource
Military Training Exercises® com.watervideosoftware.militarytraining ~ Switzerland ~AppBrain
GI Jobs com.gijobs.publication UK Countly
Best Marine : Online Shopping? ~ co.shopney.bestmarine UK UXCam
Alabama National Guard bfac.android.aiguard China HMS** Core
Alaska National Guard bfac.android.alaskanationalguard China t HMS Core
FUNKERS30 - Military Videos® com funker530.funker530app China HMS Core
Hots&Cots*™** com.rob.hotscots China + HMS Core
MBR - Military Broadcast Radio* comkevtucker.mbr China HMS Core
MCM Organization me.rtrt.app.mcma China HMS Core
MS National Guard Outreach bfac.android. msoutreach China HMS Core
Michigan National Guard bfac.android.michigannationalguard China HMS Core
Military Sounds¥ com.akadtech.militarysounds China t HMS Core
Military Training Exercises® com.watervideosoftware.militarytraining  China + HMS Core
NY National Guard bfac.android.nynationalguard China t HMS Core
Naval Library Navy Army ASVAB  com.navallibrary.navallibrary China HMS Core
Defense & Military News com briox riversip.android.tech.defense  China + Mintegral
Army PRT - US. Army APFT Calc ~ com.vandersw.armypft China + RjFun
Corps PT Calculator CFT & PFT com.vandersw.marinepft China RjFun

Air Force Falcons com.cbs.sportsapp.android.afa Russia T Pushwoosh
US Forces awards ru.asmkery.awardsusa Russia T Yandex Ad
US military ranks ru.asmkeri ranksusa Russiat  Yandex Ad

We followed a responsible disclosure procedure for any app with ties to an “adversarial” country.
T Indicates an “adversarial” country, per the 2023 DoD Cyber Strategy.

** Huawei Mobile Services

*** At the time of publication, this app no longer contains signatures for this third-party SDK.

¥ Indicates the MMMares that also originate in a foreign country and therefore also appear in Table 7.
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Table 9: Mitigations’ Rationale and Benefit

Mitigation

Rationale

Benefit

In-phone warnings when third-party code is present

in an installed app

After passing the initial app store review process, developers can update
their app with new SDKs, causing one-time checks and audits to miss
them [24]. An in-phone warning reflects the app’s current state, catching
code introduced in later updates.

Gives users a live signal to act on (e.g., revoke permissions,
delete data, or uninstall) when a previously trusted app intro-
duces new data disclosure risk after an update.

U.S. federal law restricting data brokers from buying
or selling data about military-affiliated personnel

Few data broker rules already exist, and do not provide at-risk popu-
lations like service members with protections [135]. Legal restrictions
could close this gap.

Limits demand; even if an app leaks data, brokers cannot legally
buy, sell, or share the data, shrinking the market and limiting
the damage a malicious app disclosure can do.

U.S. federal law requiring independent audits to verify
the accuracy of privacy disclosures for MMMarps

Developer disclosures are self-reported and frequently inaccurate [3,
95]. Independent audits enable enforcement mechanisms and provide
external pressure to improve.

Forces disclosures to match actual behavior, making it harder
for apps to hide what they collect or share and improve user
trust.

Stricter regulation on foreign code in MMMarps

A notable share of MMMarps include foreign or “adversarial”-nation
code, which military-affiliated personnel are uncomfortable with (see
Section 4.3.2). Foreign SDKs can also be updated remotely to begin
collecting data at any time.

Removes a direct supply chain path for adversaries to acquire
military-personnel data, reducing OPSEC and force protection
exposure.

DoD-maintained approved app list for military-

affiliated personnel

The DoD has the time, resources, and expertise to vet code origin,
dependencies, and data practices which individual users do not, and
can evaluate apps that are unsafe for use. Military services already do
this in other domains, such as designating “off-limits establishments”
around military installations [100].

Allows personnel to rely on vetted governmental guidance
rather than an app’s marketing, and shifts the burden away
from the individual.

DoD extension of privacy standards to MMMAPPSs on

personal devices

The DoD already maintains privacy and security standards for mobile
devices (see Table 10). Extending them specifically to MMMarps would
make these standards more robust.

Extends existing protections to where the risk exists and moves
the data safety burden from individuals onto established stan-
dards.

App store enforcement stops dangerous apps at the source, before they

Reduces how many risky apps ever reach an app store, reducing

App stores setting and enforcing rules for MMMarps

reach users, rather than relying on users to avoid them. how much users need to police their own choices.

Table 10: Summary of relevant U.S. federal law, regulations, and guidance on data sharing/collection/processing and device
security for the military

Policy Category

Policy Summary

Source

FTC Oversight of Consumer Data Prac-
tices

Entities collecting or processing consumer data must not engage in deceptive or unfair practices. These entities
must accurately disclose how user data is collected, used, and shared.

Title 15 USC 45 [109]

Defense Information Assurance Imple-
mentation

Mandates the establishment of a Department of Defense information assurance program to protect and defend
critical defense information, systems, and networks during all operations.

Title 10 USC 2224, Section (a) [29]

System Security Objectives

Sets continuous information security requirements by ensuring the availability, integrity, authentication,
confidentiality, and nonrepudiation of essential Defense data and systems.

Title 10 USC 2224, Section (b) [29]

Training and Preparedness Exercises

Requires the conduct of cyber defense exercises to train DoD personnel to recognize and respond to information
warfare threats.

Title 10 USC 2224, Section (c) [29]

Cyber Protection for Military Personnel

Cyber protection support must be provided to military personnel in vulnerable positions to protect their
personal devices and accounts.

Title 50 USC 3334d, Section (b)(1)
[108]

Limitations on Cyber Protection

Cyber protection support does not permit the use of personal devices for official business, nor does it extend to
senior personnel using personal devices for government work.

Title 50 USC 3334d, Section (d) [108]

Scope of Cyber Protection Support

Cyber protection services include training, guidance, and assistance against cyber attacks.

Title 50 USC 3334d, Section (c) [108]

Department of Justice (DOJ) Rules on
Personal Data

The DOJ restricts or prohibits certain data transactions that could allow countries of concern or covered persons
to access sensitive U.S. personal or government-related data and threaten national security. These include limits
on collection or transfer of geolocation data near federal buildings or military installations.

EO 14117, ref Title 5 USC 804(2)
[104]

DoD Commercial Mobile Device Restric-
tions

Prohibits unauthorized use of commercial wireless devices and services within DoD networks.

DoDI 8100.02, Enclosure 3 [102]

DoD Cybersecurity Requirements for
Mobile Use

Requires that all DoD systems—including mobile applications—undergo cybersecurity review and risk-based
controls.

DoDI 8500.01 Enclosure 3 [103]

DoD Data Privacy Expectations for Mil-
itary Personnel

The DoD Cyber Hygiene Initiative emphasizes cybersecurity training for military personnel to protect classified,
controlled unclassified information (CUI), and personally identifiable information (PII) from cyber threats. The
Cyber Awareness Challenge educates personnel on recognizing cyber threats, implementing best practices
such as multi-factor authentication (MFA), encryption, and secure device usage, and maintaining operational
security (OPSEC) by limiting the exposure of sensitive data online. The policy stresses social media caution,
disabling geolocation features, and avoiding public WiFi for military communications. By enforcing these
measures, the DoD aims to enhance overall cyber resilience.

DoD Cyber Exchange, Defense In-
formation Systems Agency (DISA)
(38]

DoD Zero Trust Architecture Implemen-
tation

Zero Trust Architecture (ZTA) is a DoD effort that implements microsegmentation and enforces constant
authentication — to prevent adversary data exploitation and misuse, protect warfighters, and secure DoD
information systems.

U.S. Department of Defense [91]

NIST Guidelines for Secure Mobile App
Development

The National Institute of Standards and Technology (NIST) provides guidelines for building secure mobile
applications, especially those targeting enterprise, government, or sensitive sectors. NIST SP 800-163 outlines
app vetting and testing protocols, while SP 800-124 provides device-level management expectations, and SP
800-53 offers a comprehensive control framework for data protection and privacy.

NIST SP 800-163 [105], SP 800-
124 [107], SP 800-53 [106]
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Table 11: Sector-specific federal privacy laws and their potential applicability to military members

Policy Category

Policy Summary Source Potential Applicability to Military Members

HIPAA and Business Associate
Rules

Protects the security and privacy of protected health information 45 C.F.R. Parts 160-164
(PHI). Applies to covered entities and their third-party business

associates (e.g., cloud services for supporting patient apps).

Applies to veterans or active-duty service mem-
bers using TRICARE apps, VA health portals, or
telehealth tools.

GLBA - Financial Privacy and
Safeguards

Requires financial institutions to protect customer financial data
and notify users of information sharing with non-affiliates. Opt-
outs and safeguards are required.

15 U.S.C. §§ 6801-6809  Applies to military members using mobile bank-
ing, loan, or financial planning apps linked to

military banks.

COPPA - Children’s Online
Privacy

Requires child-directed online services to obtain verifiable
parental consent before collecting personal information (e.g.,
names, device IDs, location) from children under 13.

15 US.C. §§ 6501-6506  Applies to dependents of military families us-
ing games or educational apps on base-issued

devices.

ECPA - Electronic Communi-
cations Privacy Act

Prohibits unauthorized interception, disclosure, or access to 18 U.S.C. §§ 2510-2712
communications (in transit or stored). Applies to many service

providers and app developers.

Applies to military members using dating, mes-
saging, or social media apps where communica-
tion privacy is important.

Table 12: High-Level Summaries of U.S. State Consumer Privacy Laws

State”

Scope and Key Provisions for Mobile Applications

California CCPA/CPRA

Grants rights to access, delete, correct, and opt out of sale/sharing of personal information. Mobile apps must disclose data practices, honor
GPC, and obtain consent for processing sensitive personal information. Data brokers register annually and comply with reporting and deletion
request requirements, and data sharing must be transparent.

Colorado CPA

Provides opt-outs for the sale of personal data, profiling, sales, and targeted ads. Mobile apps need clear notices, in-app opt-outs, and user rights.
Data brokers, or similar, may fall under controller rules; data sharing must be limited by contracts.

Connecticut CTDPA

Adds child protections and opt-outs for sales and targeted ads. Mobile apps and other platforms should respect browser signals and user rights.
Data brokers, or similar maybe controllers; data sharing requires purpose alignment and contracts.

Delaware DPDPA

Expands protections for minors. Mobile apps must obtain parental consent for those under 13 and for some under 17 years of age, limit tracking,
and honor GPC. Data brokers or similar follow controller rules; data sharing must allow opt-outs.

Indiana IDPA Mirrors Colorado/Virginia. Controllers, which may include mobile apps, must allow access, correction, deletion, and opt-outs. Data brokers act
as controllers; data sharing needs transparency and contracts.

Iowa ICDPA Grants limited rights (access and deletion). Controllers, which may include mobile apps, must support these rights. Data brokers not addressed;
data sharing rules are less regulated.

Kentucky KCDPA Provides access, deletion, portability, and opt-outs for sale and targeted ads (without profiling opt-out). Data brokers covered as controllers;
data sharing lightly regulated, no universal opt-out.

Maryland MODPA Grants core rights and opt-outs. Controllers (which may include mobile apps) must disclose practices, honor global signals, and obtain sensitive
data consent. Data brokers or similar and processors face strict disclosure and contractual duties.

Minnesota MCDPA Adds rights to contest profiling and core consumer rights. Mobile apps must disclose practices, honor signals, and obtain consent for sensitive
data. Data brokers, or similar as controllers and processors must follow controller-processor contracts.

Montana MTCDPA Emphasizes purpose limits and transparency. Controllers, which may include mobile apps, must allow opt-outs and easy user requests. Data
brokers may be covered; data sharing rules are more now.

Nebraska NDPA Grants standard rights plus strict processing safeguards. Controllers, which may include mobile apps, must provide notices, honor signals, and

restrict collection. Data brokers or similar are controllers; data sharing and processors need contracts.

New Hampshire Privacy Act

Provides core rights with low applicability thresholds. Requires clear, platform-agnostic privacy notices, honors universal opt-out signals, and
mandates opt-in for sensitive data. Controllers and processors face disclosure and contractual duties.

New Jersey NJDPA Covers nonprofits and grants access, correction, deletion, and opt-outs. Controllers, which may include mobile apps, must support privacy
settings and honor signals. Data brokers or similar as controllers; data sharing must meet notice and opt-out rules.

Oregon OCPA Provides robust rights with strict data collection limits. Mobile apps must disclose third-party sharing and support opt-outs. Data brokers
register; data sharing categories must be disclosed.

Rhode Island RIDTPPA Covers broad rights and unique notice duties for all online services. Controllers, which may include mobile apps, must disclose all recipients
and support opt-outs. Data brokers register annually; processors and controllers must meet audit and transparency rules.

Tennessee TIPA Offers strong rights with NIST safe harbor. Controllers, which may include mobile apps, must use privacy-by-design and user control. Data
brokers or similar covered; data sharing must be secure.

Texas TDPSA Broad protections with opt-outs and sensitive data consent. Controllers, which may include mobile apps, must provide notices and support
opt-outs. Data brokers register; data sharing must be disclosed.

Utah UCPA Grants basic rights (no correction). Controllers, which may include mobile apps, must allow deletion and opt-outs. Data brokers are not required
to register; data sharing rules are narrow.

Virginia VCDPA Requires opt-outs and data minimization. Controllers, which may include mobile apps, must enable user rights for sensitive data. Data brokers

are not separately regulated; data sharing must be tied to disclosed purposes.

*Notably, several states with large military installations and military populations, such as North Carolina (Fort Bragg), Washington state (Joint Base Lewis-McChord and Seymour
Johnson Air Force Base), Georgia (Fort Benning, Fort Gordon, and Robins Air Force Base), and Missouri (Fort Leonard Wood and Whiteman Air Force Base), do not have comprehensive
consumer privacy protections codified into law.
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