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Grand Challenges in Agentic Al for Cyber Operations: A Research Agenda

1 INTRODUCTION

Autonomous Al agents are reshaping the tempo and character of activity in cyberspace. Once confined
to research labs and controlled exercises, agentic systems now plan, sequence, and execute complex
tasks across the defensive and offensive spectrum (AISI 2025; Anthropic 2025a; Fink 2025; Friar and
Payne 2025). This acceleration promises substantive gains in detection, response, and resilience, but it
also amplifies unpredictability, complicates oversight, and lowers barriers to malicious misuse (An-
thropic 2025a). As organizations experiment with deployment in high-stakes environments, they
face a widening gap between capability and control: tools advance faster than the mechanisms for
understanding, governing, and integrating them. This article examines that gap, characterizing the
dimensions along which control has failed to keep pace with capability, identifying the dynamics
among these dimensions, and proposing a research agenda to close the resulting deficit without ceding
operational advantage to adversaries.

1.1 The First Autonomous Cyber Attack

In September 2025, the hyperscale Al company Anthropic detected misuse of its flagship LLM, Claude,
in a first-of-its-kind cyberattack (Anthropic 2025b). In a detailed report, Anthropic highlighted the
incident as the first known use of an LLM for a fully automated, long-duration, self-directed cyberattack
with limited human intervention. This attack was analyzed and exploited targeted networks at a scale
beyond that attainable with direct human decision-making and oversight, representing a watershed
moment in the history of cyberspace conflict. Despite failings in Claude’s reasoning and methods, the
attack successfully compromised multiple networks simultaneously using open-source penetration-
testing tools, which the LLM-based agent directed with near independence.

The September attack is a bellwether for the future of military and civilian operations in cyberspace.!
Autonomous offensive operations are now fully within the realm of possibility, and the implications for
the cyber domain are vast and pressing (Manning 2025). Network defenders must now react to attacks
that will progress at the speed of LLM token generation rather than human direction. In anticipation
of these adversary capabilities, cyberspace defenders are automating network defense (Friar and
Payne 2025). Autonomous agents capable of detecting intrusions and deploying countermeasures in
real time may soon match the speed and autonomy of offensive agents.

1.2 The Control Deficit

This turning point reveals an underlying, systemic issue with autonomous cyber systems. The swift
deployment of agentic Al in cyberspace has created concurrent shortfalls in technical robustness,
human-Al trust, and governance — deficiencies that together constitute what we term the control deficit:
an expanding gap between the capabilities of agentic Al systems and the operational, technical, human,
and governance mechanisms to employ them responsibly. Autonomous agents remain constrained
by technical limitations that prevent them from scaling beyond controlled environments (Oesch
et al. 2024); the security risks introduced by agentic architectures and protocols such as MCP remain
under active investigation (Gabarda 2025); trust and explainability challenges in human-AI teaming
are well documented (Duan et al. 2025; Hauptman, Mallick, et al. 2025); and frontier safety frameworks

1. For purposes of this article, references to cyberspace operations align generally with the doctrinal usage in Joint Publication
(JP) 3-12. (Joint Chiefs of Staff 2022)
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continue to evolve to address escalation risks (Forum 2025). Yet these efforts proceed largely in parallel,
without a unified account of the dynamics that govern their interactions. Our analysis demonstrates
that these conditions interact as a self-reinforcing cycle, making it difficult to resolve any one dimension
without simultaneously addressing the others. The terms “agentic” or “agents” have recently been
used to describe Large Language Model (LLM)-driven, autonomous (or partially autonomous) systems
capable of action without direct human oversight (Stackpole 2026). While the topic of autonomy in
cyberspace is broader than agentic Al, our focus on this technology reflects its predominance among
autonomous systems in the cyberspace domain.

In this paper, we draw on technical, operational, and policy perspectives through collaborative
analysis to address the control deficit directly. We characterize the deficit as a structured problem
space comprising four reinforcing dimensions and present a research agenda to close its gaps for
the community of researchers, practitioners, and policy-makers tasked with responsibly integrating
agentic Al into cyber operations. The following section outlines the technical context for this analysis
by surveying the evolution of autonomous cyber operations, from their origins to the agentic systems
reshaping today’s landscape.

2 STATE OF THE ART

2.1 A Decade of Development

In 2016, the state of the art in autonomous cybersecurity was on display at the Paris Las Vegas
Hotel & Conference Center in the Mojave Desert. Alongside the annual DEF CON hacker convention,
the venue hosted the Defense Advanced Research Projects Agency (DARPA) Cyber Grand Challenge
(CGC) finals. In this challenge, competitors deployed what they termed "Cyber Reasoning Systems"
(CRS) to autonomously detect, evaluate, and patch software vulnerabilities in real time, as well as
exploit any vulnerabilities they discovered in competitors’ systems (DARPA 2016). To achieve this,
competing project teams developed novel automation methods for computer security tasks, including
vulnerability identification, binary patching, exploit development, and implementation of security
strategies. Such methods allowed a CRS to perform select cyberspace offense and defense tasks without
human supervision (Shellphish 2016; Shoshitaishvili et al. 2018; Stephens et al. 2016).

Although technically impressive, the CRS systems demonstrated important technical limitations.
Built on program analysis techniques—principally fuzzing, symbolic execution, and binary patching—
they were limited to predefined sets of binary formats and vulnerability classes during competi-
tion (DARPA 2017). While performing well within those boundaries, their methods were tightly
coupled to the competition’s specifications and did not generalize to heterogeneous software, diverse
network topologies, or unpredictable environmental conditions (Song and Alves-Foss 2016). Although
the CRSs at the 2016 CGC did not immediately transform cybersecurity practice, they foreshadowed a
trajectory whose significance is clearer in retrospect.

What has changed over the intervening decade is not the underlying ambition, but the maturity
of the technologies capable of realizing it. Autonomous cyber operations are now a more practical
reality with significant implications for the security posture of operational systems, organizations,
and enterprises. Much of that progress has stemmed from the rise of agentic AI. While the term agent
entered routine use in the Al field as early as the mid-1990s (Russel and Norvig 2020), only recent
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advances in reinforcement learning and large language models have made agentic systems both
powerful and practical. Reinforcement learning (RL), particularly deep RL, provides a framework
for autonomous, goal-directed learning, allowing agents to develop effective strategies in complex,
dynamic environments through trial-and-error feedback. LLMs complement this by providing exten-
sive world knowledge acquired through internet-scale pretraining, enabling agents to reason about
context, generate code, and communicate in natural language. Together, these paradigms make it
increasingly feasible for agents to achieve specific objectives with minimal supervision, including
vulnerability discovery, exploit development, and end-to-end attack and defense automation.

2.2 Modern Agents in Cyber Operations

Agentic Al systems are transforming how software vulnerabilities are analyzed and discovered.
Systems like IRIS (Li, Dutta, and Naik 2025) combine static analysis with automatic specification
generation to discover security vulnerabilities in source code. By combining traditional program
analysis techniques, such as those demonstrated by the CRSs at the 2016 CGC, with the contextual
reasoning and generative capabilities of LLMs, these systems scale to larger codebases and require
less human oversight. As a result, these neuro-symbolic approaches can identify vulnerabilities at a
scale that previously would have required multiple human experts.

Advances in agentic methods and their underlying language models are also enabling new paradigms
of vulnerability analysis. OpenAl’s agentic security researcher, Aardvark, for example, leverages source
code understanding and tool use to identify program vulnerabilities. Unlike traditional program
analysis techniques like fuzzing and symbolic execution, Aardvark reads and analyzes code as a
human security researcher would. The agent employs LLM-powered reasoning to review source,
scan commits for changes, identify newly introduced vulnerabilities, validate them in sandboxed
environments, and generate patches (OpenAI 2025b). This capability, along with others like it, supports
direct integration with developer workflows, enabling many more individuals and teams to contribute
to internal vulnerability research, identification, and remediation.

Beyond vulnerability discovery, LLM-based agents are demonstrating increasing proficiency in
developing working exploits. Early results showed that single GPT-4 agents can autonomously exploit
87% of one-day vulnerabilities when provided with CVE descriptions (Fang et al. 2024). These same
agents, however, performed poorly against zero-day vulnerabilities — real-world flaws of which the
agent has no a priori knowledge — exposing a ceiling on what single-agent architectures can achieve.
Recent approaches overcome this challenge by decomposing exploit development into a multi-task,
cooperative activity and aligning specialized agents to each task, enabling more effective exploitation
of previously unknown vulnerabilities (0-days) (Zhu et al. 2025).

Modern cyber operations are employing Al agents in both defense and offense. On the defensive
side, autonomous cyber defense (ACD) agents identify, analyze, and counteract threats in real time
with minimal human intervention (Castro et al. 2025). Most current approaches rely on reinforcement
learning, training agents through simulated engagements in environments that model operational
network conditions. RL-based agents excel at rapid and tactical decision-making, such as selecting
containment actions or adjusting firewall rules under time pressure, but struggle with tasks that
require contextual reasoning or generalization to unfamiliar network configurations (Purves et
al. 2024; King, Bowman, and Huang 2025). On the offensive side, agentic systems demonstrate an
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ability to orchestrate multi-stage attacks across complex network topologies. LLM-based agents can
autonomously replicate breach patterns, including initial exploitation, malware installation, lateral
movement, and data exfiltration activities (Singer et al. 2025b). Initially, such capabilities required
specialized offensive frameworks to guide LLM-based agents through multi-stage operations (Singer
et al. 2025a). Increasingly, frontier LLMs are proving effective at multi-host network attack without
any additional infrastructure (Anthropic 2026b).

Agentic Al has progressed from narrow, task-specific automation to systems capable of executing
complete cyber operation workflows with minimal human oversight. The capability trajectory from
the constrained CRSs of 2016 to agents adept at discovering vulnerabilities, developing working ex-
ploits, and orchestrating end-to-end attacks has been rapid. A critical asymmetry has emerged in this
progression: offensive automation can be deployed by individual actors with minimal infrastructure,
while defensive automation requires extensive integration, validation, and organizational coordi-
nation. Whether the field can close this asymmetry depends on its ability to address the gaps that
currently prevent responsible adoption—the subject of the remainder of this paper.

3 RESEARCH OBJECTIVES AND METHODOLOGY

3.1 Objectives and Scope of Research

The trajectory from the 2016 Cyber Grand Challenge to the autonomous attacks of 2025 demonstrates
that agentic capability in cyberspace is no longer a theoretical concern. It is an operational reality.
The rapid operationalization of agentic Al in cyberspace has created simultaneous gaps in technical
robustness, human-Al trust, and governance that together impede the responsible adoption of this
technology. Each of these gaps is recognized in existing literature, but the field lacks a unified charac-
terization of their interactions and an agenda for addressing them under the time pressure imposed
by adversary adoption. This paper aims to provide both. To this end, the research team focused its
analysis on the following research question:

What critical gaps impede the responsible and effective adoption of agentic Al in cyber
operations, and what research priorities should guide efforts to close them?

This research assumes that agentic systems will become integral to daily offensive and defensive
cyber operations in the near future. To characterize this problem space comprehensively, the research
team scoped its analysis to agentic Al systems that could realistically be integrated into cyber operations
within the next decade, enabling a forward-looking analysis while remaining grounded in the current
state of the art. Within this scope, the team structured its analysis along four dimensions, each
addressed by a guiding sub-question:

(1) Operational: What capability gaps prevent current agentic Al systems from scaling to real-world
cyber operations, both offensive and defensive?

(2) Technical: What new risks and attack surfaces do agentic architectures introduce to the cyber
landscape?

(3) Human: How do trust and explainability challenges in agentic Al constrain its adoption in cyber
operations?

(4) Governance: What legal and policy gaps impede the responsible governance of agentic Al in
cyber operations?
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3.2 Methodology

Research Team Composition and Positionality. Characterizing a problem space that spans technical,
operational, human, and governance dimensions requires a research team with corresponding breadth
of expertise. The research team involved in this analysis is based at a U.S. military research institute
and holds degrees in computer science, data science, cybersecurity, information security, and human-
centered computing, with real-world experience in Al and cyber operations. Additionally, the team’s
broad research portfolio provided the study with a solid foundation for understanding the specific
challenges explored in this analysis.

Accordingly, the perspectives and priorities reflected in this work are shaped in part by the opera-
tional realities, governance structures, and strategic considerations of the U.S. military and national
security context, particularly with respect to cyber operations and emerging Al capabilities, while
also drawing on academic traditions and interdisciplinary perspectives developed outside military
institutions.

Analysis of the Problem Space. The research team sought to identify challenges and opportunities
across the problem space through iterative group discussions, in which experts reviewed relevant
literature, their research findings, and areas for future research in their fields. These discussions
took place as weekly meetings over a three-month period and were organized into three phases:
subject-area reviews, challenge identification, and research-agenda creation.

For the review process, the research team first considered sources from both academia and industry.
Academic sources were used to assess the state of the art, with emphasis on evaluations of technical
capabilities and current trends in practical applications. As industrial entities are often at the forefront
of this technology, particularly those published by frontier model providers, their work was used to
establish near-term projections and identify open societal-level challenges. Finally, to ground the work
in the operational realities of offensive and defensive cyber operations, the research team leveraged
its own experience and that of a select group of anonymous subject-matter experts.

Elicitation of the Grand Challenges. The selection phase was an iterative, bottom-up process in which
the researchers first presented all the challenges they identified in their topic area to the rest of the
team and collectively selected those most closely related to the research questions.

Challenges were retained for inclusion when they satisfied a set of criteria associated with grand
challenges in emerging technological domains (Elvitigala et al. 2024). Specifically, the research team
prioritized challenges that were highly salient to agentic Al in cyber operations, and whose unresolved
status would significantly constrain the military utility, scalability, trustworthiness, or responsible
governance of these systems. The selected challenges were required to involve substantial technical,
operational, human, legal, or strategic complexity, such that they could not be resolved through
incremental improvements or isolated technical advances alone. The team also focused on challenges
that could realistically be addressed through sustained interdisciplinary efforts over the coming
decade, while requiring coordination across multiple stakeholder communities or interdisciplinary
academic collaboration beyond the scope of a single method, institution, or research group. Finally,
the team prioritized challenges whose resolution would be likely to produce transformative effects on
cyber operational practices, governance frameworks, strategic stability, or the broader role of agentic
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Al in cyber operations. Thus, the challenges and possible solutions presented in the remainder of this
study reflect the team’s view of the greatest, most imminent, and most tractable challenges to agentic
Al in cyber operations.

Definition of a Coordinated Research and Governance Agenda. The final phase of the analysis involved
developing a coordinated agenda to guide future research, operational development, and governance
efforts related to agentic Al in cyber operations. For this phase, the research team examined how the
identified operational, technical, human, and governance challenges interacted across the broader
problem space, with particular attention to the reinforcing dynamics across dimensions that complicate
narrowly scoped or isolated interventions. Through iterative synthesis and discussion, the researchers
explored different ways to organize and prioritize coordinated lines of effort, distinguishing challenges
that required foundational progress from those that could proceed in parallel under operational time
pressure. This process informed the systems-level structure of the agenda presented in Section 5.

Noteworthily, the analysis is interpretive and synthetic in nature. The resulting agenda should
therefore be understood as an expert-driven, forward-looking effort to characterize a rapidly evolving
problem space, identify key interdependencies among challenges, and propose coordinated directions
for future research, operational development, and governance.

4 GRAND CHALLENGES: THE CONTROL DEFICIT IN AGENTIC CYBER OPERATIONS

As described in Section 1, the control deficit is a widening gap between what agentic systems can do
and our ability to make them trustworthy, secure, and governable in operational settings. This deficit
manifests across four dimensions that we identify and characterize in this section: technical limitations
and vulnerabilities that prevent current agents from scaling beyond controlled environments and
present new attack surfaces, a trust deficit rooted in the inherent opacity of Al decision-making,
insufficient governance frameworks for autonomous cyber operations, and dual-use? escalation
risks that the current policy landscape is ill-equipped to manage. Critically, these dimensions are
not independent — they interact in ways that make the aggregate problem harder to solve than any
single gap in isolation. We examine each dimension in turn before analyzing the way in which they
reinforce one another.

4.1 Capability Gaps and Vulnerabilities Limit Operational Readiness

Recent demonstrations of agent-driven autonomous cyber operations have generated considerable
excitement, but current capabilities fall short of the demands of real-world operations. Both offensive
and defensive applications face distinct technical limitations that must be overcome before these
systems can scale beyond controlled environments.

4.1.1 Autonomous Cyber Offense. Agents for offensive cyber operations have advanced rapidly, cross-
ing the threshold from proof-of-concept to operational relevance. Despite impressive demonstrations,
current systems still exhibit critical capability gaps that prevent them from scaling to support sophis-
ticated autonomous offensive operations. Recent evaluations across multiple research groups have
begun to characterize these gaps with increasing precision.

2. In the literature on frontier Al and cyber capability risk, dual-use and dual-purpose commonly refer to capabilities with both
offensive and defensive applications. Our use of those terms in this article falls within that context.
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Figure 1. Grand challenges in Agentic Al for cyber operations

The most consequential limitation is an inability to sustain coherent, multi-stage operations. Al-
though current agents can perform individual offensive tasks, they struggle to combine these into
adaptive, goal-directed chains that characterize real-world attacks. Frontier models such as GPT-5.2
Codex still achieve zero-percent success rates on CyScenarioBench—a benchmark designed to measure
multi-stage cyber operations under realistic constraints (OpenAl 2025a). When assisted by sophisti-
cated cyber attack ’harnesses’, LLM-based agents achieve only partial success in multi-stage attack
scenarios, frequently stopping after a single objective rather than continuing to explore additional
attack paths (Singer et al. 2025b). Even when the supporting infrastructure identifies additional targets,
agents often lack the persistence to pursue them (Lin et al. 2025).

Beyond persistence, current agents exhibit a gap between execution and identification. When
directed toward a specific vulnerability, agents can often exploit it; the bottleneck is recognizing
what to investigate in the first place. When confronted with a large, complex network environment
representative of real-world scenarios, even the most competent agents can be distracted by minor
misconfigurations when critical remote code execution vulnerabilities are nearby (Lin et al. 2025).
Such distinctions, trivially apparent to attackers or penetration testers, remain invisible to agents that
cannot distinguish high-value information from noise.

Consistency is another critical shortcoming. In operational scenarios, one often does not have
multiple opportunities to execute certain stages of a multi-stage cyber attack; active defensive measures,
such as network and host monitoring, preclude such an approach. This reality highlights the distinction
between capability and reliability, where even the most capable models rely on multiple trials to achieve
success in multi-stage attacks (Singer et al. 2025b) and continue to exhibit “a consistent pattern of
mistakes" on current benchmarks (OpenAl 2025a).

In military cyber contexts, these limitations are compounded by operational demands that no
current benchmark attempts to measure: weighing outcomes against attribution risk, managing opera-
tional security across extended campaigns, and exercising judgment about tool exposure. Until agents
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demonstrate consistent, multi-stage operational capability against realistic targets under adversarial
pressure, fully autonomous offensive cyber operations against sophisticated adversaries will remain
out of reach.

4.1.2 Autonomous Cyber Defense. Agents for defensive cyber operations face more fundamental
technical barriers to operational deployment than their offensive counterparts. Where offensive agents
can demonstrate value through narrow task execution even when they cannot sustain full campaigns,
defensive agents must operate continuously across complex, dynamic networks; this requirement
exposes the fragility of current approaches.

The most pressing limitation is the sim-to-real gap: the distance between the training environments
where ACD agents learn and the production networks where they must perform (Vyas et al. 2023).
Popular platforms like CybORG (Standen et al. 2021) provide a foundation for research but do not yet
capture the complexity of operational environments. Observation spaces are artificially simplified
abstractions that assume complete information about network state—an assumption that does not
hold in production environments, where defenders operate with partial, noisy, and often delayed
visibility (Oesch et al. 2024). They also frequently force agents to re-learn functionality already provided
by existing defensive tools such as endpoint detection and response (EDR) systems and host-based
intrusion detection systems (HIDS), rather than learning to synthesize these tools as a human analyst
would (Oesch et al. 2024).

Beyond environmental fidelity, ACD agents face generalization challenges rooted in the architectural
assumptions of deep reinforcement learning. Deep RL agents are typically designed around fixed-size
observation and action spaces (Mnih et al. 2015), which impose significant barriers to portability
and adaptability. A fixed observation space means that an agent trained on one network topology
cannot readily transfer to a network of a different size or structure—each new environment requires
retraining. A fixed action space means that incorporating new defensive actions in response to
emerging threats or new intelligence requires modifying the agent’s architecture, rather than simply
updating its knowledge. These rigidities are compounded by the volume of training data required by
deep RL agents (Oesch et al. 2024), as retraining is not merely an architectural inconvenience but a
resource-intensive process that limits how quickly agents can be adapted to new operational contexts.
These fixed-space limitations represent fundamental barriers to producing agents that generalize
across the diverse and evolving networks they would encounter in operational deployment.

Finally, the reinforcement learning paradigm underlying most current ACD agents poses an ex-
plainability challenge with direct consequences for operational adoption. Deep RL agents trained with
popular algorithms can learn effective cyber defense policies, but their decision-making is opaque
because the learned policy is encoded in neural network weights that are difficult to interpret. This
opacity is a barrier in any Al application, but it is particularly acute in defensive cyber operations,
where the consequences of an incorrect action may include disrupting friendly systems or creating
gaps that adversaries can exploit. In such settings, human operators must be able to understand why
an agent took a given action, assess whether intervention is appropriate, and maintain the level of
accountability required by existing policy frameworks. Without this understanding, the trust necessary
for meaningful human-AI teaming in defensive operations cannot be established.

VOL. 11, NO. 3 (2026) | 9



Grand Challenges in Agentic Al for Cyber Operations: A Research Agenda

4.1.3 Agents Introduce a New Attack Surface. Like all software, the language models that power
LLM-based agents are susceptible to security vulnerabilities. Attackers conduct jailbreaks to induce
unintended behavior, thereby bypassing the internal security measures implemented by the model’s
developers. Jailbreaks take many forms, including clever disguises of prompt intent (Wei, Haghtalab,
and Steinhardt 2023), the use of alternative languages (Wei, Haghtalab, and Steinhardt 2023), and
universal transferable suffixes embedded in textual or visual input (Qi et al. 2023; Zou et al. 2023).
In LLM-based agents, such vulnerabilities allow an attacker to steer the agent’s behavior beyond
established guardrails, violating the security of the systems the agent is intended to protect.

While jailbreaks are undesirable, prompt injection remains the foremost unsolved problem in
frontier model security (Stuckey 2025). In this class of LLM exploitation, attackers influence a model’s
responses through carefully crafted intermediate content, enabling them to carry out a variety of
malicious acts, from credential theft to data exfiltration (Greshake et al. 2023; Rehberger 2023). Unlike
traditional computing systems, where hardware-enforced boundaries separate executable code from
data, LLMs process all inputs as a unified stream of tokens (Radford et al. 2019). This architectural
reality implies there is no principled mechanism by which a model might distinguish between com-
mands it should execute and text it should merely process. A 2025 paper co-authored by researchers
from OpenAl, Anthropic, and Google DeepMind underscored the severity of this challenge: by system-
atically tuning general optimization techniques, the authors bypassed 12 recently published defenses,
achieving attack success rates exceeding 90% (Nasr et al. 2025).

LLM-based agents derive their world knowledge and autonomous behavior from pretrained foun-
dation language models. To empower them to use this knowledge to achieve objectives on our behalf,
we provide them with a flexible means to interact with the world, gather new information, and take
actions that influence external systems. An emerging interface protocol intended to standardize this
interaction is the Model Context Protocol (MCP). MCP provides a universal means for LLM-based agents
to interact with any external system, including data sources, tools, and workflows (Anthropic 2024). It
also provides attackers with a new means to compromise agentic systems by gaining control of MCP
servers, a critical component of the MCP architecture, thereby enabling them to manipulate data flow
and tool calls from client applications. MCP servers are susceptible to attacks, such as unauthorized
command execution, that exploit improperly sanitized input. Once an attacker controls an MCP server,
they can subsequently compromise the behavior of any agents that make use of it through techniques
such as tool injection, using tool calls to gather confidential data, or instructing the agent to take other
undesirable actions on the attacker’s behalf (Gabarda 2025).

These model-level and system-level vulnerabilities compound the challenges described above:
agents that cannot yet perform reliably in real-world operations are simultaneously difficult to secure
against adversarial manipulation. Together, these technical shortcomings have direct consequences
for the human operators expected to work alongside these systems, as described in the next section.

4.2 Trust Gaps Limit Operational Performance

As humans come to rely on and collaborate with Al agents, the degree to which they trust and
understand those agents becomes increasingly important. Human-Al teaming research demonstrates
that both trust in an Al agent and human understanding of its decisions heavily influence overall
team performance (McNeese et al. 2021). Two factors pose particular threats to this trust: the inherent
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opacity of Al decision-making and the risk that Al agents may behave in ways perceived as unethical.
Addressing these challenges is critical to capturing the full benefits of agentic Al in cyber operations.

A recent review of trust in human-AI teams found that specific human-AI interaction factors,
particularly explainability, have the greatest impact on the generation and maintenance of trust (Duan
et al. 2025). Modern agents are based on machine learning and typically employ neural networks as
their underlying architecture. These networks encode the patterns they learn as complex mathematical
objects, making them inherently difficult to understand and creating a natural barrier to native
explainability (Sahin, Arslan, and Ozdemir 2025). Without the ability to explain an agent’s actions,
operators lack the understanding necessary to predict future behavior and forfeit the opportunity to
improve the agent when things go wrong. Both of these factors degrade trust. This explainability gap
is pervasive in the automated systems deployed today, both for offense and defense. Left unaddressed,
it will continue to limit our ability to leverage agentic Al to its full potential.

Beyond explainability, ethics play a prominent role in a human’s decision to use, trust, and col-
laborate with an AI agent. Research demonstrates that programming an Al system with a concept
of its team’s ethical code significantly increases human collaborators’ trust and acceptance of the
agent (Hauptman, Schelble, et al. 2025). However, the inverse also applies: when an Al agent makes
what is perceived as an unethical decision, it shatters human confidence, undermining the trust in
the agent itself and the entire organization in which it is employed (B. Schelble et al. 2023). If an
organization continues to use an Al agent that its employees perceive as unethical, it can quickly lead
to skepticism and paranoia among the workforce. Ensuring that Al agents act in accordance with
human ethical expectations is therefore not optional; it is a necessary condition for the trust that
underpins effective human-Al teaming.

The trust challenges described here have implications beyond individual team performance. Or-
ganizations that cannot establish sufficient trust in agentic systems will inevitably delay adoption.
Governance frameworks require operational experience to be well-calibrated, yet that experience
cannot accumulate without deployment.

4.3 Insufficient Governance Impedes Responsible Deployment

Autonomous Al systems pose unique challenges for the existing legal and policy frameworks designed
to govern cyber operations. Al governance—the set of regulations, methods, procedures, and technical
mechanisms used to ensure Al systems align with organizational goals and societal values (Batool,
Zowghi, and Bano 2025)—has not kept pace with the rapid operationalization of agentic systems.
Existing frameworks were designed to govern human decision-makers or, at most, narrowly scoped
automated tools operating under direct human supervision. While international bodies have provided
commentary on applying existing frameworks to new technologies in cyberspace (Schmitt 2013), and
nations have taken initial steps to establish their positions on autonomous weapons (Hicks 2023), no
organization has specifically addressed the novel challenges autonomous Al poses.

As a result, current approaches do not address the novel challenges introduced by agents that
plan, adapt, and act with increasing independence: attributing responsibility for autonomous actions,
ensuring proportionality at rapid speeds, and maintaining compliance with legal standards designed
for human cognition. Without governance frameworks calibrated to these realities, organizations face
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a choice between deploying systems they cannot adequately oversee and delaying adoption while
adversaries face no comparable constraint.

The law of armed conflict (LOAC) illustrates both the limitations and the latent promise of exist-
ing governance frameworks when applied to autonomous agents. The four bedrock LOAC princi-
ples—distinction, proportionality, unnecessary suffering, and military necessity—are designed to
limit the horrors of war and rely upon the judicious application of human reason (Council 1978). Au-
tonomous agents that operate without direct human oversight fundamentally challenge this reliance:
if no human is reasoning about these principles and their balance, how is compliance assured? Yet
the relationship is not purely adversarial. Research on Al agents in high-risk contexts indicates that a
human-in-the-loop is not always necessary for Al to operate in the spirit of LOAC (Hauptman, Schelble,
et al. 2025). Agents may, in fact, reduce errors caused by human cognitive impairment under stress,
improving compliance in domains where human judgment is most fallible. LOAC is representative of
a broader class of governance frameworks—rules of engagement, operational authorities, oversight
requirements—that were designed around the assumption of human agency and will need to be
revisited as non-human agents assume increasingly autonomous roles in operations.

At the national policy level, there is a pronounced gap between strategic direction and operative
frameworks. In the U.S,, the previous and current administrations have used executive orders to guide
Al development. These include those aimed at strengthening cybersecurity that included provisions
for accelerating Al deployment to defend critical infrastructure (Biden 2025), and directed reviews of
government policies that may hinder AI development and deployment (Trump 2025). While these
orders encouraged enhanced cybersecurity and innovative Al programs, they did not produce new
policies, laws, or authorities for the use of Al in cyber operations.

Data privacy exemplifies the kind of unresolved governance question that arises when policy lags
behind capability. The performance of Al systems generally improves with the volume of data on
which they are trained and with which they operate (Kaplan et al. 2020), creating tension between
operational effectiveness and privacy protection (Mirishli 2024). In practice, this tension manifests
along two axes. First, how much data should an agent collect from the operators alongside whom it
works, and what consent should those individuals have over that collection? Second, in operational
environments that include civilian infrastructure, what protections must govern the data an agent
senses from its surroundings? These questions have no current answers in existing domestic or
international regulation, and they highlight an area where the objectives of capability developers and
policy-makers are in direct tension.

The absence of adequate governance frameworks is particularly consequential given the dual-use
nature of Al in cyber operations. Without structured mechanisms to differentiate legitimate use from
malicious exploitation, advances in agentic capability flow to adversaries as readily as to defenders.

4.4 Dual-Use Introduces Escalation Risks

Alongside weapons of mass destruction, cybersecurity is among the highest-risk domains for founda-
tion models and Al agents (OpenAl 2023). The properties of cyberspace—its interconnectedness, the
speed at which operations unfold, and its potential for automation—make cyber operations particu-
larly amenable to rapid Al-induced acceleration. As early as 2024, members of the Frontier Model
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Forum, including leading AI developers like OpenAl and Anthropic, identified cybersecurity applica-
tions as a significant source of risk resulting from advances in language model technology (Forum
2024; OpenAl 2023; Anthropic 2025d). These Al providers, along with national agencies like the US
Center for Al Standards and Innovation (CAISI) and UK Al Security Institute (AISI), are concerned about
an increase in the volume and impact of cyber operations as a result of agent capabilities (Folkerts
et al. 2026; Lutnick 2025).

The underlying issue driving these risk concerns is Al’s inherently dual-use nature in cybersecu-
rity. Technological breakthroughs intended to enhance cyber defense often simultaneously enable
offensive operations, thereby creating opportunities for actors who might otherwise be deterred
by the technical expertise required to conduct attacks. Members of the Frontier Model Forum and
those sympathetic to their claims are concerned about the democratization of sophisticated offensive
cyber capabilities, which naturally results from rapid advances amid the dual-use dilemma. In their
Preparedness Framework, OpenAl speculates on the implications of this scenario, observing that "re-
moving bottlenecks limiting malicious cyber activity may upset the current cyberoffense-cyberdefense
balance by significantly automating and scaling the volume of existing cyberattacks" (OpenAl 2025c).
Other security experts are similarly apprehensive about the future of cybersecurity, envisioning
"a singularity event for cyber attackers" after which the status quo that has reigned for so long is
permanently upended (Adkins, Evron, and Schneier 2025).

4.5 The Reinforcing Structure of the Control Deficit

The four dimensions characterized above interact in ways that create a reinforcing structure, in
which progress in any single dimension is constrained by the state of the others. The most direct
chain of reinforcement begins with the technical foundations. The capability limitations and security
vulnerabilities described in Sections 4.1 and 4.1.3 are the primary drivers of the trust deficit. Operators
cannot trust systems whose decisions they cannot interpret, whose failure modes they cannot predict,
and whose architectural components are susceptible to adversarial manipulation. When an agent’s
reasoning is opaque and its security posture is uncertain, the explainability and ethical alignment
mechanisms on which trust depends lack a reliable foundation.

The trust deficit, in turn, constrains governance. Organizations that cannot establish sufficient
confidence in agentic systems will delay their deployment, and governance frameworks require
operational experience to be well-calibrated. Policies developed without the empirical grounding of
real-world deployment risks can be either too restrictive, stifling adoption and ceding advantage to
less risk-averse adversaries, or too permissive, failing to mitigate the risks they are designed to address.
The current state of affairs reflects exactly this dynamic: executive orders direct the development
and deployment of Al for cyber operations (Biden 2025), yet the policy frameworks within which
developers should design and field these systems remain largely undefined. This vacuum is not merely
a matter of legislative pace—it is a structural consequence of the fact that the trust necessary to drive
adoption and the adoption necessary to inform policy have not yet materialized.

The governance vacuum is especially consequential given AI’s dual-use nature in Cyber. Advances in
agentic Al flow to adversaries as readily as to defenders. Adversary adoption, in turn, compresses the
timeline for solving the technical and trust problems that initiated the cycle. Defenders face mounting
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Figure 2. The control deficit as a self-reinforcing structure. Technical limitations and new attack surfaces,
trust gaps, governance vacuums, and escalation risks form a self-reinforcing loop.

pressure to deploy agentic systems despite unresolved limitations, because the alternative cedes the
initiative to opponents who face no comparable constraints on adoption.

This self-reinforcing property, summarized in Figure 2, is the central structural feature of the control
deficit. Technical shortcomings inhibit trust; insufficient trust stalls adoption and starves governance;
inadequate governance leaves dual-use unmanaged; adversary exploitation of dual-use capabilities
heightens the urgency of resolving the technical shortcomings that began the cycle. Recognizing this
structure is essential because it implies that narrowly scoped solutions will be insufficient if pursued
in isolation. The reinforcing dynamics ensure that unaddressed dimensions will undermine progress
on the others. This characterization of the control deficit as a structured, reinforcing problem space,
rather than as a collection of independent challenges, motivates the research agenda presented in
the following section. There, we propose two coordinated lines of effort to address these dimensions,
accounting for their interdependence.

5 A COORDINATED RESEARCH AGENDA

The reinforcing structure of the control deficit described in the preceding section implies that narrowly
scoped interventions, pursued in isolation, will be insufficient—progress on any single dimension
risks being undermined by stagnation in the others. Addressing the control deficit, therefore, requires
a coordinated research agenda in which operational, technical, human, and governance lines of effort
advance in parallel. Some dependencies impose sequencing constraints. Other efforts can and must
proceed concurrently because the forcing function of adversary adoption does not permit waiting for
earlier dependencies to be fully resolved. The research priorities presented below reflect this logic,
addressing each dimension of the control deficit while accounting for its interactions.
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5.1 Build Agents and Teams for Real-World Operations

The first strategic thrust focuses on developing operationally viable human-agent teaming paradigms
that support cyber operations under real-world constraints. Moving from promising demonstrations to
operational impact will require different strategies for offense and defense. Offensive operations can
advance through human-AlI teaming that compensates for current agent limitations, while defensive
applications demand more fundamental technical progress before agents can be trusted in production
environments.

5.1.1 Human-AI Teaming for Offensive Operations. The capability gaps documented in Section 4.1.1—
multi-stage persistence, target identification, and consistency—are unlikely to be resolved by model
capability alone in the near term. A more tractable path positions human-AI teaming as the opera-
tional paradigm for offensive cyber operations, with humans serving as mission orchestrators who
compensate for current agent limitations while exploiting their strengths in speed, scale, and tactical
execution. However, effective human-Al teaming in this context is not simply a matter of placing a
human operator alongside an autonomous agent. Several open research problems must be addressed
before this paradigm can be fielded effectively.

First, the distribution of control between the human and the agent across operational phases
remains poorly understood. Current agents cannot independently sustain multi-stage operations,
and the optimal points at which human direction is needed and the mechanisms by which agents
should signal the need for intervention remain undefined. This is fundamentally a dynamic autonomy
problem: the appropriate level of agent independence varies across phases of an operation and must
adapt to operational conditions in real time (Hauptman, Mallick, et al. 2025).

Next, the identification-versus-execution gap creates a cognitive scaling challenge for human
operators. If agents cannot reliably distinguish relevant information from useless noise, that function
falls to the human orchestrator. At the scale and tempo enabled by agents, the volume of data this
entails is likely to overwhelm human operators. Research is therefore needed on how to present agent
observations and findings to operators in forms that support rapid triage and prioritization without
overwhelming cognitive capacity.

Finally, oversight mechanisms must be designed to catch agent errors without negating the speed
advantage that automation provides. If human verification is required for every action, the operational
benefit of autonomy is lost; if verification is too infrequent, errors compound undetected. Identifying
the appropriate level of oversight granularity and developing mechanisms that enable agents to flag
low-confidence decisions for human review are open design problems with direct implications for
operational effectiveness.

This agenda item will require collaboration among Al designers, human-computer interaction specialists,
cognitive systems researchers, and operational cyber personnel to realize the integration of human/agentic
cyber teams. Cyber practitioners are already integrating agents into daily workflows, making this research
urgent and requiring immediate attention.

5.1.2 Bridging the Sim-to-Real Gap for Defensive Operations. In contrast to offensive operations, where
human-AI teaming offers a near-term path to operational impact, the road to autonomous cyber
defense is longer and requires more fundamental technical progress. In the near term, agents will
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continue to provide efficiency improvements in process automation, querying and analysis, vulnera-
bility discovery and patching, and training and preparedness for cybersecurity personnel (Forum
2024). Beyond this, three lines of research are necessary to close the gaps identified above and make
operationally viable ACD agents a reality.

The sim-to-real gap demands a new generation of training environments that prioritize operational
realism. Current platforms define observation and action spaces that diverge from those in produc-
tion environments, preventing trained agents from transferring to real networks. Closing this gap
requires environments that present agents with partial, noisy, and delayed visibility, characteristic
of operational networks, rather than the complete state information available in current simulators.
Equally important, observation spaces should be designed around the orchestration of existing defen-
sive tools rather than forcing agents to re-learn the functionality those tools already provide (Oesch
et al. 2024). Developing these environments will likely require data from actual network operations to
calibrate fidelity, raising questions about data access, classification, and privacy that intersect with the
governance challenges discussed earlier (Section 4.3).

The generalization constraints inherent in deep reinforcement learning represent a more funda-
mental research challenge. Fixed-size observation and action spaces prevent agents from transferring
across network topologies or incorporating new defensive capabilities without architectural modifi-
cation and costly retraining. Addressing this requires research into architectures that accommodate
variable-size inputs and modular action spaces. Approaches such as graph-based observation rep-
resentations (Li et al. 2026; King, Bowman, and Huang 2025) and hierarchical action frameworks
allow agents to adapt to new environments without full retraining. These are active areas of research
in the broader RL community, but their application to autonomous cyber defense remains largely
unexplored.

Finally, the opacity of RL-based decision-making must be addressed before ACD agents can be trusted
in operational settings. Post-hoc attribution methods can provide feature-level explanations for indi-
vidual decisions, offering operators insight into which observations influenced a given action (Pakina,
Sharma, and Pujari 2025). A more ambitious approach replaces opaque neural-network reward mod-
els with inherently interpretable ones, thereby making the reward structure itself transparent (Purves
et al. 2024). LLMs provide an alternative approach to explainability by adding an explanation layer
on top of RL-based policy networks or replacing these policy networks entirely (Chowdhry, Manero,
and Sampalli 2025; Castro et al. 2025). Each approach entails trade-offs among computational cost,
fidelity, and operational overhead, and none has yet been validated in operational defensive settings.
Determining which methods provide explanations that operators find relevant, timely, and actionable
is an open research question with direct implications for the trust on which adoption depends.

This agenda item will require collaboration among explainable AI (XAI), Game Theory, RL, and simulation
design experts to create the realistic and fluid simulations needed to train and field effective cyber defense
agents. As these agents are required in the near term, this research is ongoing and will remain a priority.

5.1.3 Reduce the Attack Surface. A new class of vulnerabilities is emerging in Al systems that operate
with greater independence, and the challenge they pose is twofold. The frontier models that power
agentic systems must themselves be hardened against manipulation, jailbreaking, and adversarial
exploitation; a capable agent built atop a compromised model inherits and amplifies its weaknesses.
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Beyond this, the supporting components that grant these models agency introduce a distinct class of
system-level vulnerabilities. Both must be addressed to ensure that agents deliver value that exceeds
the risk they introduce.

Frontier Model Security. An LLM’s unification of commands and data is not a bug: it is an inherent
property of how these systems operate, making jailbreaks and prompt injection resistant to architec-
tural elimination. Despite this structural vulnerability, meaningful progress is being made towards
hardening frontier models against manipulation. Defenses now operate at multiple levels. At the
model level, safety post-training techniques align models to refuse harmful requests, while auxiliary
classifiers monitor inputs and outputs to detect and block attempts that slip past initial safeguards (Cun-
ningham et al. 2026). At the systems level, developers are adopting defense-in-depth architectures
that layer real-time monitoring, account-level moderation, and rapid remediation pipelines to identify
and patch universal jailbreaks as they emerge (Chen et al. 2024).

These investments are paying off: the UK Al Safety Institute (AISI) documented a 40-fold increase
in expert effort required to jailbreak leading models for biological misuse queries over a six-month
period (AISI 2025). Meanwhile, frontier models are setting new standards in robustness to prompt
injections, achieving attack success rates (ASR) of just 1% in internal benchmarks (Anthropic 2025c¢).
The trajectory is encouraging, but no deployed system has proven fully robust: every model AISI tested
was eventually compromised, and a 1% ASR still represents meaningful risk. Continued research
into both model-intrinsic robustness and architectural safeguards will be essential as these systems
assume greater autonomy.

Agent Security. Securing agentic architectures requires attention to both the protocols that connect
models to external tools and the design principles that govern agent deployment. At the infrastructure
level, practices such as tool version pinning (Rhoads 2025) reduce the risk of tool injection attacks
by ensuring that agents interact only with known, vetted tool implementations. Command injection
vulnerabilities in MCP servers, meanwhile, are addressed through traditional software security best
practices: input validation, least-privilege execution, and secure coding standards that predate the
Al era but remain essential within it. Open-source developers are improving the Model Context
Protocol itself, hardening it against misuse by adversaries and by well-meaning developers who might
inadvertently introduce vulnerabilities (Kas 2025).

At the architectural level, frameworks such as the "Agents Rule of Two" offer practical guidance for
limiting the “blast radius” when a compromise occurs (AI 2025). The framework, which recommends
against agent deployments that provide simultaneous access to private data, exposure to untrusted
content, and the ability to take consequential actions, offers a useful supplement to existing security
best practices. Together, these measures reflect an emerging consensus: securing Al agents is not a
single problem to be solved but a discipline to be practiced across multiple levels of abstraction in the
cybersecurity stack.

This agenda item will require deep collaboration between industry and the frontier model providers
responsible for the development of the most capable AI models.
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5.2 Foster Trust in our New Agentic Partners

With the technical foundations addressed above, the next prerequisite for responsible adoption is trust
that enables human operators to work effectively alongside these systems. Explainable Al (XAI) aims
to build trust by demystifying the "black box," providing users with human-interpretable insight into
how and why a model reaches its decisions (Dwivedi et al. 2023). Transparency alone, however, is not
enough: explanations increase user trust only when operators perceive them as relevant to their own
decisions (De Brito Duarte et al. 2023), and they are most effective when the system communicates
not just its reasoning but also its confidence in that reasoning (Hauptman et al. 2024).

Despite these apparent benefits, numerous studies suggest that more does not necessarily mean
better. Research on Al explanations in high-risk contexts shows that too much explainability can
cognitively overload human operators (Hauptman, Mallick, et al. 2025), and work on the employment
of AT agents for cybersecurity finds that in order for Al explanations to be well-received and effective,
they need to occur using the same modalities that the rest of the team uses to communicate (Hauptman
et al. 2024). Absent this, explanatory information is likely to be either missed or disregarded. Trust
if fragile in another way as well: when an Al agent makes an incorrect decision, it erodes the trust
that its human users have in its capabilities. Human-Al teaming research shows that traditional
human-to-human trust repair strategies are far less effective in human-Al teaming; humans much
more readily forgive human mistakes, often assuming that machines will make up for them (B. G.
Schelble et al. 2024).

Given the above conclusions, future research must incorporate shared ethical ideologies into Al
agents designed for cyber operations. Team trust and performance are heavily grounded in a team’s
ability to predict the behavior of all team members, based on shared values and beliefs (Flathmann
et al. 2021). Al policymakers and designers need to work together to develop policies that reflect
US values and interests, translate those policies into coded guardrails and responses, and provide
explanations to human operators that communicate the ethical factors underlying an agent’s decisions.
When an Al agent makes a mistake, it must be designed not only to communicate what happened but
also to perform tested trust-repair strategies with human operators to regain their confidence.

This agenda item will require collaboration among ethics, XAIL HCI, cognitive psychology, and behavioral
science experts. Trust is a longer-term goal that requires a deeper understanding of the implications of
human-agent collaboration.

5.3 Address the Policy Gap

Technical progress and trust mechanisms create the conditions for adoption, but adoption at scale
requires governance frameworks that do not yet exist. Promoting norms, policy development, and
international cooperation will be essential to reducing instability and managing the strategic implica-
tions of agentic Al in cyber operations. Section 4.3 highlighted key areas of law and policy that must
be addressed to responsibly integrate Al into cyber operations.

These frameworks should be built from the bottom up. In the modern era of lightning-fast innovation
and uncertain balances of power, international law has become increasingly dependent on the
precedents of domestic law and policy (Slaughter and Burke-White 2007). Democratic nations must
prioritize developing domestic governance frameworks for Al integration to shape their eventual
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international implementation. As domestic standards for the acceptable design and deployment
of agentic Al in cyber operations solidify, these standards can serve as the basis for international
CONsensus.

To support the current administration’s push for rapid agentic Al development, the government
must establish a regulatory framework that defines the objectives, limits, and applicable law for Al in
operational use. To date, the US approach to Al regulation has been largely decentralized and relies on
voluntary compliance (Davtyan 2025). This allows for sector-specific regulations that account for each
sector’s needs and risk profile. An overly-comprehensive Al regulatory framework can be difficult to
future-proof and hinder innovation (Davtyan 2025). However, there is a need to establish a baseline
risk-based framework and standards that all sectors can utilize, particularly when developing Al to
support operations. A good starting point is NIST’s Artificial Intelligence Risk Management Framework,
which outlines the critical steps and functions for organizations to assess and manage Al risks across
design, development, and deployment (U.S. Department of Commerce 2023). Another good starting
point is the European Union’s Artificial Intelligence Regulation, a comprehensive legal framework for
governing the development and deployment of Al systems, which includes the creation of new Al
governance bodies (Cancela-Outeda 2024).

This agenda item will require collaboration among AL national and international law, technology policy,
and ethics experts. These policies have implications beyond national boundaries and will require both
multidisciplinary and international collaboration. Policy should evolve as technology advances, and this is
likely to remain an enduring requirement for years to come.

5.4 Manage Escalation Risks and Confront Dual-Use

The dual-use nature of agentic technology demands measures that operate at the boundary between
legitimate and adversarial use. The same Al capabilities that enable legitimate cyber operations also
empower malicious actors. Managing this dual-use dilemma requires both robust methods to assess
when models cross dangerous capability thresholds and access frameworks that distinguish trusted
operators from potential adversaries.

5.4.1 Create Better Evaluations to Mitigate Escalation Risks. To address concerns about the potential
risks posed by Al advances in cybersecurity, most advanced model developers commit to a frontier Al
safety framework — structured guidelines for anticipating and managing risks from their most capable
models (Forum 2025). At their core, these frameworks define specific assessments and associated
thresholds for dangerous cybersecurity capabilities (e.g., autonomous vulnerability discovery and
exploit generation). They then prescribe various conditional commitments: if a model crosses a
capability threshold, predefined mitigations are applied. Mitigations scale with capability, with the
highest capability levels implying development halts under some frameworks. By committing in
advance to the triggers for concern and the actions that follow, these frameworks aim to avoid ad hoc
reasoning under commercial pressure when new dangerous capabilities emerge.

Frontier safety frameworks are limited by the degree to which their evaluations identify and
measure relevant capabilities. Current assessments are multifaceted and increasingly robust, yet a
gap is emerging between benchmark performance and real-world impact. Frontier model providers
acknowledge that their current evaluation infrastructure is necessary but not sufficient for assessing
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operational capability, noting that existing benchmarks lack active defenses, realistic noise, and the
complexity that characterizes hardened targets (OpenAlI 2025a). The consequences of this gap are
already visible. Agents succeed in emulated environments while producing zero findings when
tested against live enterprise networks (Lin et al. 2025; Singer et al. 2025a), demonstrating that
strong benchmark performance can coexist with operational irrelevance. The reverse is also possible:
constrained evaluation settings may understate the uplift that emerges when agents are embedded in
realistic workflows, leaving current frameworks at risk of error in both directions.

Addressing these compounding evaluation failures requires a fundamental shift in approach. More
difficult benchmarks alone are insufficient; the field needs evaluations that are difficult in the right
ways, capturing the bottlenecks that currently constrain real-world attackers rather than abstract
technical challenges that models may circumvent in practice. This means assessments that measure
compound task completion across realistic attack chains, dynamic environments that adapt to model
behavior rather than presenting static challenges, and baselines that establish what attackers can
already accomplish without Al assistance. Where feasible, controlled studies of actual uplift provided
to users with varying skill levels, and evaluations comparing agents with human cybersecurity
professionals, offer promising methods for grounding results in operational reality (Lin et al. 2025).
Without these investments, the frameworks designed to manage frontier risk will increasingly operate
in the dark.

5.4.2 Deploy Differentiated Access Frameworks against Dual-Use. Model providers face an imperative to
prevent their systems from facilitating malicious cyber operations, particularly as Al-assisted hacking
lowers the barrier to sophisticated attacks. In response, most providers implement "guardrails"—post-
training alignment procedures, reward modeling that discourages malicious use cases, and input/output
classification systems designed to detect and block attempts to weaponize model capabilities. However,
these protective measures create an operational dilemma for defensive actors and for legitimate
offensive use cases. Red team operations require realistic offensive capabilities to stress-test organiza-
tional defenses, and vulnerability researchers need models that understand exploitation techniques to
identify and remediate security flaws. Furthermore, military cyber operators will need unrestricted
frontier models to conduct offensive operations that help preserve national security.

Removing safety guardrails through techniques such as abliteration is one potential remedy, but
such approaches are limited to open-source models, which lag behind the frontier of capabilities. This
tension, therefore, suggests the need for differentiated access frameworks for models. For national
security use-cases, differentiated access might be achieved through partnerships with frontier labs
to provide military- or government-specific model variants that omit civilian guardrails. The 2025
contract awards between the Chief Digital and Artificial Intelligence Office (CDAO) and the leading
frontier labs suggest that such partnerships are possible (U.S. Department of Defense 2025), and efforts
like OpenATI’s Trusted Access Program (OpenAl 2026) and Anthropic’s Project Glasswing (Anthropic
2026c¢) provide a blueprint for implementation, especially important in response to the potential large-
scale vulnerabilities made public by Mythos (Anthropic 2026a). This program provides qualifying
users with differentiated access to model capabilities relevant to cyber operations, allowing trusted
actors to hold conversations and run agents that would otherwise be flagged as disqualifying malicious
activity (OpenAl 2025d). This type of coordination represents the first steps toward consolidating
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the gains from agentic Al for legitimate use cases while avoiding simultaneous augmentation of our
adversaries’ capabilities.

This agenda item lies at the intersection of cybersecurity, Al safety and evaluation, policy and governance,
and international security, requiring coordinated approaches that address both the technical potential of
these systems and the strategic risks they introduce. Future Al advances will inmediately be evaluated by
potentially nefarious actors for opportunities to scale, automate, or accelerate malicious activity, making
the pace of defensive adaptation and governance a critical determinant of whether these systems stabilize
or destabilize the cyber domain.

5.5 Coordinating the Agenda

The research priorities presented above are organized by dimension for clarity, but cannot be pursued
in isolation without reproducing the very dynamics that define the control deficit. The reinforcing cycle
identified in Section 4.5 propagates in two directions: forward, from technical foundations through
trust to governance, and in return, from unmanaged dual-use risks through adversary adoption to
renewed pressure on those same foundations. To be effective, this agenda organizes these priorities
into two coordinated efforts designed to attack the self-reinforcing cycle from opposite directions. This
coordinated approach is summarized in Figure 3.

Effort 1: Addressing the Forward Deficit Chain. The first effort addresses the "forward" direction of
the cycle, where technical limitations create trust gaps that, in turn, stall governance. It contains two
sequential dependencies that must be respected. The explainability research described in Sections 5.1.2
and 5.2 is a prerequisite for the trust mechanisms that underpin adoption. Operators cannot calibrate
their trust in systems whose reasoning they cannot access, and trust repair strategies cannot be
validated against systems that offer no window into why a failure occurred. Progress in explainable
Al simultaneously addresses the technical opacity and trust dimensions, breaking the first link in the
reinforcing chain. The second dependency runs from trust to governance: governance frameworks
for autonomous cyber operations require operational experience to be well-calibrated, and that
experience cannot accumulate at scale until organizations trust these systems enough to deploy
them. The trust research described above, therefore, enables not only adoption but also the empirical
grounding needed for governance to move beyond aspiration.

Effort 2: Managing the Return Pressure. The second effort confronts the return pressure that amplifies
the cycle, where the absence of governance leaves dual-use risks unmanaged and compresses the
timeline for all other work. Unlike the forward chain, the agenda items in this effort are structurally
independent of each other and of the forward dependencies, which is precisely why they must be
pursued in parallel with Effort 1 rather than waiting for its foundations to mature. Differentiated access
frameworks (Section 5.4.2) must be pursued now. The restrictions that constrain legitimate operators
and adversaries alike cede advantage to actors who face no comparable constraints. Frontier capability
evaluations (Section 5.4.1) must also advance in parallel because weakening benchmarks imply that
the governance mechanisms designed to trigger mitigations at dangerous capability thresholds are
losing their ability to detect them. Both of these efforts operate at the boundary between legitimate
and adversarial uses and can proceed independently of the technical and trust foundations that are
still under development.
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LINE OF EFFORT 2: Managing the “return” pressure
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legal scholars, policymakers, and industry research ecosystems and cumulative progress technological advances

Figure 3. Research agenda for Agentic Al in cyber operations. The line of effort approach of the research agenda is depicted in this figure as having two
parts, capability-focused research and control-focused research. The two efforts are intended to be conducted in parallel to overcome the control deficit.
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The two efforts are not alternatives; they are interventions on the two directions of a single rein-
forcing cycle, and closing the control deficit requires addressing both.

Addressing the control deficit requires coordinated progress across multiple stakeholder communi-
ties, including Al researchers, cybersecurity practitioners, HCI researchers, military operators, frontier
model developers, policy-makers, and governance institutions. Ultimately, the challenge is not only to
integrate agentic Al into cyber operations, but to shape the conditions under which that integration
occurs. The field must therefore move beyond isolated technical optimization toward coordinated
socio-technical stewardship of increasingly autonomous cyber capabilities.

6 CONCLUSION

This paper argues that the rapid operationalization of agentic Al in cyberspace has produced a control
deficit—a widening gap between what these systems are capable of and our ability to deploy them
responsibly in operational cyber environments. We have characterized this deficit not as a collection
of isolated challenges, but as a structured problem space spanning four interdependent dimensions:
technical limitations, the expanded attack surface introduced by agentic architectures, a persistent
trust deficit between human operators and autonomous systems, inadequate governance frameworks,
and the escalation risks inherent to dual-use capabilities.

Critically, these dimensions do not exist independently. They form a reinforcing system of constraints
and feedback loops that shape both the trajectory of adoption and the risks of misapplication. Technical
opacity undermines operator trust; diminished trust slows integration into operational workflows;
limited deployment constrains the empirical basis needed to inform governance; and governance
gaps leave dual-use risks unmanaged amid persistent adversarial pressure. Taken together, these
reinforcing dynamics ensure that localized or sequential solutions will fail to meaningfully close the
control deficit.

Recognizing this structure is therefore not merely descriptive—it is foundational. It shifts the prob-
lem from filling discrete gaps to designing system-level interventions. The research agenda proposed
here reflects this shift, prioritizing coordinated lines of effort that explicitly account for dependencies
among technical, human, and institutional domains, rather than treating each dimension in isolation.
The challenge ahead is thus not reducible to improvements in capability, trust, or governance alone,
but lies in addressing the architecture of their interaction. Meeting this challenge will require sus-
tained engagement across a broad set of multidisciplinary communities—spanning Al, cybersecurity,
human-machine interaction, law, ethics, psychology, policy, and strategic studies, not in isolation or
sequence, but as part of an integrated effort to reshape how agentic systems are developed, fielded,
and governed.

Looking forward, the central question is not whether agentic systems will become embedded
in cyber operations—they already are—but whether their integration will be guided by coherent
frameworks that align technical behavior, human trust, and institutional control. In the absence of such
alignment, the control deficit will continue to widen, with increasing consequences for operational
stability and strategic risk. Addressing this gap ultimately requires a shift in perspective: from treating
agentic Al as a capability to be optimized, to treating it as a socio-technical system to be governed under
conditions of uncertainty and competition. Progress will depend on developing approaches that are
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not only technically robust but also adaptively governable, cognitively aligned with human operators,
and resilient under adversarial pressure. The work ahead, therefore, is not simply to improve these
systems—but to ensure that, as they scale, our capacity to control, understand, and responsibly deploy
them scales with them.
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