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Forces. RU appears to be shaping post-
conflict negotiations over Syria in line
with RU geopolitical goals. The Institute
for the Study of War (ISW) researchers
observe “these condition-setting activities
would allow Putin to escalate militarily

to challenge U.S. interests in multiple
theaters simultaneously if he so chose.”®

Implications and
Recommendations

In summary, RU understands the
competitive nature of GEOINT. However,
this research also showed the importance
of understanding the GEOINT capabilities
of competitors. This essential element

of comparative advantage must be
incorporated in the U.S. GEOINT
educational community’s body of
knowledge. Without it, the U.S. educational
community is limiting its effectiveness.
The U.S. GEOINT educational community
needs to adopt a view embodying the
philosophy of knowing your opponent
while knowing yourself.

U.S. academic institutions awarding
GEOINT certificates through the United
States Geospatial Intelligence Foundation
(USGIF) use USGIF’s GEOINT Essential
Body of Knowledge (EBK) to guide
teaching and learning.'® The current
EBK does not explicitly address the
competencies where a student would
learn and practice the skills of analyzing
the GEOINT capabilities of a competitor
or foe in another country. Without this,

students in the U.S. are open to falling
into the intelligence trap of assuming that
the people being analyzed think like they
do. This is not to suggest that some or
most of the USGIF-accredited programs
do not teach about understanding an
opponent. This is to suggest that the
way the EBK is structured and was
implemented does not emphasize
understanding an opponent. Specifically,
the EBK has seven core competencies—
four technical and three cross-functional
knowledge areas. The technical
competencies were implemented

first, and the cross-functional GEOINT
knowledge, skills, and abilities, which
generally reflect the human aspects of

the discipline, are just now being realized.

This fosters an impression that GEOINT
values technology over the human
cognitive thought process.

Based on this research, the U.S. GEOINT
educational community should use the
comparative approach to give equal
balance of the human geographic aspect
of GEOINT with that of the technologic
aspects of the discipline. The following
recommendations are made to achieve
the balance:

* Represent and teach GEOINT as
a discipline focused on rendering
advantage over an environmental or
human opponent.

® Develop and share with the community
a method of teaching comparative
GEOINT that instills the philosophy of

knowing your opponent while knowing
yourself.

¢ Balance the learning of GEOINT’s
technical and non-technical knowledge,
skills, and tradecraft by emphasizing
how the technical tools are explicitly
applied to examine and understand the
interrelationships among people, place,
and environments.

Conclusion

Success in GEOINT is to combine the
utilitarian aspects of technology with a
sophisticated understanding of ourselves
and our rival. Knowing these things, we
can develop and apply GEOINT based
on knowledge and skill rather than on
speculation and blind action. Since
comparative studies are neither common
in U.S. GEOINT curriculum nor is there a
specific competency pertaining to the skill
of knowing an opponent, the community
cannot be certain the advancing student
has the skills to understand their
opponent. Without the depth and agility
of this comparative thinking, the U.S.
GEOINT Community is opening itself to
failure. Not knowing how to examine an
opponent, the analyst cannot penetrate
their “geospatial mind;” the analyst
cannot anticipate how the opponent
might attempt to stymie their progress.
Until we formalize the competency of
analyzing how others think and/or act
geospatially, GEOINT education in the
U.S. is incomplete.€
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Geospecific 3D terrain representation
(aka reality modeling) is revolutionizing
geovisualization, simulation, and
engineering practices around the world.

In tandem with the rapid growth in
unmanned aerial systems (UAS) and small
satellites, reality modeling advancements
now allow geospatial intelligence

(GEOINT) practitioners to generate
three-dimensional models from a
decentralized collection of digital images
to meet mission needs in both urban
and rural environments. Scalable mesh
models deliver enhanced, real-world
visualization for engineers, geospatial
teams, combatant, and combat support

organizations. In this, reality modeling
provides a detailed understanding of

the physical environment, and models
allow installation engineers and GEOINT
practitioners to quickly generate updated,
high-precision 3D reality meshes to
provide real-world digital context for the
decision-making process.

9. Catherine Harris, Jack Ulses, and Mason Clark. Russia in Review: August 28 — September 13, 2018. Institute for the Study of War. 2018. http://iswresearch.blogspot.com/search?q=russia-+in-+review
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On the facilities engineering front, projects
can be planned, designed, and completed
more quickly and easily with lower costs.
These models integrate with existing

CAD tools to save time and money in
facility design. Facility operations and
maintenance, construction site inspection,
asset management, environmental
management, and management of military
training ranges all benefit from this
technology. In deployed environments,
ground commanders, military planners,
engineers, and practitioners can use

3D models for mission planning and
rehearsal, terrain generation, route
mapping and clearance, base layout and
design, infrastructure planning, IED-
modeling and post-blast assessment,
cover/concealment, and more. For post-
attack recovery efforts, practitioners can
quickly send drones to capture existing
conditions, then model the damage and
map unexploded ordnance to assess the
situation and develop a recovery plan—
while minimizing exposure to deployed
troops. Operational units such as infantry
and special operators can produce
models to map the battlespace and to
enhance defensive preparation efforts or
model assault objectives. Units can now
quickly determine mission conditions

and answer questions such as: Can our
vehicles fit in that alleyway? Can we land
a helicopter on that roof? What is my line
of site at this location?

Modeling and Simulation
Possibilities

The use of non-traditional, decentralized
data collection sources supports next-
generation digital Earth representation
and the desires to achieve unique 3D
visualization and terrain development for
many U.S. government modeling and
simulation (M&S) communities, including
the Department of Defense (DoD) and the
Intelligence Community (IC). Work is being
done for U.S. Joint Staff-funded projects
designed to assist the DoD in creating the
realistic, temporarily accurate, precise,
and informative representations of the
physical and non-physical landscape.

In addition, and as a part of the Army
Synthetic Training Environment (STE)
Cross Functional Team (CFT), reality
modeling is helping to establish a next-
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generation government/industry terrain
standard for M&S hardware and software
for use in training and operational
applications. To this end, the following
goals are being advanced:

e Construction of a single, authoritative,
updated 3D geospatial database for
use in next-generation simulations and
virtual environments.

e Utilization of commercial cloud-front
solutions for storing and serving
geospatial data.

e Protocols for procedurally recreating 3D
terrain using drones and other collection
equipment/sensors.

¢ Reduction of cost and time for creating
geospecific datasets for M&S.

e Utilization of non-traditional, open, and
market sources of geospatial data.

There are anticipated impacts of
potential applications enabled by this
work. The One World Terrain (OWT)

effort is principally centered around
understanding and planning for the
next-generation of M&S technology.
More specifically, OWT relates to the
feasibility of turning collected terrain data
into simulation-usable terrain features
that can be employed in real-time by
simulation platforms. This work hopes to
demonstrate how rapid terrain generation
and user-driven social media data may
be incorporated in real- or near-real-time
into a virtual or constructive environment
for geovisualization and simulation
applications.

Data Challenges

As more and more data saturates the
digital landscape, we have become
increasingly reliant on technologies to
help sift, sort, analyze, and visualize.

One example is the way one collects,
processes, and uses geospatial data. The
field has evolved rapidly from paper maps
with acetate overlays, to the digital 2D
maps of the 1990s and 2000s, to the 3D
immersive representations we see today.
This data continues to grow in abundance
and requires a new breed of cross-
disciplinary collaboration and research to
ensure its utility is maximized.
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Identifying and developing ways for users
to exploit and better understand the 3D
world through automation is becoming
increasingly popular and relevant.

Virtual and augmented reality continue

to proliferate and are now mainstays in
society. Map-based data are used in
many of the most popular applications on
common devices, from consumer review
apps (like Yelp), to ride sharing, to games.
However, the ability to produce and
visualize 3D geospatial content for these
devices remains elusive. The process for
generating such content is existentially

a human-intensive process, and, as

a result, time-consuming, inefficient,

and inconsistent. Spatial scientists are
attempting to ease the burden of creating
and using 3D terrain content in electronic
devices as quickly and cost-effectively as
possible. Ultimately, the research goal is
to achieve complete automation of how
one creates the digital world around us,
removing the human from the loop.

Cutting-Edge Processes

In order to understand the challenges
with 3D geospatial terrain, the problem

is best decomposed into its constituent
parts: collection; creation (processing);
storage and distribution; and application.
More precisely, the questions often asked
when assessing 3D terrain include: How
is source terrain data collected? How is
that data processed into a form digestible
by an application? Where is it stored and
how is it distributed? And how is it used
by consumers?

Research has been conducted on the
challenges presented by 3D terrain data
for several decades, harkening back to
the days of the Topographic Engineering
Center (TEC). In the DoD, tremendous
efforts have focused on building the
Army’s suite of next-generation interactive
simulation and training platforms. Years
ago, terrain was often considered

the “Achilles’ Heel” of simulators. Its
generation is time-consuming, expensive,
manpower-intensive, and fraught

with vagaries that result in unrealistic,
unsatisfying, and often uncompelling
synthetic experiences. Simulation
environments are often created with
entities floating above the terrain because




of correlation issues, or virtual characters
passing through walls because the
models were not attributed correctly. And
until recently, creating the virtual terrain in
applications was purely a manual activity,
with artists, modelers, and programmers
spending significant time and money to
create one-off terrain datasets that were
rarely able to be repurposed in other
rendering environments. Limitations

in processing and artificial intelligence
(Al) and poor-quality source data
compounded the problem for decades,
stalling attempts to fundamentally change
the way terrain is created for virtual
applications.

However, over the past 5 to 7 years, the
introduction of cloud computing, better
and cheaper processors and graphics
processing units, and new sources of
high-resolution terrain data (unmanned
systems, airborne and terrestrial

LiDAR, small satellites, crowdsourcing,
photogrammetry, and commercial
industry mapping resources such as
Bing or Google Maps) have provided
new procedures for terrain generation.
The opportunity has arisen to reduce the
time and cost for creating “digital dirt”
by automating what were previously
manual efforts. Automated functions
include procedurally-generated textures
and polygons, the correlation and linking
of datasets, and adding application-
specific attribution to models that allows
the simulation to reason with colliders,
navigation meshes, and other entities.
Leveraging these advancements and
combining them with specific research
areas has allowed the M&S community
to exponentially grow its capabilities and
output.

Unlike traditional geospatial research
(which often falls to academic

geography departments), this line of
research incorporates the disciplines

of geomatics (e.g., remote sensing,
surveying, navigation, and positioning)
and computer science (e.g., Al, computer
vision, image processing, and computer
graphics). The ability to automate from
“source to runtime” requires algorithmic
approaches that can add, manipulate,
and preserve data attributes and qualities
that allow the data to be rendered and

simulated in 3D. This collaboration is
crucial as disciplines seek to exploit data,
computational resources, and knowledge.
Collaboratively, much of the current work
is focused on automating the workflow
from collection to application. Specifically,
the steps to this end include:

Collection:

How can one organically collect and fuse
their own 3D geospatial data, use existing
open and market-based sources, and
leverage previously-collected data? To
accomplish this, one relies on automatic
geo-referencing and correlation of the
data using traditional GIS techniques
such as ground-sampling distance as
well as newer techniques for 3D terrain
data collection such as automated
photogrammetric reconstruction.

Creation (Processing):

This dynamic work with the data entails
manipulating source GIS data into a form
that a runtime application can not only
display but reason against. Techniques
rely heavily on machine learning as well
as more traditional Al techniques to
analyze and segment the data into its
constituent parts (elevation, vegetation,
roads, buildings, etc.).

Storage & Distribution:

3D terrain data can be very large, on the
order of several petabytes to cover the
Earth’s surface at one-meter resolution.
Storing all of the data in the cloud is
cost-prohibitive, and storing it locally is
impractical for bandwidth and throughput
reasons. Researching strategies and
techniques for storing and serving the
data is central to addressing these
challenges. Basic research centers on
identifying intelligent storage means
(dynamic load balancing and cloud
instancing; hot versus cold storage) that
allow for a cost-effective, yet efficient 3D
storage and distribution mechanism.

Application (Rendering & Simulating):

Displaying terrain data is where the most
fundamental research challenges remain.
Adding semantic labels and metadata

to the underlying data is critical so the
engine can differentiate how the data

is to be used at runtime (e.g., whether
something will drive on it, shoot through

it, move through it, hide behind it, etc.).
This is where some of the most manually
intensive activities continue to be
centered, such as adding colliders around
buildings, navigation meshes, lighting
properties, and higher-order metadata for
Al agent reasoning. Moreover, much of
the investment for automating the terrain
workflow has been in processing, with
rendering and simulation often relegated
to the sidelines because they are viewed
as production activities.

Advanced Applications
and Future Use

This research need stretches across the
workflow from collection to application.
Early efforts have led to many outcomes,
including the purchase of tactical
decision kits for the U.S. Marine Corps
that allow small units to organically
manage their own geospatial holdings.
Unit operators now regularly collect
image data and provide it to others in

the force, as well as researchers for
additional classification and segmentation
experiments. Agriculture, architecture,
and law enforcement professionals

have also applied these techniques.
Work is also being done in mapping the
commercial infrastructure (sports venues,
college campuses, and many other
urban locations) to assist these and other
communities with specific challenges
such as infrastructure protection, flood
analysis, site surveys, structural integrity,
and historical/anthropologic research
activities. Ultimately, researchers hope to
revolutionize the way the world collects,
processes, and serves 3D geospatial data
with long-term goals being to obviate

the need for human intervention, and

to use automation to more quickly and
cost-effectively deliver terrain data to

the point-of-need. In aggregate, focused
research hopes to continue and evolve
with outcomes including:

* Machine learning for additional
classification and segmentation of
meshes and point clouds.

e Alternative sources of data collection
and fusion.

¢ Algorithmically adding attribution to 3D
data for use in runtime applications.




Conclusively, 3D geospatial data will
continue to increase in abundance

and quality. Therefore, its use and the
research to ensure its utility, integrity, and

production are critical so the GEOINT
Community can produce more accurate
and reflective digital representations of
the physical world. These representations

service the reality modeling community
as a conduit to revolutionizing
geovisualization, simulation, and
engineering practices around the globe.€

® Economic Competition and the Role of GEOINT

By David Gauthier, NGA; Mark Phillips, The MITRE Corporation; and Steven Truitt, Descartes Labs

Headlines concerning the use of national
levers of power are increasingly focused
on economics, relationships, and nuance.
While diplomatic, information, and military
levers of power are often showcased

for obvious effect, it is frequently the
unheralded lever of national power—
economic power—that has a profound
global effect and is now taking its place
at the forefront of national debates. With
nations flexing their strength, it is vitally
important for decision-makers to be fully
informed of the challenges, uncertainty,
opportunities, and risks inherent in this
complex, interrelated world. Our leaders
“must come to grips with the reality that
the geopolitical landscape is populated
with countries content to use the modern
tools of economics and finance without
regard”’ for the societal norms we take
for granted. After all, the use of these
national levers of power can precipitate
worldwide successes or calamities.

Likewise, in the boardrooms of the
corporate world and the dorm rooms

of the start-up world, the focus on the
interconnectedness of the economy is
proliferating. Discussions about micro-
shifts in the economy, incentive hacking,
and massive scaling of applications are
common in the commercial world. This hew
focus is a direct parallel of what plays out
among nation-states, and increasingly the
commercial and governmental economic
moves converge. However, while disruptive
capabilities in the commercial world often
spell financial success, disruptive events
among nation-states can rapidly devolve
into more overt threats to national security.
And the lack of economic stability in one
region can have detrimental effects to U.S.
national security.

Therefore, framing the question: How
does the U.S. use geospatial intelligence
(GEOINT) to understand the world
economic stage, predict behavior, and
broaden the trade space associated with
national security for U.S. and partner
decision-makers?

The role of GEOINT has been applied
infrequently to economic analysis,
especially on a global scale. Secure and
masked supply chains, secretive business
relationships, and illicit demand for goods
further complicate the challenges facing
GEOINT analysis. Maps and charts are
not yet being made to reflect these global
economic forces and the context that
accompanies them; GEOINT services do
not currently publish and update maps
with detailed economic data placed in
context for improved decision-making.
This is a severe limitation to geospatial
analysis and global understanding.
However, geospatial technology is a
powerful tool to assess context, monitor
activity, and provide understanding—the
fundamental components needed for
decision-makers. Understanding impact
and forecasting responses through
geospatially integrated data provides a
common operating picture of economic
actions and effects.

GEOINT may be the new key element to
enable nations and companies alike to
understand the world economic stage,
predict outcomes, and broaden the trade
space for more diverse actions. The
increased availability of GEOINT provides
insights that support the integration of
information and decision-making across
diplomatic, information, military, and
economic levers of power.

The Effects of GEOINT

The drivers of competitive advantage are
becoming everywhere and nowhere at
the same time. Whether the competition
is in the boardroom or the war room, it

is increasingly important to uncover this
information in time to act and seize an
advantage. Data is the leverage point

and the greatest weapon in our arsenal.
Whomever controls the right data—

and knows how to use it—will have an
unmatched advantage. Organizations have
picked up on this trend and are learning
to exhaustively mine data sources for
insights. But when data is being created
at a rate far beyond our comprehension, it
is difficult to know how to mine the most
value out of our vast data resources.

In the economic arena, our nation’s
mission is to understand where to put
leverage, or how to execute policies,
actions, and deals for the best macro
position possible. We need to discover
and understand long-term financial trends
hidden below the noise in the global
economy. To make these discoveries a
single information domain—nor a single
analytic formula—is not sufficient as the
complexity is too great and our natural
human comprehension too lacking.

GEOINT is not simply the analysis of any
particular medium such as imagery, but
today refers to any data which is or can
be geo-referenced. Most data, within all
domains, can be both temporally and
geospatially referenced, giving that data
unique exploitable features and enabling
it with greater context. Time scales

are a significant factor since unlike the
immediacy of military actions, economic
actions may take years for true impact to
be identified. If we apply the techniques
of GEOINT collection and analysis, the

1. Robert D. Blackwill and Jennifer M. Harris. War by Other Means: Geoeconomics and Statecraft. Cambridge, MA: The Belknap Press of Harvard University Press; 2016, p 13.
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