
 

 

  
Abstract—The Prisoner’s Dilemma represents an ubiquitous 

approach to security modeling that emphasizes adversarial 
relationships between actors. Adopting this approach helps understand 
ambiguous relationships in information domains. Despite the fact that 
some actors might adopt these frames, the Prisoner’s Dilemma reflects 
only one of many possible social dilemmas. In this paper, we outline a 
computational approach to cybersecurity based on Interdependence 
Theory. Interdependence Theory provides a means to decompose pay-
off matrices into social influence components based on the amount of 
control actors and partners have in a situation. It additionally accounts 
for joint control that develops from the mutual decisions of both 
players. By focusing on two-person, two-option games, this approach 
can model many different social situations that reflect nor-mal and 
anomalous network activity. 
 

Keywords— game theory, Interdependence Theory, cybersecurity, 
social dilemmas  

I. INTRODUCTION 
Network security is a pervasive and ineliminable aspect of the 
modern world. Resource limitations within organization 
requires effective strategies for resources allocation. For 
instance, Stackelberg competitions [1, 2] model the distributing 
of limited defensive resources and target selection for defenders 
and attackers, respectively. Understanding the social-cognitive 
processes supporting online interactions is crucial. [3, 4, 5] In 
order to reduce the inherent ambiguity of behavior in 
information domains, cybersecurity professionals can use these 
models to develop network defense strategies. 

Currently, many cybersecurity analysts implicitly adopt a 
game-theoretical approach to cyber defense that reflects the 
Prisoner’s Dilemma (PD). [6, 7, 8, 9, 10] The dilemma emerges 
by providing players with payoffs that incentivize individual 
defection (i.e., failure to cooperate) despite the possibility of 
mutual gains. However, the Prisoner’s Dilemma reflects only 
one of many social dilemmas. [11, 12, 13, 14, 15] While, by 
their very nature, cyberattack and cyber defense strategies 
reflect PDs, many agents in information domains likely do not 
share these motivations. Moreover, ethical dimensions must be 
considered (e.g., privacy; [10]). In the following review, we 
present a general computational approach to social dilemmas 
that can be used to developed cyberdefence strategies. Extended 
Interdependence Theory, we assume that multiple social 
dilemmas exist based on payoff matrices (e.g., Assurance 
Dilemma, Chicken Dilemma). By decomposing these payoff 
matrices, a number of motivational components can be 
identified that specify the control of the actor, their partner, and 
their joint control. We argue that viewing cybersecurity in terms 
of social dilemmas provides a more effective and robust 

 
 

approach to understanding otherwise ambiguous information 
domains confronting network security analysts. 

II. GAME THEORY: COOPERATION AND CONFLICT 
Game theoretic models applied to security problem generally 
assume competition. These approaches have been adopted in 
cybersecurity. [6, 7, 8] Game theory reflects a prescriptive 
model based on rational choice, i.e., players should do what is 
in their interest. Players in these games typically have only two 
options: to cooperate with other player(s) or to defect and 
pursue a different strategy. 

A ubiquitous assumption in the use of Game Theory is that 
players are placed into competition with one another. For 
instance, one of the most prominent games is the Prisoner’s 
Dilemma (PD). The PD reflects a two-person, two-option social 
dilemma wherein the collective interest of two players is placed 
in competition with the self-interest of each individual player 
(see Figure 1, Table 1). Game theoretic approaches have been 
adopted as a means of explaining and predicting social 
interaction. However, as we will describe below, the PD reflects 
only one of many social dilemmas defined by pay-off matrices 
[11, 13]and research has frequently found violations of self-
interested behavior. [16]  

The prescriptive models described by Game Theory define 
ideal strategies. For instance, Nash [17] provide solutions to 
games, referred as Nash equilibria. A Nash equilibrium reflects 
a steady state within a game [18]. Once an equilibrium is 
reached, no player will prefer to change their strategy because 
doing so would lower their individual payoff. In the PD, the 
Nash equilibrium in is for both players to defect. This stems 
from the structure of pay-off matrix such that it is in each 
individual’s interest to defect given the greater pay-off [17]. 

Despite this prediction, early studies of the PD 
demonstrated violations of this individual rational strategy. [16] 
Violations of these equilibria can be accounted for in a number 
of ways: 1) normative models of rationality do not apply to 
humans in whole or in part, 2) normative models of rationality 
might include collective rationality that supports cooperation, 
3) the pay-off matrix might not be accessible to players in a 
given round of play, and/or 4) despite the availability of a pay-
off matrix, players might believe another schema is more 
applicable.  

A. The Description-Experience Gap 
A prominent means to understand these discrepancies 

between rational prescriptive behavior and observed 
performance is the description-experience gap (DEG; [19]). 
The DEG assumes that there are two broad sources of 
information. The description component assumes that players’ 
expectations will be determined by how the game is presented 
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to players. For instance, a game might be described as 
cooperative or competitive or a pay-off matrix might promote 
competition as opposed to cooperation (i.e., the PD).  

In contrast, the experience components assume that players 
learn through the course of the game. Rather than expectations 
being fixed, players adjust them throughout the course of the 
study. [20] [21] For instance, in the context of an Iterative 
Prisoner’s Dilemma (IPD), while a pay-off matrix might set a 
player’s expectations during the first round of play, the 
behavior of a player might cause them to adjust their strategy. 

The gap occurs when a player’s expectations are violated 
because of the actions of other social agents within the game. 
Experimentally, this can be examined by providing some 
players with a frame while failing to providing others players 
with a frame. In most studies examining frames, a frame is 
either invoked or not. However, there are likely different levels 
of information available. For instance, Martin et al. [22] used 
an IPD – they varied the extent to which players had 
information concerning other’s actions within the game. 
Participants had no information (no info), basic knowledge of 
their interdependence in the task (min info), specific feedback 
concerning the actions or others (mid info), or information 
concerning the overall payoffs of performing actions within a 
task (max info). They found that moderate- to [high-levels of 
information produced more cooperative behavior relative to 
low-levels or no information. 

B. Cooperative Motivation  
Humans are an ultra-social species given the requirements 

of coordinating complex interdependent activities. Whether 
explicitly defined or implicitly learned, systems of normative 
regulation emerge over time that impact our cooperative 
behavior. For instance, Tenbrunsel and Messick [23] examined 
the use of sanctioning systems. Sanctioning systems are 
believed to have a direct effect wherein payoff structures 
increase and decrease specific behaviors and an indirect effect 
by changing the expectations of social agents within the system. 
[24, 25, 26] They found that participants that perceived the task 
as a business decision when strong sanctions were referenced 
were more likely to engage in a calculus than those that 
perceived the task as an ethical decision when no sanctions or 
only weak sanctions were referenced.  

In another early study to examine this in PD, Liberman, 
Samuels, and Ross [27] provided participants with an iterative 
prisoner’s dilemma (IPD) wherein the game were referred to as 
the “Wall Street Game” or the “Community Game”. They 
assumed that while referring to the game as the “Wall Street 
Game” would promote low levels of cooperation comparable to 
typical PD tasks, referring to the game as the “Community 
Game” would promote more cooperation (for related results, 
see [28, 29]). Similarly, these frames can become entrenched 
within a group over time, leading it to become a facet of a 
group’s cultural traditions. For instance, Henrich, Heine, 
Norenzayan [30] suggested that there are two kinds of group 
exchange patterns that have emerged based on market 
integration. In a highly integrated market, social agents are 
interdependent. Consequently, they are more inclined to expect 
adherence to fairness norms and punish defectors even when 
they must incur a cost.  

C. Individual Differences 
Another prominent source of variation in these games are the 
values that players bring into the games. Some players might be 
more inclined to collaborate than others. De Dreu and 
McCusker [31] first assessed their participants’ social value 
orientation (SVO) and identified those with high levels of 
prosocial values (“prosocials”) and those participants who were 
individualists. Participants were then provided with a social 
dilemma framed in terms of either gains or losses. They found 
that cooperation rates were a function of SVO and the loss 
framing. They found that prosocials were more likely to 
cooperate in a loss frame than in a gain frame. In contrast, 
individualists were more likely to cooperate in a gain frame than 
in a loss frame. These results suggest that both frames and 
individual differences affect performance in these tasks. 

II. RELATIONAL STRUCTURES AND INTERDEPENDENCE THEORY 
Physical and social environments represent ambiguous 

structures to social agents. When they are compatible, 
experiences can prove to be an effective guide to navigating a 
social situation. In the absence of prior experience, we can use 
schemata acquired through direct experience with similar 
situations or indirectly through processes of cultural 
transmission. Recent studies have found some promising 
evidence that framing can affect players’ responses when 
playing a security dilemma. [29] Consequently, much like 
DEG, payoff matrices and other social structures retained in 
memory can compete. 

A. Pay-Off Matrices and the Structure of Social Situations 
Inter-situation and cross-cultural differences might obscure 

the deep-structure of social situations. For instance, 
Interdependence Theory [32], [33] reflects an attempt to 
describe all possible social situations in terms variance 
components that can be compared. One such broad attempt has 
resulted in an Atlas of Interpersonal Situations [34] which 
demonstrates that any situation can be represented in pay-off 
matrices that can be understood in terms of variance 
components. 

 
 

Fig. 1. General structure of a two-person, two-option social 
dilemmas. 

 
The simplest social dilemma reflects a two-person, two-

option social dilemma. These social dilemmas have a basic 
structure (Fig. 1). 

In addition to the PD, a number of other social dilemmas 
can be described in terms payoff matrices. Consider two 
prominent alternatives that reflect distinct social dilemmas [12], 
[35] and motivate different behavior when presented to players 



 

 

[36]: the Assurance Dilemma and the Chicken Dilemma (Table 
1).  In the Assurance Dilemma, individual and collective 
outcomes are maximized when both parties cooperate. For 
instance, two companies benefit collectively and individually if 
they both upgrade malware programs (e.g., Example 2, Figure 
2). In the Chicken Dilemma individual reward is greatest when 
another player defects, while collective reward is greatest when 
both players defect. Adversarial cyber operations between two 
nation-states would reflect such a pattern wherein cessation of 
network intrusions would benefit both actors while the 
cessation of one nation state’s operations would benefit another 
if they failed to cease their cyber operations (e.g., Example 3, 
Figure 2 to cease their cyber operations (e.g., Example 3, Figure 
2). 
 
Table 1. Payoff structure and types social dilemmas.  

Type of Social Dilemma Player 1 Player 2 
Prisoner’s Dilemma c > a > d > b x > w > z > y 
Assurance Dilemma a > c = d > b  w > x ≥ z > y 
Chicken Dilemma b > d > c > a  y > z > x > w 

 
An important observation in subsequent extensions in 

Interdependence Theory is that players can transform pay-off 
matrix. Corresponding to a similar logic of DEG, while a player 
might be presented with one payoff matrix (e.g., PD) they might 
instead behave in a manner that reflects another payoff matrix 
(e.g., Assurance Dilemma). Thus, when the DEG is observed, 
Interdependence Theory suggest that responses can be used to 
infer what social dilemma players believe they are being 
presented. 

B. Control Variance Components 
Game Theory adopts (an essentially) deterministic approach 

to the pay-off matrix: when pay-offs are provided, players 
motivations will change. However, this does not necessarily 
consider what factors are changing a player’s motivations. 
Another theoretical means to consider social dilemmas is in 
terms of the extent to which pay-offs for decisions by each 
player translate into situational control. 

Lewin [37], [38] drew an analogy with physics, suggesting 
that social situations were defined by a ‘field of forces.’ 
Approaching a pay-off matrix in these terms, the decisions of 
each player exert control over the situation. Consequently, a 
payoff matrix can be decomposed into variance components 
that determine situational control.  

For illustration purposes, imagine two companies (C1 and 
C2) that have networks that are vulnerable to attackers. 
Attackers have limited resources and will therefore only have 
time to attack a company that has the weakest network defenses. 
We can construct two payoff matrices which correspond to a 
PD (Fig 2. a). In terms of Interdependence Theory [32], [33], 
there are three main variance components: actor control (AC), 
partner control (PC), and joint control (JC). Together, AC, PC, 
and JC create separate matrices (ACM, PCM, and JCM) which 
reflect the individual control components that influence a social 
agent within a given situation. 

 
Actor Control. For Actor Control. AC is defined as the 
amount of control a given player has over their outcomes. For 
instance, if C1 decides to upgrade its firewalls beyond those of 

C2, AC reflects the effect of C1 on C2’s decision. It reflects a 
difference score that reflects the outcomes if C1 acts or if C1 
does not act. 

 

Figure 2. Examples of Three Representative Social 
Dilemmas. 
 

In order to compute AC, the payoff matrix is decomposed 
by considering the outcomes of C1s decision to upgrade relative 
to if it does not decide to upgrade. First, we obtain the average 
outcome when C1 upgrades its network ([30 + 10] / 2 = 20) and 
the average outcome if it does not upgrade its network ([40 + 
20] / 2 = 30). Then, we obtain a difference score between when 
they do not upgrade compared to when they upgrade (30 − 20 
= 10). When C2 values are computed, they jointly create the 
ACM. For instance, given ACC1 = 10, AC’s decision to upgrade 
or not upgrade exerts 10 units of control over their own 
outcomes within this social dilemma. 
 
Partner Control. PC reflects the amount of control that the 
competing company, C2, has over C1. In a like manner, it 
reflects a difference score that reflects the outcomes if C2 acts 
or if C2 does not act. First, we obtain the average outcome for 
C1 when C2 upgrades its network ([30 + 40] / 2 = 35) and the 
average outcome for C1 if C2 does not upgrade its network ([10 
+ 20] / 2 = 15). Then, we obtain a difference score (35 − 15 = 
20). Values for the JCM are derived in the same manner as those 
of the PCM. 
 



 

 

Joint Control. Finally, JC reflects the amount of control that 
the joint decisions of both companies have on C1’s outcomes. 
Unlike AC and PC, deriving JC requires the use of both ACM 
and PCM. This requirement is a consequence of the outcomes 
that occur at the level of specific cells within the payoff matrix. 
In order to compute a cell of the JCM, a value of a cell in the 
payoff matrix is identified (e.g., the outcome for C1 if both C1 
and C2 upgrade). Then, the sum of the corresponding values in 
the ACM (i.e., 0) and PCM (i.e., 20) is subtracted from the value 
in the JCM. Thus, the values in the JCM reflect the remaining 
variance that is not attributable to AC or PC. The value of JC 
can then be obtained such that the difference for JCM for C1 
([35+35]/2 = 35) and for C2 ([35+35]/2 = 35), is equal to 0. 
 
Importantly, AC, PC, and JC can be used to understand what 
social influences will be experienced by social agents. For 
instance, given that AC < PC in the above example, it suggests 
that C2 has more control over the outcomes of this situation 
than C1. Alternatively, if C1 or C2 violate predictions based on 
the values of AC and PC, it might suggest that they do no 
perceive the social affordances of the situation.  

 
Figure 3. Examples for ACM, PCM, and JCM. 

 
Similarly, the AC, PC, and JC for the Assurance Dilemma 

are provided in Figure 2. In this case, given the payoff matrix 
symmetry and that both C1 and C2 have the highest payoff for 
joint action (mutual upgrading or mutual failure to upgrade), the 

JCM is equal to the payoff matrix: i.e., the social dilemma if the 
AD provided here is defined by mutual interdependence.  

C. Higher-Order Variance Components 
Interdependence Theory [32] has the additional benefit of 

assuming that composite motivational factors can be derived 
from a recombination of AC, PC, and JC variance components. 
While an exhaustive discussion is outside the scope of the 
present study, a few higher-order variance components are 
worth noting. For instance, the degree of interdependence (DI) 
can be calculated by considering the sum of the variance 
associated with control that other players have over us (i.e., PC 
and JC) relative to the variance associated with all forms of 
control (i.e., AC, PC, and JC). For any given player, DI is given 
by: 
 

𝐷𝐷𝐷𝐷 =
PC2 + JC2

AC2 + PC2 + JC2 

 
Large values of DI are obtained when AC is small. 

Conceptually, when DI is large there is a high degree of 
interdependence in a given social situation. When DI is small, 
an individual social agent has considerable control over the 
situation. For instance, in our example of PD, the 
interdependence for Company 1 (C1) would reflect the 
contributions of PC and JC (i.e., 22 + 02 = 4) relative to total 
control (i.e., 12 + 22 + 02 = 5), or 0.8 suggesting that C1 is highly 
dependent on the actions of C2 and their joint actions. 

Asymmetries in dependencies can be obtained in a similar 
manner. Asymmetric dependency (AD) is simply computed by 
obtaining the difference between the dependence of on social 
agent and that of another. In our example, 

 
AD = DIC1 – DIC2 

 
In simple terms, this function serves to check the symmetry of 
the payoff matrices. Given that the pay-off matrix is symmetric 
for C1 and C2 in our example, no asymmetric dependencies 
exist. Consequently, in a similar manner to the interpretation of 
the individual control components, we can conclude that while 
both C1 and C2 are significantly influenced by the actions of 
their opponent, they exert equal social influence in this 
scenario.  

Again, a similar calculation can be performed for the 
Assurance Dilemma. In this case, DI the contributions of PC 
and JC (i.e., 202 + 102 = 500) relative to total control (i.e., 02 + 
202 + 102 = 500), give AD = 1. 

Due to this summative ability, Interdependence Theory 
provides a principled means to describe the social forces within 
a situation. It additional provides a rich source of predictions at 
a fine-grained level that an examination of social dilemmas as 
a whole does not necessarily address. However, whether the 
variance components can be distinguished by players or have 
motivational primacy, requires further theoretical and empirical 
investigation. For instance, like the Covariation Model of 
Attribution also developed by Kelley [39, 40, 41], claims that 
assume humans consider the variance components of a situation 
to determine whether an internal (agent-based) or external 
(situation-based) attributions are appropriate, humans likely do 
not assess control and dependency in this manner. Even early 



 

 

studies demonstrated that attributions are not primarily 
dependent on these processes. [42, 43, 44] Similarly, humans 
are not naïve scientists that weigh evidence as the model 
implies. Consequently, verification that the basic variance (AC, 
PC, and JC) or their use in higher-order calculations (e.g., DI 
and AD) requires further work. Nevertheless, this 
comprehensive theory sets out numerous empirical predictions 
that can be tested and modelled.  
 

III. APPLICATIONS IN INFORMATION DOMAINS 
Despite the theoretical and empirical evidence that many 

motivation schemata are available to players in security games, 
translating the evidence from physical domains to information 
domains requires a consideration of features of online 
interactions. An essential feature of social interaction is that one 
feels that they are being monitored. Indeed, this is an essential 
feature of any social monitoring and regulation system [24]. 
The experience of being evaluated can alter participants’ 
responses. Indeed, reminders of state- or religion-based social 
institutions results in a greater adherence to fairness norms [45]. 

Despite the requirement of user names, social media 
promotes anonymity. Archival studies [46] and ecological 
experiments [47] have demonstrated that the experience of 
anonymity in terms of being in a large group and/or not being 
identifiable results in more antisocial behaviour (cf. [48]). 
Studies of online behavior produce similar results [49, 5], with 
evidence also suggesting that more extreme attitude changes 
occur in online environments [50]. 

Professionals in information and computer science must 
also consider how these models apply to human interactions 
with autonomous and intelligent systems. Namely, the realism 
of bot behavior is important for trust, cooperation, and sustained 
interaction. [51, 52, 53, 54] Using an IPD, Ishowo-Olko et al. 
[55] paired users with human or bots. They found that when 
users believed a bot was human, they were more likely to 
cooperate with the bots then when the player was aware of the 
bots identity. However, earlier studies suggest that while 
humans are just as likely to reciprocate with nonhuman agents, 
they are less likely to cooperate with them. [56] While 
Interdependent Theory is a prescriptive and predictive model of 
human behaviour, it can be extended to bots as a means to 
simulate behavioral interaction as well as a means to use these 
norms to detect violations of these norms. 

IV. CONCLUSIONS 
Advances in social psychological research provide can provide 
considerable insight into the otherwise ambiguous and ill-
define domain of online interactions. However, we must be 
cautious when adopting theoretical models that consider only a 
subset of social interactions. The introduction of Game Theory 
[17] provided a useful tool for understand how the structure of 
social situations can be modelled, including the notion of 
equilibria that can be determined by means of assuming the 
pursuit of rational self-interest. However, violations of rational 
self-interest suggest that players either fail to adhere to these 
principles or are utilizing other principles. [16] 

Interdependence Theory [32], [33] offers a more 
comprehensive means to address social dilemma. 
Consequently, the excessive focus on PD neglects other kinds 

of social dilemma structures that might inform players’ 
performance (e.g., AD or CD). Second, players might neglect 
the pay-off matrix to focus on an overall frame. These frames 
can either be primed by instructions, reflect individual 
differences, or have been learned through repeated exposure. 
Finally, we assume that social factors such as the experience of 
anonymity and the perceived connection with a group (i.e., a 
shared social identity) will also be crucial in determine when 
and what norms are used. In their simplest form, this might 
decrease and increase the adherence to norms that support 
individual- and collective-interests, respectively. 

In general, we do not assume that everyone within 
cyberspace perceives themselves as an ‘attacker’ or a 
‘defender’. Rather, the social frames of information domains 
likely vary from a communal space for sharing information to 
the perception of anonymity and ambiguity. This can be 
partially attributed to the open-ended nature of information and 
network systems that underpin this domain coupled with a 
failure to read the terms of service – a pay-off matrix – for an 
application. In short, assuming that cybersecurity is an issue for 
an individual social agent requires that they understand the 
dual-use nature of the technology, for instance, that they can be 
both a defender and an attack vector. Even if users adopt such 
a frame, additional ethical considerations can also be salient 
(e.g., privacy; [10]). More effective understanding and 
communicating these norms requires a greater incorporation of 
existing knowledge from the behavioral and social sciences. 
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