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Abstract. Cyberoperations present unique ethical challenges that are often left un-

addressed in contemporary approaches to education. Despite an understanding of the 

technical affordance of network architecture, security protocols, and software vulnera-

bilities, this in no way guarantees that software developers and cyberoperatives under-

stand or use the ethical affordances of these systems. However, given that the ethical 

features of cyberspace are defined in terms of both a social and technical context, edu-

cational and training activities should be developed in comparable situations.  Follow-

ing a review of the ethical considerations associated with cyberoperations, we consider 

the use of problem-based learning (PBL) to develop ethical sensemaking competencies. 

We then consider the adaptations of a task based on PBL (capture-the-flag) for the de-

velopment of these skills in social simulation studies. 

Keywords: ethics sensemaking, problem-based learning, capture-the-flag, cy-

bersecurity 

1 Introduction 

Networks are penetrated every day, affecting typical users and prominent public fig-

ures. Consequently, there is an increased need for the development of a cyber work-

forces that has a broad range of competencies (e.g., Thomson, 2019). Ethics of software 

development, cybersecurity, cyberoperations have become a topic of increasing con-

cern (e.g., IEEE, 2016). With the emergence of many professional and legal standards, 

the rapid evolution of technology, and the erasure of geographic boundaries in cyber-

space, ethics education and training programs must be developed to address these con-

cerns. Following a review of these standards and the efficacy of problem-based learning 

(PBL) tasks such as cyber capture-the-flag (CTF), we outline a number of features of a 

CTF task that can help develop ethical sensemaking competencies in network security 

professionals that can be used to simulate social situations. 
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2 Ethical Issues in Cybersecurity 

Software developers and network security professionals must be located at the core 

of ethics curriculum for cyberoperations. The roles and responsibilities of developers, 

their values and behavior, as well as the physical and virtual work environments that 

they operation in must be addressed in substantive ways. (Council, 2018) The require-

ment of continuing professional development (CPD) should also be a feature of an eth-

ics curriculum (e.g., Kennedy, 2005). 

In most cases, developers will need to consider how a user will typically interact 

with the networks, software, and how they will interpret and use the output of these 

systems. In additional to technical issues that can arise in terms of the creation and 

management of these networks, ethical issues have also been independently examined 

(Christen et al., 2020). These issues include how to treat log files containing user activ-

ities, the level of encryption required, whether and to what extent a program should be 

used, anticipating how software can be misused, and how much effort should be placed 

in defending users’ data if it is requested by a governmental organization. The response 

to each of these questions is nuanced and embedded within specific events. Conse-

quently, developers must consider organizations code of conduct, collective agree-

ments, as well as local, national laws, and international laws. In the context of cyberop-

erations within warfare, it is less clear that developers have the necessary there will 

likely be significant conflict of values and competencies. Moreover, if unprepared, their 

actions are likely to have intended (e.g., to disable a network, physical infrastructure) 

and unintended consequences (e.g., infection of adjacent systems, compromising con-

fidential files). Individuals that are removed from the specifics of the situation are un-

likely to be well situated to address these concerns.  

Ethical Issues. An exhaustive list is outside the scope of the present article. However, 

a number of general frameworks and guidelines have been established in the infor-

mation and computer science more generally. For instance, Mason (1986) notes that 

four considerations values are critical to information ethics: privacy, accuracy, prop-

erty, and accessibility. More recently, van de Poel (2020) identifies four core value 

clusters that are critical to cybersecurity: security, privacy, fairness, and accountability. 

Each of these values can come into conflict (e.g., privacy-security, security-fairness). 

For instance, van de Poel acknowledge that the ethics of cybersecurity studies typically 

focuses on the values and conflicts between security and privacy, i.e., the monitoring 

required by security necessarily result in losses of privacy. However, these values need 

no conflict. Rather the assumption of the inevitability of value conflicts can occur when 

considering values at too general a level. For instance, if privacy is conceived of in 

terms of confidentiality, then security can increase privacy due to the protection of sen-

sitive information. Moreover, while accountability implies transparency, seemingly 

placing it into conflict with privacy, accountability does not require total disclosure of 

information. Consequently, a more nuance understanding of values and potential con-

flicts is required. 

Similar ambiguity can be identified in the context of cyberoperations. One area 

where this is immediately clear are the educational practices referred to as ‘ethical hack-

ing’ (Palmer, 2001). Ostensibly, instruction provides learners with the ability to engage 
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in “white hat” or “grey hat” operations – penetrating a network in order to identify its 

vulnerabilities (Engebretson, 2013; Harper et al., 2011). However, by providing these 

lessons, educators have given learners the tools to engage in malicious forms of this 

behavior without understanding the implications of their actions (Jamil & Khan, 2011; 

Georg et al., 2015). In the absence of monitoring and regulation mechanisms, educators 

are leaving network security professionals to make decisions concerning the ethical 

issues that are relevant to a specific context. 

3 Ethical Sensemaking in Cybersecurity 

At its core, ethical sensemaking requires an understanding of the affordances of an en-

vironment. Consequently, when adapting this approach to cybersecurity practices the 

knowledge and skills required of a network security professional must be defined.  

Cyber Expertise. Cybersecurity expertise reflects a broad set of competencies in-

cluding knowledge of attack strategies, kinds of malware, software vulnerabilities as 

well as principles for defense and cryptographic techniques (Thomson, 2019). At a cog-

nitive level, this technical knowledge is likely organized into schemata that can be used 

in complex decision-making environments, resulting in the rapid allocation of attention 

to relevant features. In contrast, little attention has been paid to the ethical affordances 

of these systems. For instance, although the Department of Homeland Security’s Na-

tional Initiative for Cybersecurity Careers and Studies (NICCS) Cybersecurity Work-

force Framework (see also, Dawson & Thomson, 2018), the framework only makes a 

minimal mention of ethics (K0003; i.e., “laws, regulations, policies, and ethics”). More-

over, ethics is neither explicitly defined nor discussed. Consequently, ethical sensemak-

ing requires understanding the relevant standards and principles, the underlying system 

architecture, as well as how individuals will trust and use a system.  

More generally, sensemaking (e.g., Weick et al., 2005) is a continuous judgment and 

decision-making process that requires the construction of meaning for, and interpreta-

tion of, an otherwise ambiguous situation. In that most situations are underdefined in 

terms of their ethical affordances, sensemaking approaches have been adopted in ethics 

(e.g., Sonenshein, 2007). For instance, in the context of virtual environments and au-

tonomous and intelligent systems, Schoenherr (2020) notes that sensemaking requires 

an understanding of the moral developmental stage of the learners, the effects of atten-

tion and memory on decision-making, the social identity and category of the object and 

subject of the ethical decision-making process, and the available and activated social 

schemata. In terms of interactional schemata, Schoenherr and Thomson (2020) have 

noted that sensemaking in cybersecurity has often been based on a limited set of anal-

ogies (e.g., Cyber Hiroshima, guerilla warfare, Cold War). However, analogies can em-

phasize and deemphasize crucial features of the environment, leading to biased deci-

sion-making. Instead, they argue that predicting agents’ behavior in a social network 

requires an understanding of the schemata that the use in a situation. For instance, 

cyberoperations can be considered in terms of a ‘chicken game’ wherein both sides are 

antagonistic to one another and fearful of cessation of adversarial actions (e.g., recip-

rocal aggression) or they can be understood in terms of an assurance dilemma wherein 
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mutual cooperation is emphasized (e.g., sharing malware knowledge). Consequently, 

providing learners with a task embedded within a relevant context should facilitate the 

acquisition of ethical sensemaking competencies. 

4 Problem-Based Learning Approaches 

Developing an instructional activity requires that we consider both the evidence sup-

porting a tasks construct validity as well as the programmatic context in which it is 

implemented. In the case of an ethical sensemaking task, it must be adapted to the com-

petencies and skills associated with cybersecurity as well as the curriculum of the in-

stitution. Thus, rather than adopting a curriculum-level approach that would be subject 

to change in dynamic learning environments such as cybersecurity, modularized tasks 

should be created that develop specific competencies using a combination of contem-

porary programming languages and systems along with robust engagement strategies 

(e.g., Thomson, 2019). 

One general approach to develop these competencies is problem-based learning 

(PBL, Barrows, 1986; Jonassen, 2000; Servant‐Miklos, et al., 2019). PBL reflects a 

learner-centered approach to education that uses realistic, group-based self-directed 

learning. In order to guide learners’ performance in a task, educators or tutors are avail-

able for limited guidance (Servant-Miklos et al. 2019). Meta-analyses of PBL suggest 

its effectiveness, with PBL being most effective in specific educational contexts 

(Walker & Leary, 2009). 

4.1 Gamification and Capture-the-Flag Competitions.  

Gamification of educational task has received increased interest in recent years (Nah, 

et al., 2014; Kiesler, et al., 2011). Games have the potential to engage learners, devel-

oping important features of character such as creativity, persistence, and resilience 

(McGonigal, 2011). In Cyber CTF competitions, teams solve hands-on computer secu-

rity challenges that include content relevant to the types of threats and problems faced 

by cyber-security professionals (e.g., digital forensics, cryptographic methods, software 

reverse-engineering, web security, and network traffic analysis) providing a simulation 

of the kind of tasks and environments that they will work within. 

CTF competitions exist to support a wide variety of education and knowledge lev-

els, from middle and high school levels to the levels that would challenge established 

security professionals (McDaniels et al., 2016). Solvers are not expected to rely only 

on their own pre-existing knowledge, but rather to collaborate and use the internet to 

discover possibly relevant information, methods and/or tools. Many CTF competitions 

are provide participants with sets of categories that vary in terms of their difficulty, 

much like the gameshow Jeopardy. Participants in these tasks can then freely select 

which problem from a set they wish to solve. Once a problem is solved, learners will 

find a ‘flag’, represented by a predefined set of characters, i.e. {this is a flag}. The team 

then enters the corresponding string into a competitor’s website, and their team is 

awarded points. The competition is often mediated through a web site interface. This 
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approach enables learners to explore features of the problem space using a variety of 

strategies. 

Cyber Capture the Flag Exercises contains many key characteristics of problem-

based learning (Savery, 2015; Walker & Leary, 2009), including:  

 

i) Collaboration (team-work);  

ii) Student-centered & Self-directed Learning;  

iii) Content relevant to real world problems;  

iv) Inclusion of Complex & Ambiguous Problems.  

 

 One such competition that is geared to middle and high schools’ students is 

PicoCTF (‘pico’, here, meaning ‘little’; picoctf.com; Owens, Jones, & Carlisle, 2019). 

Traditional CTFs target students with significant competitive experience and therefore 

do not tend to include game-like interfaces, graphics, or story-lines. In contrast, 

PicoCTF was designed with graduated gameplay to bootstrap student learning from 

novice through relative expert. PicoCTF has a story-driven game option (for the inter-

face, see Figure 1).  

Figure 1. The Game-Based interface (left) and Text-Based Interface (right) for 

PicoCTF. 

 

The Text-Based Problem Viewer displays the description for each challenge, ideal 

for older browsers and serious competitors. The Game Viewer is an HTML5 game de-

veloped in part by a student-run CMU Entertainment Technology Center team consist-

ing of artists, game play engineers, and producers. In the game, the player can explore 

and interact with the world by clicking on objects to view challenges. The game was 

divided into multiple levels of increasing difficulty, each advancing the story and in-

creasing in difficulty. This improved the entertainment value of the competition for 

relative novice players. In post-competition surveys, 75% of students who scored under 

500 points used the game interface while experts (scoring >500) only used the game 

viewer approximately 10% of the time.  
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4.2 Positive Learning Outcomes 

Problem-based CTF challenges have been shown to be an effective instrument for at-

taining learning objectives (Carlisle et al., 2015). For instance, when included in course-

work, CTF challenges are associated with an increase in student motivation in the class-

room, increasing overall time spent studying by emphasizing self-directed learning 

(Zhang et al., 2013). In addition, the collective identity developed by organizing these 

competitions into virtual classrooms further improved outcomes relative to students 

who did not participate as part of a classroom. (Owens, et al., 2019; White et al., 2010) 

Specific to PicoCTF, by increasing problem difficulty gradually, it is possible to scaf-

fold learning without intimidating students with complex terminology and novel prob-

lems.  

Outside the classroom, major technology companies use problem-based cybersecu-

rity challenges as a way to screen potential applicants. Several companies have devel-

oped their own underlying skill and problem-solving assessments to screen for key ap-

titudes in their cyber applicants such as outside-the-box thinking, fluid intelligence, and 

a lifelong love for learning. (Dawson & Thomson, 2018) In addition, applicants show-

ing a history of competing at CTFs can demonstrate sustained and objective improve-

ment in real-world applications, which goes beyond simple cyber-based certifications.  

5 Ethical Sensemaking in a Capture-The-Flag Exercise 

The positive learning outcomes associated with Cyber CTF along with the context that 

the task is presented in, make it an ideal platform for developing ethcial sensemaking 

abilities. The adaptation of a CTF task into one that can develop ethical sensemaking 

competencies can be relatively straightforward. Many contemporary games have 

ethical scoring systems embedded within them, making them useful platforms for ethics 

training (Schoenherr, 2020). This can take the context of flags of differential value or 

dual-currency approaches. We will now consider three main features of problem-based 

learning that can be adapted to create ethical sensemaking tasks using the CTF para-

digm. 

Identifying Ethical Affordances. At the core of sensemaking approaches is provid-

ing learners with the ability to ethical affordances of the situation, i.e., those features 

that are associated with unethical or ethically ambiguity behaviors. In the context of 

cybersecurity, this can be understood in terms of how network defense and malware are 

designed. For instance, developers of malware with cyber-physical implications (e.g., 

Stuxnet; Genge et al., 2011) should consider the nature and extent of the damage caused 

following malware deployment, what risks there are in widespread disruption to non-

targeted systems, and the consequences of misattribution. For instance, CTF narratives 

can be created that demonstrate the unintentional impact of malware on non-target pop-

ulations. Similarly, network surveillance must also consider the extent to which per-

sonal and organization information is placed at risk. For instance, cyberoperations are 

often confronted with ill-defined network boundaries and grey legal areas (e.g., defend-

ing forward; Flynn, 2020), For instance, should one hack-back at a bot-net client com-

puter, which is most likely an unwitting user who downloaded the wrong software? 



7 

Of equal importance to understanding these general ethical affordances is determin-

ing whether learners can identify what features of a program relate to formal standards 

and policies. For instance, Senarath et al. (2019) examined the extent to which software 

developers used Privacy Engineering Methodologies (methods for ensuring user pri-

vacy during software development). They found that the perceived usefulness of the 

privacy methods as well as their compatibility with a developer’s approach were the 

main determinants of whether the methods were used or not. Consequently, problem-

based learning tasks can direct learners’ attention to these features. In the context of 

cyber CTF education tasks, after action reviews (debriefings) can also be used to deter-

mine which ethical affordances learners understood, applied, and were affected by. 

The Many Hats of Cyberoperatives. Over the course of their career, cyberoperatives 

might be required to engage in black, grey, and white operations. Each of these activi-

ties represents a role with an associated schema. In the case of white hat operations, 

cyberoperatives will be working in the constraints of domestic and international laws 

in order to fulfill organizational goals or national security objectives. Thus, instructors 

can assess the extent to which learners are aware of how general legal frameworks apply 

to a specific situation. Specific variants can also require learners to engage in the 

healthcare context, governmental, and non-governmental organizations. Moreover, de-

pending on design of the task, learners can be placed under speeded stress in order to 

see how rapidly they can make these decisions and which affordances are most salient. 

In contrast, black hat operations will violate some or all standards and legal frame-

works. Black hat operations represent situations in which learners can use all possible 

technical affordances to software and hardware in order to penetrate a network. Even 

in the event that a cyberoperative will never engage in black hat operations, it is still a 

useful activity to understand how these individuals react/respond in order to predict 

their behavior in certain situations and understand fully the capability of the devices 

and networks that are currently in use to identify their vulnerabilities. However, by 

framing tasks as ‘black hat operations’, learners might have different exchange sche-

mata activated (e.g., Schoenherr, 2020; Schoenherr & Thomson, 2020). 

Social Influence and Contextual Factors. A basic feature of ethical sensemaking is 

the ability to identify ethically relevant features of a situation as well as the set of pos-

sible responses. Problem-based learning, and capture-the-flag tasks in particular, can 

teach learners about ethical affordance as well as the importance of social influence, 

conformity, and obedience. For instance, studies of obedience to authority demon-

strated that the majority of individuals would engage in ethically questionable behavior 

given the specifics of the situation (Blass, 1999). Moreover, studies have also indicated 

that peers can influence ethical behavior, with cheating more likely to occur when in-

dividuals have peers that cheat (McCabe & Trevino, 1997). 

Similar situations might occur in the context of cyberoperations. Cyberoperatives 

might start out engaging in white hat operations such as network defense. However, 

over time, more proactive defense measures might result in network intrusion or direct 

requests from superiors to engage in conflict-promoting behavior. CTF tasks can help 

develop ethical resiliency by demonstrating how learners can identify the circumstances 

leading to these situations. For instance, the collective identity that is developed during 
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these tasks can be exploited, resulting in groupthink concerning what actions are ethi-

cally appropriate. 

6 Considerations for Modeling Ethical Behavior 

A challenge in modeling ethical behavior is the lack of common-sense reasoning in 

extant models. Two main techniques in modeling ethical behavior include deontologi-

cal models (rule-based) and utilitarian (value-based; Yilmaz & Sivaraj, 2019). Both 

systems rely on constraint-satisfaction as a mechanism to support ethical decisions in 

the decision-making process (Yilmaz, et al., 2017; McLaren, 2006). A challenge for 

any static rule-based system is that ethical affordances are generally context-sensitive, 

and rules are usually too-strict to capture real-world nuance. Utilitarian models can be 

more flexible, but are a more complex as the relative ‘value’ of ethical behavior is com-

plex to define and may not accord with many values (e.g., no man left behind does not 

maximize effectiveness, but does have positive morale implications).  

 To promote the development of effective models, the data from ethical problem-

based learning approaches can be used to model and predict effective collaborative 

cyber workforce strategies and individual differences associated with performance. In-

teractions between ethical affordances, social influence, and roles (e.g., white hat or 

black hat) can provide critical insight into vulnerabilities in network security person-

nel’s responses to situations. By manipulating other factors such as time pressure, the 

limits of cybersecurity professionals can be identified and modelled to identify areas 

where autonomous and intelligent network security systems should be implemented. 

7 Conclusions 

The set of ethical norms and conventions applicable to software developers, network 

security professionals, and cyberoperatives is at once rich and ill-defined. Professional 

codes of conduct, international standards, and individual morality will all contribute to 

an ethical sensemaking process. Although professionals might understand the technical 

affordances of software and networks, this does not address their ethical sensemaking 

competencies. Available evidence also suggests that learners have difficulties identify-

ing these issues (Senarath, et al., 2019). However, given the technical nature of 

cyberoperations, learners must be presented with ethical challenges in a relevant envi-

ronment to sensitize them to these features. Didactic tasks that outline ethical principles 

and standards are likely to be insufficient in achieving these goals. In the tradition of 

PBL, cyber CTF competitions present one means to achieve this. These tasks can vary 

the ethical standards that are applicable to a situation, the nature of these operations 

(e.g., black, grey, or white hat), as well as the social context in which these operations 

occur.   
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