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Observation. Following the Arab Spring civil protests in 2011, there was a significant decrease in the
percentage of civil resistance movements that successfully achieve their stated goals. Ensuring nations
honor their citizens' free speech is essential to peaceful democratic processes. As free speech
suppressing technologies become ubiquitous, the opportunities to settle polarizing disputes below the
threshold of violent armed conflict proportionally decrease. Therefore, civilian and military leaders
operating within the international relations domain must understand why the decline has occurred and
give outlets to elevate citizen voices without relying upon violent armed conflict.

Discussion. The most notable social movement in recent history was the series of anti-government
protests in 2011, known as "the Arab Spring."'% The Arab Spring began in December of 2010 when a
Tunisian street vendor named Mohamed Bouazizi self-immolated in response to the confiscation of his
wares and harassment from municipal members of his local government. '°' Bouazizi's act catalyzed the
Tunisian Revolution, which involved 28 days of civil resistance, protests, and social media content. 19
WikiLeaks played a supporting role in the protests, with leaked documents revealing the corruption and
repression by the Tunisian regime. %% The protests led to the ousting of Tunisian President Zine El
Abidine Ben Ali and eventual democratic elections. %4

The unrestin Tunisia inspired similar movements in Algeria, Jordan, Egypt, Yemen, Libya, Bahrain, Syria,
Iraq, Jordan, Kuwait, Morocco, Oman, and Sudan, with minor protests in Mauritania, Saudi Arabia,
Djibouti, and Western Sahara. % Social media played a pivotal role in the spread of the demonstrations,
as seen in research of the power of social media to support collective action movements. '° However,
these lessons learned are not necessarily about the Arab Spring but lessons gathered by observing
governments in a post-Arab Spring world.

The movement resulted in seven overthrown governments, policy reforms occurring in six countries, and
four civil wars. 197 Citizens with their eyes toward democracy and government reforms were not the only
ones to notice these dramatic results. Governments began implementing controls and safeguards to
reduce the likelihood of an Arab Spring repeat. ' Following the Arab Spring, two things changed that
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dramatically favor the efforts of oppressive governments. First, the academic research field of predicting
civil unrest exploded, creating opportunities for governments to predict risks to their regimes and act
against them. Second, technologies advanced to the point that a government willing to spend large
amounts of money can influence the information domain and gain an advantage. As a result, the
percentage of successful non-violent social movements plummeted from 19.8 percent before the Arab
Spring down to 4.34 percent afterward. %9

One possible reason for the decrease is simply an issue with the data. After all, a two-sample test
revealed a rejection of the null hypothesis (that there was no difference in the proportion of successful
civil resistance movements before and after 2011) at a significance level a (alpha) that is less than or
equal to 0.05618 (in other words a confidence level approximately 94.38, slightly below the conventional
threshold of 95 percent). Additionally, there is a possibility that there is an insufficient sample size in the
post-Arab Spring group, given that there were 518 data points before 2011 (4.666 average resistance
movements per year) and only 87 afterward (12.43 average resistance movements per year through
2019). While it is certainly a possibility that the change is a statistical anomaly, there is nothing to be
learned by chalking change up to chance; instead, let us examine the changes oppressive governments
have made in response to the Arab Spring to reduce the likelihood of it repeating.

Civil unrest prediction involves
analyzing social media,
technology, and social science
data to identify trends and e
attempt to regress future . -
behavior based on previous
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authoritarian regimes attempts to keep their citizens docile and submissive, this predictive ability of civil
resistance also provides opportunities to be more aggressive in their operations to silence dissent.

One example of this is in Iran, where citizens rose in protest after a 22-year-old Kurdish woman named
Mahsa Amini died following detainment by Iranian morality police and detention at a reeducation
center. """ The Iranian government arrested thousands during the protest, and over 300 died. "2 In August
of 2023, predicting that protests would occur in September in conjunction with the anniversary of Amini's
death, the Iranian government preemptively arrested likely protestors and their families. '® A significant
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lesson learned for the post-Arab Spring world is to not give similar regimes the tools to oppress their
people more efficiently.

Governments worldwide have begun to develop propaganda armies of fake social media accounts called
"sockpuppets." ''* Government-run sockpuppet social media accounts for peddling propaganda, centrally
controlled censorship, internet filtration tools, internet shutdowns, and advanced surveillance systems
are stables for global authoritarian regimes. "> The Russian Internet Research Agency and the Chinese
"50 Cent Army" are two examples that have gained media prominence in the US. ''® The networks of
fake accounts push government-backed themes and reduce the prominence of government
detractors. "7 Oxford University's Computational Propaganda Research Project analyzed social media
manipulation and found evidence of organized social media manipulation campaigns by governments or
political parties in 81 countries. '"® With the increase in individuals voices stifled, it is difficult for legitimate
movements to control the narrative and achieve their objectives.

Surveillance and censorship technologies are a profitable market, beyond giving governments the tools
to silence dissent quickly. Through collecting biometric information (such as gait, facial measurements,
voice, and DNA), governments can pinpoint participation in opposition movements and track down
individuals. Social media provides the perfect supplement to state-sponsored surveillance and gives
repressive governments all the tools needed to generate an enemy list and dispose of them with little
resistance. If citizens continuously provide their data to internet-based programs, they feed the
information machine with the tools to oppress them and thwart their resistance. Journalists have long
known the necessity of privacy and security to enable their work and keep the identities of their sources
confidential. However, citizens in dangerous situations may not have the tools necessary to protect
themselves and remain private. Following the US withdrawal from Afghanistan, anyone who had
supported the United States suddenly became a target for the Taliban. '"® With no US presence on the
ground, there was no means of teaching individuals in danger how to protect their identity. The necessity
of privacy and security is the third major lesson of the post-Arab Spring World.

Recommendations. In a post-Arab Spring world where oppressive governments can predict future civil
resistance movements and unleash advanced technologies on their citizens, who have no privacy or
security skills, it may seem hopeless to support peace and stability. However, the war in Ukraine provides
some hope in this domain, where their genuine content has fought against Russian artificial content and
is winning. 2 Ukrainian social media demonstrates the second major lesson of the post-Arab Spring
world: real people are more potent than bots and sock puppets. Therefore, some recommendations
include:
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First, the US State Department with the Department of Defense must develop a privacy and security
curriculum that it can distribute through encrypted means to individuals suffering from oppression.
Distributing the curriculum may look like accessing a multi-relay browser (such as the one from the TOR
project), a temporary public website through a discreet platform, or even a file sent over an encrypted
messaging app. This curriculum could potentially be sent to US-aligned personnel in Afghanistan to teach
themselves how to obscure their identity better and remain safe despite being pursued. In areas with a
US Embassy or military presence, personnel could provide in-person instruction to ensure that the people
who need it most are afforded the tools to survive.

Second, governments should advocate for social media platforms that require identity verification as a
prerequisite for use. With authoritarian government access to limitless numbers of fake social media
profiles, platforms are responsible for cleaning up their platforms and ensuring that users are legitimate.
Unfortunately, social media companies’ monetary value relies upon monthly active users, so they have
an incentive to ignore fake profiles. Creative incentive programs could offset the costs of removing fake
profiles and enforcing universal user verification programs. If banks, schools, utilities, and libraries require
user verification, should the primary weapon of the information war not need it, too? When used with a
fake-profile bounty program, which would pay users for uncovering foreign government fake social media
profiles, social media could return to its original intent of connecting people and away from its role as an
authoritarian government tool for oppression.

Third, while research into predicting social movements has a legitimate purpose, it creates a liability for
individuals who may seek to engage in those movements. Fortunately, there are a variety of non-
governmental organizations that train citizens in social movements and understand this dynamic. Those
organizations must hire academic staff members who understand the predictive models and which flags
arise to indicate an impending movement. By knowing the flags, trainers can consciously avoid those
activities and ensure their movement can proceed without oppressive intervention.

Without actions to ensure individuals can express themselves and control their destinies, it seems likely
that the success rates for social movements will continue to decline. It is no coincidence that as the
success rates for social movements decline, the global democracy ratings are also declining. 2" When

citizens have control of their destiny, they can demand policies that respect their free will. However, when
oppressive governments can control narratives, preemptively arrest protesters, and track down every
dissenting opinion, the places where peace can flourish will continue to decline.

Lesson Author: Captain Daniel Eerhart is an U.S. Army Psychological Operations Officer currently serving as
a Cyber Policy, Law, and Strategy Research Scientist at the Army Cyber Institute. His work focuses on
Infrastructure security policies, information warfare, and digital privacy policy and is part of the team that
coordinates the annual Jack Voltaic critical infrastructure cyber exercise. He has published work relating to
secure source distributed microgrid systems. As a Psychological Operations Officer he has operational
experience in five US Central Command countries, including those impacted by the Arab Spring. He was a
graduate student at the University of California, Los Angeles (UCLA), where he earned a Master of Public Policy
specializing in Technology and Cyber Policy. He holds pr
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	Observation. In July 2023, the International Telecommunication Union (ITU), the United Nations’ agency for information and communication technologies, hosted “The AI for Good Summit 2023.”28F   While the final report from the Summit is not yet availab...



