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INTRODUCTION:
MICROTARGETING AS INFORMATION WARFARE 
Major Jessica I. Dawson, Ph.D. 
Assistant Professor
Army Cyber Institute

In September 2020, General Paul Nakasone, NSA 

Director and Commander of U.S. Cyber Command, called 

foreign influence operations “the next great disruptor.”[1] 

Nearly every intelligence agency in the United States 

government has been sounding the alarm over targeted 

influence operations enabled by social media companies 

since at least 2016, even though some of these operations 

started earlier. What often goes unstated and even less 

understood is the digital surveillance economy underlying 

these platforms and how this economic structure of trading 

free access for data collection about individuals’ lives 

poses a national security threat. Harvard sociologist 

Shoshana Zuboff calls this phenomenon “surveillance 

capitalism [which] unilaterally claims human experience 

as free raw material for translation into behavioral data.”[2] 

This behavioral data is transformed into increasingly 

accurate microtargeted advertising.[3] The new surveillance 

capitalism has enabled massive information warfare 

campaigns that can be aimed directly at target populations. 

The predictive power of surveillance capitalism is not only 

being leveraged for advertising success but increasingly 

harnessed for mass population control[4] enabled by 

massive amounts of individually identifiable, commercially 

available data with virtually no oversight or regulation.

This is not to say there is no oversight—data use and 

collection by the intelligence community is subject to 

significant oversight and regulation. This is not about 

data use laws and areas that are already regulated. 

Technology companies such as Facebook or Google exist 

in ungoverned spaces and are not subject to regulations 

like specific industries such as banking, education, or 

health care providers. For example, medical companies 

are clearly bound by the Health Insurance Portability and 

Accountability Act (HIPAA) and the banking industry is 

bound by Sarbanes Oxley, which includes data regulation 

components. Conversely, the tech companies actually 

have a shield from liability based on the Communications 

Decency Act, Section 230.[5] This law places tech 

companies outside of regulatory restrictions rather than 
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providing any meaningful limit on their actions and, as a 

result, creates a national security risk for the Department 

of Defense (DOD). 

   

For example, Facebook has acknowledged its platforms’* 

abilities to help political campaigns target voters to defeat 

ballot initiatives[6] and, more recently, Channel 4 News 

in the United Kingdom reported on how political action 

committees (PACs) in the U.S. targeted voters to decrease 

opposition turnout using the Cambridge Analytica dataset.
[7] These incidents and others have caused people to look 

at the concentrated power companies leveraged via these 

platforms. One can argue microtargeting allows individual-

level messaging to be deployed to influence voting 

behavior and is able to be leveraged for more insidious 

dis/misinformation campaigns. What started as a way for 

businesses to connect directly with potential customers has 

transformed into a disinformation machine at a scale that 

autocratic governments of the past could only imagine. 

The U.S. must recognize the current advertising economy 

as enabling and profiting from information warfare being 

waged on its citizens and address the threat.

Fundamentally, domestic digital privacy is a national 

security issue. The DOD should place greater emphasis 

on defending service members’ digital privacy as a 

national security threat. This is not a hypothetical issue. 

China recently accused a staff sergeant of being patient 

zero in the COVID-19 pandemic, which unleashed a 

torrent of attacks online against her.[8] The targeting of key 

individuals by foreign agents has always been a national 

security threat, yet the current advertising ecosystem is not 

currently widely recognized as an attack space. Consider 

a defense contractor that targets a senior military leader 

in order to sway his/her decision on an acquisition. What 

if a missile systems operator is identified and targeted for 

digital blackmail by North Koreans? Worse, consider if 

China is successful in convincing key U.S. military officers 

that it poses no threat in the Pacific, leading to changes in 

the force posture that work to China’s benefit. The murder of 

a Mexican American soldier and subsequent social media 

outrage at Fort Hood in 2020 demonstrates the impact a 

local incident can have on the national scale. All of this 

is enabled, with surgical precision, by the microtargeting 

advertising environment, fed by data gathered through 

apps, cell phones, games, and more.

This graphic novel is meant to illustrate the risks from 

microtargeting and the small, almost imperceptible actions 

that can shift the outcome of major events. Particularly in 

competition, the risks from commercial data collection and 

the weaponization of it towards adversary ends can shift 

momentum over a series of small movements. Supply chain 

disruptions can appear to be an accident, almost normal 

friction. Family members can be targeted to influence a 

key decision-maker. A long-term employee leaving for a 

better-paying job doesn’t render any alarms. A frustrated 

idealist can trigger a national security event because of 

what they’re consuming online – all individually targeted 

through algorithms enabled by commercial data collection.

The threat from microtargeting isn’t a massive open wound. 

Instead, it’s death by a thousand cuts from an unseen knife.

   Fundamentally, 
domestic digital privacy 
is a national security 
issue. The DOD should 
place greater emphasis 
on defending service 
members’ digital privacy 
as a national security 
threat.
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Disclaimer: The views expressed in this book are those of the authors and do not reflect the 
official position of the U.S. Government, the Department of Defense, the Department of the 
Army, or the United States Military Academy. This book is a work of fiction. Names, characters, 
places, and incidents are the product of the author’s imagination or are used fictitiously. Any 

resemblance to actual events, locales, or persons, living or dead, is coincidental.

   Army Cyber Institute at West Point, 2023

Science Fiction Prototypes are science fiction stories based on future 

trends, technologies, economics, and cultural change. The story you are about to 

read is based on threatcasting research from the Army Cyber Institute at West 

Point and Arizona State University’s Threatcasting Lab. The story does not shy 

away from a dystopian vision of tomorrow. Exploring these threats inspires us to 

build a better, stronger, and more secure future for our Armed Forces.
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It’s 
working 
Ma’am ...

What happened 
to the power? 

Indicators show 
the battery is dead, 

but the battery 
can’t be dead!

What happened 
to the power? 

Indicators show 
the battery is dead, 

but the battery 
can’t be dead!

…the 
sub is out 
of their 
control.

I can’t do 
anything 
with her!

     nxious to tap into the sea floor’s rare earth 
deposits, Atropia agreed to a joint venture with 

ARN industries, a global tech giant.

The Atropian deep-sea expeditionary force 
desperately needed worldwide support for 
the country’s renewable energy projects

The submarine Kastel Roger was 
on its maiden voyage, testing an 

experimental nuclear battery, when 
something went wrong…

AA  7 days ago. the Atropian sea.



What 
was 

that?!

What do 
we do 
now?

Nothing is 
working!

We’re going 
down!  We’re 
dead in the 

water!



Kastel Roger 
this is Wildcat 3. 
Can you hear us?  
Report.  Kastel, I 

repeat …

Comms 
are down! 
Someone 

please help 
us!

Ma’am, the 
sub has lost 

all power and is
coming to rest 
on the ocean 

floor.

All according to plan. 
Alert command of 

our success ...



... and let’s move 
to phase 2.







suffered from splintered technological systems and isolated financial systems. There 
were those that aligned with a rules-based international order that served as a 
“check on power” and those that sided with an international order that rewarded 
the powerful. The Internet was fractured between these two systems: one system 

that devoured every bit and byte of available data for surveillance of people and 
systems and one that used claims of better data in order to improve people’s lives. These 
rivalries were joined on the world stage by a new generation of super-empowered 
individuals, organizations, and other non-traditional actors, ranging from technology 
billionaires who claimed to want to save the world to terrorist networks who wanted 
to create chaos.  Groups–sometimes unknowingly–manipulated people at scale 
through the use of targeted digital media. Far more than just a modern gloss on classic 
advertising, the influence machinery is wide-reaching and inescapable. A continuous 
collection of data enables more precise targeting than previous generations could 
have ever imagined. 

Exhausted by the widespread death and destruction throughout the 2020s, a short-
lived, tenuous peace was created by way of a targeted digital marketing campaign 
encouraging people away from violence and toward peace and harmony. These 
efforts focused less on clear, legible military targets and more on civil and private 
infrastructure and institutions, such as healthcare, agriculture, and energy – leading 
to peace but also a loss of freedom and agency because the systems were always 
watching. Global surveillance giants slowly degraded the state military capacity by 
convincing the young not to join the military and that peace could be attained without 
violence. They convinced the older generations that prosperity could be gained 
through stability, not war. The use of data collection from all facets of daily life resulted 
in the expansion of disruptive technologies. This allowed for broader multifaceted 
surveillance across domains and controls of targets to an extent not yet seen.

Cyberspace became more fragmented as authoritarian states imposed sovereign 
digital controls and aimed to separate from the global Internet. They did this in the 
name of protecting their people from foreign influence, but that was only half the story. 
The other half was that by controlling the information, these authoritarian regimes 
demonstrated how much they did not trust their people. In fact, they worsened the 
existing social fragmentation and further eroded basic prosperity and security. This 
led to increased unrest among those who were not hyper-connected. This fed an 
overarching trend of volatility and instability around social norms. Institutions whose 
resilience was once taken for granted were no longer trusted. The primary threat to 
both democratic society and rules-based international order was the return of “strong 
man rule.” Those “strong men” used data in new ways to remove any obstacles to their 
objectives through both legal and extralegal means. Those compelled by this form 
of “strongman” governance repeatedly tested the adaptability of our interconnected 
global systems–disrupting institutions that refused to comply with their demands. 
Targeted information manipulation created confusion around who was doing what, 
enabling these techno-dictatorships to rule in their sphere of influence unchallenged.

THE WORLD 
OF 2030
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The economic transition from buying things to subscribing to things was also nearly 
complete. Most of the global economy no longer enabled people to buy things 
outright–subscriptions were often the only option, and while that appeared cheaper 
for the end user, it came with a cost: continued data extraction from “always on” 
technology. Software as a service and subscription to daily life relentlessly collected 
data on the world, becoming more deeply embedded in physical systems. By 
transitioning to computerized systems as opposed to more “offline” mechanical systems, 
new vulnerabilities expanded cyberwarfare attack surfaces to an unprecedented 
degree. Those systems that maintained mechanical capabilities remained more 
resilient to cyberattacks/espionage, but the global data giants continually worked 
to undermine these capabilities–if they couldn’t collect data, they couldn’t control it. 
The interconnected world of 2030 was buggy, brittle, and easily hacked. But the 
prevailing view was that if you had nothing to hide, there was no need to worry about 
the constant invasion of privacy, whether it came from tech companies or government 
institutions. But this view was fundamentally wrong.

Artificial Intelligence (AI) made tremendous gains in the intervening decades and was 
used to compile everything, to “zero in” on the weakest individual in an organization 
who could become a single point of failure. The rapid advances in biocomputing 
empowered people to an unprecedented degree, granting them access to digitally 
augmented decision-making capabilities that were unthinkable only a few short years 
ago. As with every technology, there were those who benefited from it and those 
who were exploited by it. In the early 2000s, Periodic, a Silicon Valley technology 
platform, rose to global dominance by figuring out how to encode the analog world 
into digital code. They used videos, memes, social media, and games to extract data 
about the emotions of their users. Their platform could determine what made someone 
more likely to trust someone else. Periodic identified what information or “nudges” 
would motivate its users to take a small, out-of-the-ordinary action that was not only 
betraying their own groups, but also eroding broader social frameworks of trust and 
cohesion–things critical to the functioning of democracy. Periodic’s global dominance 
went largely unchallenged. Yet, they missed something ...

By 2030, Periodic had gathered more data on more companies and individuals 
than any other company in the world. Their AI program, Gyges One, could analyze 
everything from supply-chain bottlenecks to an individual’s personal vulnerabilities. In 
the run-up to 2030, Periodic started competing with ARN Industries to build a deep-
sea mining prototype to help Atropia extract resources from the seabed. If successful, 
Periodic could reduce ARN Industries and Donovian dominance over rare-earth 
mineral extraction in the region. The world of 2030 was one in which technology, 
platforms, and their data threatened to exploit a connected world with a “strategic 
shock” that would leave it exceedingly fragmented.
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Though, at this 
point, that’s no 

longer a rescue 
mission.

I wish you had called ahead. 
I would have told you the 
timing couldn’t be worse 

for a meeting.

And it couldn’t wait? We’re still 
under construction here and, 

Like the rest of Periodic, we’ve 
been trying to help with your 

country’s lost sub.

… and there are some 
things that are better 
discussed in person.

 And, honestly, I’m not 
terribly excited about 
having a private meeting 
with an Atropian agent.

Let’s skip the 
pleasantries then. We 
have more to discuss 

than you realize.

I can see why 
you’d think that.

You’ll understand 
why we had to 

meet soon enough. 
We have a lot to 
cover regarding 
the potential of 

our partnership … 

Though, at this 
point, that’s no 

longer a rescue 
mission.

 today, periodic headquarters, donovia



Before you officially open your 
offices here in Donovia, there 
are things you need to know 
about our recent success.

No offense taken. We’ve 
developed a suite of 
artificial-intelligence 

tools that dovetail with 
Periodic’s in ways you’ve 
never considered. But 

before we go into that …

No offense, but 
you’re misinformed. 

I’m very aware 
of our system’s 

capabilities, 
and mining 

infrastructure is 
a bit outside our 

wheelhouse.As you know, the Atropians were 
determined to develop their 

own national mining operations 
that were not dependent on 
multinational corporations. 

However, we had interests of 
our own. So when the Atropian 

national company ARN folded, we 
were there to pick up the pieces.

Thanks in no small part 
to Periodic’s systems.

let me ask you 
a question. 

Say you wanted control 
of ARN Industries’ mining 

operations, and you wanted 
Atropia’s rare-earth 

mineral rights.



ATROPIA

ATROPIAN
SEA

DONOVIA

What would it take to erode ARN 
Industries’ friendly relationship 

with Atropia? And, as a bonus, 
throw a wrench in the West’s 

presence and research operations 
in the region. Maybe even shine a 

positive light on Donovia?

I’d say lots of 
luck. You’d have 
to overcome 

generations of 
distrust between 

Atropia and Donovia. 
Nothing’s impossible, 
but that would come 

awfully close.

At least you acknowledge 
it’s possible. I’d say we could 
take control without firing a 
single shot and no one, not 

even Periodic, would know how 
it happened.

Hypothet … 
hmm. Would 

you?

You’re underestimating 
Periodic’s monitoring 

systems in your 
hypothetical. We’d be 

able to see if you were 
taking action



A few more 
seconds and 

it will be 
connected ...

If your quantum Gyges One system is 
connected to everything, you can’t 

possibly defend it all… believe me, there 
are certainly some things that you missed.

Periodic has the exclusive 
contract for providing the data 
infrastructure inside of Atropia. 

What could we have missed?

So you really 
think you captured 

everything?

Gyges One has a major 
blind spot around the prime 
question about power: Who 

watches the watchers? 

We spent months monitoring ARN … 
but it was your system that gave 

us unparalleled access to so many 
pieces of the puzzle.

With distractions available 
24-7 on your phone, fun 

isn’t merely fun ... with the 
right eyes on cat videos 

and fANTASY FOOTBALL, “fun” 
becomes our gateway to 

industrial espionage.

You engage people’s emotions – 
your system, more than anything 

out there, knows what makes 
people tick. We just had to combine 

it with other information to get 
the results we desired.
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OPEN-SOURCE DATA IS EVERYWHERE—
EXCEPT THE ARMY’S CONCEPT OF 
INFORMATION ADVANTAGE

MAJ Maggie Smith and MAJ Nick Starck
Originally published as part of the Army Cyber Institute’s/Modern War Institute’s Competition 
in Cyber Project [ https://mwi.usma.edu ]
05.24.2022

Three months ago, as Russia invaded Ukraine, the world watched as Twitter exploded with 

real-time data, reporting, and analysis of the unfolding conflict. It quickly became clear that the 

war presented analysts with an unprecedented amount of rich, open-source data on military 

movements, troop location, shelling damage, weapon types, and more. Ukraine has been quick 

to capitalize on Russia’s poor data protection, and President Volodymyr Zelenskyy has become 

Ukraine’s most potent weapon because of his ability to use data and information and Russia’s 

inability to protect it.

For the U.S. Army, a key takeaway from the Ukrainian conflict so far should be the extent to which 

our modern-day habits are trackable, traceable, and predictable. Open-source data presents 

modern militaries, especially wealthy high-tech ones, with a very uncomfortable truth: militaries are 

exposed because their troops are connected. Currently, the U.S. legal and regulatory systems do 

not, and cannot, protect the average citizen—and therefore, the average U.S. service member—

from risks associated with the ubiquitous open-source data produced by our surveillance 

economy. From a national security perspective, the accumulation of open-source data on 

people—their habits, their likes and dislikes, their exercise routines, and more—and its potential 

to impact the military’s ability to fulfill its man, train, and equip mandate from Congress is deeply 

concerning. Also alarming is the amount of information our adversaries can glean about U.S. 

strategic interests from tracking U.S. military activity on any number of apps, like Flightradar24, 

which includes U.S. military reconnaissance platforms such as the unmanned RQ-4 Global Hawk, 

the RC-135V Rivet Joint, and others among the aircraft it tracks, and Strava, the fitness tracking 

app. Ultimately, you can intuit quite a bit about where our forces may be heading, where military 

planners are focusing their efforts, and where the next conflict is likely to occur if you simply track 

where Rivet Joints are conducting sorties and service members are working out. And for the Army 

specifically, the existing and emerging doctrine fails to account for the surveillance economy and 

its open-source data, leaving a gaping hole in our competitive strategy.

Information Advantage: What Is It?

Presently, the Army is developing its doctrine for its newest term of operational art: information 

advantage. Information drives friendly, neutral, and adversary actors at all levels and across all 

domains of warfare. Information advantage is a condition of relative advantage that enables a 

more complete operational picture and leads to decision dominance—the sensing, understanding, 

deciding, and acting faster and more effectively than the adversary. Gaining the initiative and 

maintaining a position of relative advantage over the information environment—regardless of 

where we find ourselves on the conflict continuum—largely depends on a commander’s ability to 

achieve an information advantage over a defined target audience or adversarial decision maker in 

a specific context or timeframe. Complementary to information advantage is the employment of 
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information and other capabilities as weapons designed to shape friendly, neutral, and adversarial 

perceptions, attitudes, and behaviors. Ultimately, the ability to shape perception and achieve 

victory in modern conflict and competition is heavily dependent on trust—trust in data, among 

team and unit members, in leaders, in doctrine, in equipment, and in capabilities.

To achieve information advantage, the Army conceives of five interrelated core tasks—what have 

been described as “information advantage activities.” Commanders must: 1) enable decision 

making; 2) protect friendly information; 3) inform and educate domestic audiences (a task 

conducted in accordance with laws and focused on public affairs office activities); 4) inform and 

influence international audiences; and 5) conduct information warfare. In theory, information 

advantage activities are synchronized through the operations process, integrated across the 

Army’s six warfighting functions—command and control, intelligence, protection, movement and 

maneuver, fires, and sustainment—and employed using all available military capabilities. After 

distilling the Army’s rhetoric, information advantage requires commanders to prioritize persistent 

sensing, ongoing analysis, cyclical assessments, and a willingness to continuously update 

assumptions to ensure they maintain a dynamic situational awareness of the environment—in 

competition and conflict. Ultimately, the Army anticipates that victory in future warfare, and in the 

current era of persistent engagement, will come down to who can gain the most by effectively 

employing information to their advantage.

The National Security Risk

Instead of gunfire or artillery explosions, some of the first signs that Russia was invading Ukraine 

on February 24, 2022, came from Twitter. For example, Dr. Jeffrey Lewis, an expert in arms 

control and nonproliferation, compiled open-source data from the traffic layer of Google Maps and 

shared the Russian troop movements he identified, essentially in real-time, on Twitter. According 

to Google Maps, he tweeted, “there is a ‘traffic jam’ at 3:15 in the morning on the road from 

Belgorod, Russia to the Ukrainian border”—exactly the spot where vehicles, equipment, and 

manpower had massed the previous day. “Someone’s on the move,” Dr. Lewis concluded, and he 

was right. As the Ukrainian conflict escalated, individual researchers and organizations continued 

to collect and analyze open-source data—also defined as publicly available information by DOD—

from social media platforms, commercial satellites, and public databases. Their analysis and 

reporting have emerged as a critical resource on the conflict, providing combatants and observers 

with incredible insight and minute-by-minute assessments of what is happening on the ground.

“The ability to shape perception and achieve 

victory in modern conflict and competition is 

heavily dependent on trust—trust in data, among 

team and unit members, in leaders, in doctrine, in 

equipment, and in capabilities.”
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However, the ability to track ongoing military operations through open-source data is not new.In 

2016, Bellingcat released a report that used open-source data to document the full scale of the 

Russian artillery attacks against Ukraine in the summer of 2014. In fact, using open-source data 

is the new normal. And various U.S. government agencies, including the Department of Defense, 

rely on open-source data for intelligence and procure data through contracts with data brokers. In 

response, civil society and privacy watchdogs around the world have voiced concern, highlighting 

the risks to personal privacy associated with government-led data collection, aggregation, and 

use. The likely result is new legislation, like the proposed Fourth Amendment is Not For Sale 

Act and others.

However, the use of open-source data and large-scale, legal data collection efforts frequently 

pose less obvious national security risks. China, for example, aggressively collects data—legally 

and illegally—to support its domestic and international goals. A major threat to U.S. citizen data 

is China’s Beijing Genomics Institute (BGI), which has grown into one the world’s largest genomic 

companies after working on the Human Genome Project. BGI developed a prenatal genetic test, 

in collaboration with the Chinese military, that is sold and used globally. However, in addition to 

providing prospective parents with important genetic information, the DNA specimens are also 

amassed into a vast bank of genomic data that China is using to conduct large-scale studies of 

population traits. More than eight million women have taken BGI’s prenatal tests globally, and 

China has their DNA and location data stored locally in mainland China. BGI also developed a 

COVID-19 test and offered to set up testing laboratories in several U.S. states at the start of the 

pandemic. Mike Orlando, head of the National Counterintelligence and Security Center, identified 

the BGI offers as a national security risk, “citing concerns about how China might use personal 

data collected on Americans.” Even when done legally, DNA collection by Chinese companies 

should be understood as part of China’s comprehensive effort to collect records and data.

On the other hand, data also creates risk for the governments that aggressively pursue it. Experts 

are increasingly identifying the ways that open-source data can be used to expose government 

activity (e.g., military maneuvers, resource allocation, travel, or policy activity) and how the ever-

growing pools of open-source data generated by modern societies pose a national security risk. 

But we lack precision in how we describe the sources, mechanisms, and outcomes of open-

source data risks, preventing the development of a coherent mitigation strategy tailored to the 

national security context. Without a common understanding of risk, civilian and military leaders are 

unable to make informed and consistent decisions about open-source data, leading to strategic 

missteps and tactical knee-jerk reactions—like embedding code in the Free Application for Student 

Aid website that sends user information back to Facebook (the code has since been removed) 

or banning service members from using geolocation features on devices in deployed areas (e.g., 

fitness trackers).

What Is Information Advantage Missing?

The piece missing from the Army’s information advantage framework is an awareness of how the 

persistent aggregation of open-source data in the surveillance economy impacts the Army’s ability 

to achieve information advantage. Because the American public is subject to the surveillance 

economy, U.S. service members are, too. George Washington famously emphasized that “when 

we assumed the Soldier, we did not lay aside the Citizen” as a cautious reminder that soldiers are 

citizens first. Since service members live alongside and among the general population, service 

members and veterans are not only susceptible to the same targeted marketing the average 
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citizen experiences, but are actually the target of additional foreign manipulation and surveillance 

efforts. Soldiers, sailors, airmen, and Marines access social media platforms and online services 

just as civilians do. They also purchase items online, apply for credit cards online, do their taxes 

with online tax preparation tools, and surf the web just like their civilian counterparts. But unlike 

the civilian neighbors they barbeque with, they also fight the nation’s wars. Open-source data 

is produced continuously by all service members as they go about their digitally connected 

lives alongside their civilian counterparts, making the surveillance economy an integral part of 

the information environment that commanders need to consider as they conduct information 

advantage activities.

The military is beginning to understand the potential risks presented by open-source data, 

particularly in combat situations, partly because examples of how open-source data can 

expose military information abound—from troop location tracking on Tinder to tracking stolen 

AirPods to SIM cards revealing Russian troop locations in Ukraine. Of course, these known 

cases fit neatly within traditional operational security risks and are scenarios that senior military 

leaders can relate to—especially when open-source data is directly contributing to deaths on the 

battlefield or to the identification of war criminals. However, having a tactical appreciation of the 

open-source data risks during periods of declared conflict is not enough to achieve information 

advantage—the risks to military operations are present well before any decision to go to war is 

made and persist after conventional conflict ends. In fact, the risks are a constant factor in the 

current competition environment, making any ex post facto restrictions, regulations, or rules 

placed on deployment behavior inadequate and misguided. Changes need to happen at home, 

well before the deployment cycle begins. Failing to consider garrison operations and the ways 

that soldiers interact with the surveillance economy as part of the information environment that 

commanders need to consider for information advantage is a failure to understand when and 

where the vulnerabilities and threats to the force begin and a failure to account for our modern, 

digitally connected, human behavior.

The “So What” of Open-Source Data

For multi-domain operations, the Army frames the operating environment as including human, 

physical, and informational aspects. To be effective across the competition continuum, the Army 

proposes positioning formations and capabilities forward so that information advantage activities 

are integrated into security cooperation efforts and crisis action planning on behalf of theater 

commanders. To coordinate information advantage activities in an area of conflict, the Army 

identifies that preparation must begin in competition, or when forces develop the intelligence to 

identify specific vulnerabilities and then gain or prepare to request the required authorities, and 

train to use national-level capabilities. The overall goal is operational convergence with formations 

postured to degrade, disrupt, or destroy adversary capabilities while defending those of friendly 

forces. However, what this framework does not consider is the intersection of the human, physical, 

and informational aspects or the risks to day-to-day garrison operations from open-source data.

“Ultimately, the risks of open-source data are not 

an individual’s problem, but an Army problem.”
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Ultimately, the risks of open-source data are not an individual’s problem, but an Army problem. For 

example, fake accounts on Facebook for U.S. Army general officers are numerous, and in some 

cases, fail to violate Facebook’s terms of service and can therefore remain active. Even LinkedIn is 

rife with fake profiles attempting to make connections with users in targeted marketing campaigns. 

Additionally, fake social media accounts managed by Russia have already mobilized the American 

public in connection with divisive issues, making fake accounts for authoritative figures, like U.S. 

Army generals, especially concerning. From a national security perspective, open-source data 

enables foreign manipulation efforts that target the U.S. military and veteran populations through 

the use of “misleading and divisive questions about the U.S. government’s military and veteran 

policies to further amplify and exploit the existing frustrations.” The relative ease with which anyone 

can purchase open-source data means that soldier data is already being used to target service 

members for products, media, or other services, and presently, there is nothing preventing our 

adversaries from using open-source data to target them as well.

To achieve information advantage, the Army needs to give commanders the tools necessary 

to assess the operational risks of open-source data, social media, and related information 

technologies. The Army has a longstanding doctrine for assessing operational risks; however, the 

traditional risk management framework is intentionally broad, leaving commanders without clear 

guidance or terminology for identifying, assessing, and making risk decisions in the information 

environment. As the Army develops its information advantage doctrine, it should simultaneously 

develop a dedicated data risk management framework to enable modern commanders to achieve 

information advantage. In its current form, information advantage perpetuates an antiquated notion 

that operating environments are (or can be) geographically bound. As the conflict in Ukraine has 

highlighted, kinetic actions may be limited to a geographic area, but informational risks are global. 

A dedicated data risk management framework would be a guide for commanders to continually 

and methodically assess the evolving information environment, to identify and address conceptual 

gaps, and to achieve their informational and operational goals. As the information environment 

emerges as the main effort in competition and conflict, the Army must adapt and provide its 

commanders with the right concepts, doctrine, and resources to succeed in a world characterized 

by the ubiquity of open-source data.

“As the Army develops its information advantage 

doctrine, it should simultaneously develop a 

dedicated data risk management framework 

to enable modern commanders to achieve 

information advantage.”



With ARN 
industries as 
a partner, this 

project will give 
the Atropian people 
more control over 

our mineral rights–and 
the Atropian people 
will be the primary 
beneficiaries for 
generations to 

come.

When the news about the sub broke, 
Atropians who were already skeptical 

of the deal with a private company took 
to the streets. They really didn’t like a 
nuclear sub being lost in their waters.

Ridiculous. Davtyan testified 
to the Atropian regulatory 

agency on ARN’s behalf. He’s a 
true believer.

Yes, but his 
children …what 
do THEY believe 

in?

With someone as committed 
as Davtyan, a “friends and 

family” approach would be 
the way to go. Even when 

someone doesn’t have much 
of a social media footprint 

themselves …

Imagine if an operation 
could target, say, Atropian 

Representative Davtyan and turn 
him against the ARN project?

Idris Davtyan, Representative
[Atropia]



I know my 
children haven’t 
done anything 
wrong. Your 

superiors are 
going to hear 

from me!

His children, already positively inclined 
towards the environment, could easily be 

indoctrinated into an anti-ARN, pro-Atropian 
movement, because they believed it was the 

only way to save their future.

With AI scanning of social media 
posts and police surveillance feeds, 
it would be easy to find his children 
at a protest. And then, with a simple 
nudge here, a news alert there …

they could be targeted for arrest.

You can imagine their father’s frustration …
with his children, yes, but even more with the 

government he had served so loyally.

…you can usually 
find sympathetic 
family members. 

You’d be 
surprised at 

how extremely 
effective 

they can be 
at relaying 
messaging. 



We’ve been 
telling you about 
this for months, 

dad! They’re ruining 
our waters and 
giving away our 

resources.

this can’t 
be right. 

Where did you 
get this?

Despite their 
promises, I’ve come 

to realize ARN industries 
does NOT have Atropian 

national interests at heart. 
Undermining our national 
sovereignty will leave 
us vulnerable to all 

sorts of multinational 
influence.

I’ll have 
to look into 
this. If this is 

true …

you have 
to do 

something! 
Take a look 

at this …

And you’re 
saying 

Periodic is 
BETTER?

I’m 
saying 

we have to 
consider 

that things 
change …

For some, when propaganda comes from an 
anonymous source, it can easily be ignored. 

But a concerned, devoted father, shown 
evidence by his impassioned children …  

…that’s another matter entirely. 

he was Shown “news 
stories” by his own 

children that “proved” 
foreign investments 

had undermined 
domestic industries 

and that ARN Industries 
would take its profits 
and run, decimating the 

manufacturing base 
when it left.



Peter?

I cant 
believe you 
work there!  
I have a job 

interview at arn 
tomorrow.

Sorry, there’s 
a problem with 

your credentials. 
You’ll have to 
check with the 
security office.

But we would need to get 
someone on our team 
inside of ARN to install 
a “wireless backdoor” 

on the mining operations 
control system.

The sub incident 
provided a perfect 

opportunity to 
undermine faith in the 
ARN mining operation.

I know.

This is where your hypothetical 
falls apart. Those credentials use 

biometric identification–they’re 
virtually impossible to fake.

If credentials couldn’t be spoofed, we 
would use a modern approach to old-

fashioned social engineering. Gyges One 
could identify anyone at ARN with issues 

to be exploited: marital problems, health 
or financial issues.

a security guard 
working overnights 
and early mornings. 

Lonely, bitter, a 
custody battle didn’t 

go his way … someone 
who needs someone 

to talk to.

A dating app could connect a 
lonely guard with someone of our 

choosing, With Periodic’s help.

That could never 
happen. Our system 

doesn’t target 
people like that.

It already does. You 
just didn’t realize it.

Peter Gonzalez, security guard
[Front gate to ARN MINING HQ, ATROPIA]



Hi Peter, last 
night was fun!

I’m not sure 
why, but I dont 
see you on the 
visitor list ...

It must be a 
mistake. I can 

let you in.

Thanks Peter!
See you, 

um … 
later?

Wait … is 
this really a 
hypothetical 

or … no.

We host those 
dating apps to 

help bring people 
together, Not to 
manipulate people 

for ulterior 
motives.

You never 
considered who 
else could use 

this data.

Noble intentions or not, manipulation 
is manipulation. Once you have 

information, it can be used for 
purposes that aren’t defined in some 

quaint “Terms of Service.”

This is all very interesting, disturbing, even, 
but why bring this to me now? There’s an 

international rescue effort we’re trying to h--



Look Daddy, 
look at this 
new riding 

school. Can I 
go?

It’s not 
fair! ALL MY 
FRIENDS ARE 

going.

I’m sorry 
honey. We 

can’t afford 
something 
like that.

Your patience will be 
rewarded, I assure you.

Here’s another question, 
ridiculous on the surface…

how could a 13-year-old 
girl’s love of horses 

destabilize an international 
mining agreement? 

Machine-learning 
algorithms find 

patterns and 
vulnerabilities that 
humans might not.

Gregory Simon, Engineer 
[ARN MINING HEADQUARTERS, Atropia]



We’ll 
miss you, 
Gregory. 

You’ve been 
with us a 

long time.

I’m truly 
sorry sir. 
But it’s an 

opportunity I 
can’t pass up. Yes, I got 

your email. 
You weren’t 

kidding about 
the salary. 

We made sure Gregory Simon 
started seeing posts about 
his daughter’s friends and 

their families touring one of 
the best stables in Europe.

Simon loved his job … and he was the 
only engineer who understood the 

legacy system and how to transfer it 
to the new ARN system.

For years he had been asking 
to train new engineers on the 
older code, but the company 
always said no, arguing it was 

too expensive.

It was easy to arrange for a 
headhunter to convince him to 

consider leaving his job at ARN.

When a job offer came in that more than 
doubled his pay, he couldn’t resist.

Well, it’s not 
that he’s a good 

dad. It’s that 
not protecting 

institutional 
knowledge has 
consequences.

So he gets to send his 
daughter to her dream 

school because someone 
else recognized his 
value? That’s nice, but 

what’s your point?

Because ARN and the Atropian government 
never considered the need for redundancy. 

Gregory Simon’s singular knowledge made him 
more important than anyone realized. From 

replaceable cog to integral part.

As a result, if the 
ARN partnership 

fails, the Atropian 
mining companies 
are going to have 
to go it alone.



Over the past few 
months we’ve been 

eroding ARN’s 
supply chain.

We targeted shipments of the hydraulics that they 
needed to repair the buckets on the loaders.

and they missed it when our 
subsidiary company H&C 

took a major stake in their 
primary producer.

It’s a very specific 
cylinder and control valve.

They lied about it, which led to even more equipment 
failures. As a safety feature, their software would 
disable any vehicles behind on required maintenance.

The rig workers 
couldn’t maintain their 
equipment but were 
afraid to admit it.

They wanted to override 
those settings, but the 

leased tractor provider 
refused because it would 

void the warranty.



They are 
trying yo 

turn us into 
robots to keep 

up with their 
demands!

Are you 
KIDDING me? 

Productivity apps 
are just another 
way the bosses 
can track our 
every move …

The supply chain manipulation 
slowed down everything. Then 

we started on their labor 
relations. ARN never had a 
good relationship with the 

local rig workers. Desperate, 
the ARN engineers decided a 
productivity app would help 
get things back on track.

They thought that if they just paid 
people enough, they could fight 

unionization, but it turns out people 
don’t like being treated like robots.

Our destabilization efforts 
weakened ARN and left them 

shorthanded, with redundancy 
lacking in multiple areas.

I had seen reports on 
some of the personnel 

and supply chain 
issues, but no one was 

connecting …

I knew you’d get 
there eventually.

These were 
never 

hypotheticals, 
were they? 

ARN staked their company’s future on the 
lucrative underwater mining in Atropian 
waters. They’d already shut down their 

terrestrial mining operations, so if they 
didn’t meet their quota on a very specific 

timeline, they were in trouble.
There seems to be a lot 
of effort put into this 
endeavor. Did you have 
something to do with 

the failure to find that 
sub? That poor crew …

With Periodic’s help, we 
created an environment 

that discouraged success.



To fulfill the master plan, we used 
AI - augmented social media posts and 

algorithms to drive messaging that the 
downed sub posed an environmental risk.

But there wasn’t 
any danger. Those 

batteries can 
withstand--

We know. We just needed 
people to think there 

was a danger.

And even though it came from secret leaked files from 
an intelligence agent, It wasn’t even a top-secret leak …

We cross-referenced lists of users on your 
platform with individuals who had access to 

classified reports about the submarine. 

 we found Angela Shevchenko, 
who grew up in the shadow of THE 
chernobyl DISASTER. Because Her 

grandfather had died at chernobyl, she 
was highly suspicious of all claims of 

“safe” nuclear power. she Believed the public 
should know  “the truth” and 
not get caught off guard 

the way her family did. 

Angela Shevchenko, intelligence agent 
[Atropia]



But sir, what 
about the rumors 
I’m seeing about 

this being a potential 
nuclear disaster. If 
people are going to 
die from the nuclear 
meltdown, shouldn’t 
we warn someone?

I promise 
those threats 

have been 
evaluated. You’ve 
got to trust that 
the appropriate 
agencies have 
this handled.

Periodic users have been 
building their profiles 

since they were children. 
Everything they saw, they 

liked, they shared.

socialization algorithms 
can target the things 

that are likely to push an 
individual’s buttons. 

We’ve been able to create incredible predictive models 
for when, where, and why people will tune out certain 
messages and when they’ll pay attention to others …

Shevchenko didn’t need much of a push 
to leak details about possible nuclear 
threats and the lost submarine to her 

press contacts.



ATROPIANS 
STUNNED BY 

THE DOCUMENT 
LEAK from an 

intelligence agent 
who had access 

to classified 
reports...

The fringe press ran with 
her leaks. Then it spread to 

mainstream media.

The leaks got agent Shevchenko 
arrested, which made the 

information seem more legitimate.

Leaking information was unforgivable, whether 
it was accurate or not. She will spend years in 

jail convinced she did right, not caring about the 
harm she caused…or realizing that she was NEVER 

the one making the decisions.



35HIDDEN STRATAGEM

COMMENTARY 02Littell, Smith & Starck

THE DEVIL IS IN THE DATA: PUBLICLY 
AVAILABLE INFORMATION AND THE RISKS 
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In the early 2010s, mass protests and riots ripped through the Middle East and North Africa as 

the Arab Spring gathered support. Longtime authoritarians like Zine El Abidine Ben Ali of Tunisia, 

Hosni Mubarak of Egypt, Muammar Gaddafi of Libya, and Bashar al-Assad of Syria all struggled 

to contain the groundswell after decades of rule. The rest of the world watched the human rights 

atrocities broadcast live on social media directly from those living through it instead of from 

traditional media institutions or foreign correspondents. The ubiquity of cellular phones and social 

media had democratized media production, and the world had a front-row seat to revolution and 

upheaval.

The shift in information sharing, from formal media to informal social media, was accompanied 

by a shift in who could act on that information. Fearless netizens began collecting images 

from Twitter and videos from YouTube and comparing them with Google Street View and other 

publicly available reverse image search tools. People like Eliot Higgins, founder of open-source 

investigation and journalism outfit Bellingcat, cut their teeth on the media coming out of the Arab 

Spring and the bloody civil wars that followed. Most efforts were focused on doing good, and an 

entire human rights cottage industry sprung up around the new data sources and the analytic 

groups documenting violence as it happened all over the world. Many believed that we were 

finally seeing the promised societal benefits of innovative technologies and that the near-constant 

data collection and advanced analytic techniques, like artificial intelligence and machine-learning 

algorithms, would really change the world.

However, as with all technology, there is also a dark side to the big data explosion that poses 

significant risks to privacy and national security. The deliberate corporate collection of personal 

data, often referred to as the modern surveillance economy, has a singular goal—to shape 

consumer behavior. Put more bluntly, producers want consumers to buy more, and big data allows 

corporations to know what individuals like and what makes them click “purchase.” But consumer 

data is not just available to corporate entities, in fact, anyone with the right amount of money can 

buy it in droves—nation-state adversaries can purchase data pools of publicly available information 

(PAI) about U.S. consumers, their likes and dislikes, for analysis and influence, which is something 

that private marketing firms and authoritarian regimes have been quick to exploit, and democratic 

governments have been slow to prevent.

The United States is still struggling to understand the national security risk posed by publicly 

available information. The 2018 Joint Concept for Operating in the Information Environment took 

steps to describe the information environment as consisting of three dimensions: the data-centric 

information dimension, the human-centric cognitive dimension, and the real-world physical 

dimension. Further, in 2022, the amended National Defense Authorization Act directed elements of 
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DOD to assess the challenges of operating in the presence of “ubiquitous technical surveillance.” 

Efforts to respond to these challenges are ongoing. Among the notable endeavors are the 

Army’s Information Advantage concept and the recent release of the Marine Corps Doctrinal 

Publication 8, Information. However, in the case of the Army’s Information Advantage concept, 

the operationally focused efforts are overly narrow and fail to adequately address the scope of the 

challenges.

What DOD must acknowledge first is the fundamental source of risk to the U.S. military from the 

information environment, namely the vast amounts of data collected and sold on U.S. service 

members. And our adversaries can (and do) use the commercial data economy to target U.S. 

service members and their families, and to pollute the information environment to diminish 

operational effectiveness. To adequately respond to this concerning shift in the operational 

environment, it is necessary to understand the categories of risk created by the collection of 

U.S. service member data to help prioritize risk decisions and to improve the military’s technical 

understanding of how the surveillance economy works. To frame the problem, we need to begin 

conceiving of actions in the data-centric information dimension as creating risk in the cognitive and 

physical dimensions of the information environment.

Cognitive Dimension Risks

The cognitive dimension of the information environment is defined by how humans understand, 

react to, and interact with the world based on the information they are exposed to. By extension, 

for the military, cognitive risks are any alteration to the perception and behavior of some number of 

individuals in a manner that will negatively impact a commander’s ability to accomplish a mission 

or national priorities. Shaping perception and influencing behavior are two tasks that the modern 

surveillance economy is designed to facilitate and, when data on U.S. persons is purchased, can 

enable adversaries to shape and influence how Americans think.

Like traditional operational risks, cognitive risks result from both adversary and friendly actions, 

and can manifest both internally and externally to an organization. Adversaries can use 

surveillance technologies to efficiently target key audiences, like service members, government 

employees, or even their families with mis- and disinformation. Friendly actions (and inactions) can 

“Nation-state adversaries can purchase data 

pools of publicly available information (PAI) about 

U.S. consumers, their likes and dislikes, for 

analysis and influence, which is something that 

private marketing firms and authoritarian regimes 

have been quick to exploit, and democratic 

governments have been slow to prevent.”



37HIDDEN STRATAGEM

COMMENTARY 02Littell, Smith & Starck

also create cognitive risks by eroding trust in the government and military, shaping fundamental 

behaviors like volunteering to enlist, and creating fodder for adversary information operations. 

Adversary operations may also target key military support constituencies and create cognitive 

risks to military operations, recruitment, and retention. For example, both Russia and Ukraine have 

leveraged these technologies during their ongoing conflict, creating cognitive risks from Russians 

calling and texting Ukrainian soldiers on the front lines to Ukrainians calling the mothers of Russian 

soldiers captured during the conflict. However, importantly—and critically for the U.S. military—

cognitive risks are not constrained to periods of armed conflict or deployment, and in many cases 

are more prevalent and impactful during normal garrison operations and are often external to any 

conflict.

Actualized examples of cognitive risks are numerous. Within the U.S. population, they 

include mobilizing protestors, inflaming opinions on both sides of contentious social issues, 

and deepening issue divergence among ideologically opposed groups. These examples show 

how surveillance technologies generate cognitive risk and may present a real threat during 

competition and crisis. Cognitive risks—with even the most tenuous connection to “traditional” 

Army missions—can pose some of the most serious risks to the force given their ability to fester 

and grow over time, erode trust, and disrupt cohesion within a unit and among key support 

constituencies. Ignoring or dismissing cognitive risks as falling outside of the Army’s mandate or 

claiming that cognitive risks are an individual’s responsibility is obtuse and potentially catastrophic 

to our ability to operate on the modern battlefield.

Protecting any population against cognitive risks is a delicate balance—particularly in a 

democracy. In the United States, First Amendment protections and an individual’s freedom to 

access information are two characteristics of our democracy that malign actors regularly exploit 

and abuse to gain access to U.S. service members’ cognition. But by recognizing that cognitive 

risks exist and that they have the potential to impact mission success, we also create opportunities 

to act thoughtfully, to detect, assess, and make risk decisions to drive mitigation efforts without 

having to consider the politics of the content being consumed. And effective risk categorization 

enables a better understanding of the threats to the force and will allow commanders to balance 

the informational freedoms we value with the need to defend the cognitive dimension.

Physical Dimension Risks

The most direct and obvious personal data risks to military forces occur in the physical world. 

Namely, publicly available information can be—and is—used for kinetic targeting. U.S. government 

officials and service members, both at home and abroad, generate a lot of PAI as they go about 

their daily routines, revealing location data, travel data, purchasing data, and more. The concern 

for the military is how that personal data can be used to target individuals for kinetic strikes on 

the battlefield. The ongoing conflict in Ukraine is an example of how PAI can be used to identify 

unsecure cell phones and enable location triangulation for kinetic attacks on conventional forces. 

In fact, at least one PAI-enabled kinetic strike has led to the death of a Russian general officer and 

Russia also leveraged PAI against Ukraine from 2014 to 2016.

However, the physical risk from PAI is not limited to location data. Imagery, from social media 

and official state sources, for example, can be compared to the robust database of landscapes 

found in programs like Google Earth to pinpoint operationally relevant locations—a technique 

that led to the loss of a Russian naval vessel. The U.S. military has also used similar targeting 
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practices to direct drone strikes against ISIS targets using selfies and social media. Within 

DOD, therefore, commanders intuitively understand the seriousness of the tasks conducted to 

obfuscate their formations in time and space and the danger posed by inadvertent exposure. But 

increasingly, risks are coming from obscure places—like the 2018 example of how the exercise 

app Strava allowed for the identification of sensitive military locations through its Strava Heat Map 

feature. DOD responded with a new policy—nine months after the risk was identified—that banned 

the use of geolocation app features in deployed settings. 

The DOD’s response to the Strava incident has since expanded to other technologies, including 

the Army’s outright ban on cellphones for deploying troops, citing operational security and 

cybersecurity concerns. And even though the general awareness of physical risks created by 

data is growing (and is a good thing), an outright ban on certain technologies is not a sustainable 

risk mitigation strategy. The prohibition of personal devices is simultaneously too narrow and too 

broad and fails to strike an appropriate balance between necessary modernization and operational 

security. By focusing on conflict zones and deployed settings, DOD misses the physical risks 

those devices and their resulting PAI generate. And by banning devices and apps, DOD is 

inadvertently generating physical risks because typical patterns of life are suddenly disrupted when 

those devices and apps go dark—the absence of digital data and signatures is also observable 

and could direct adversary attention to units and personnel heading overseas or conducting field 

training exercises. A more deliberate approach to assessing the risks in open-source data and 

how actions in the information environment create signals for adversaries is needed to achieve 

sustainable and substantive mitigation strategies.

The commercialization of personal data and the practices of commercial data brokers have 

enabled companies and our adversaries to accumulate vast amounts of knowledge on U.S. 

persons, including our service members. Without fully understanding how these data systems 

impact military operational effectiveness, the United States sets itself at a strategic disadvantage. 

Understanding the vulnerabilities created by the commercial surveillance economy and identifying 

the associated risks is necessary for commanders to make informed risk decisions. While the 

wholesale removal of risk is not possible, a careful examination of risk can shape policy, open 

pathways for technical mitigation strategies, and define best data hygiene practices.

DOD’s role in this effort should focus on gaining and maintaining operational security, which 

demands a layered approach that prescribes taking measured action at each echelon—individual, 

unit, and institutional—and prioritizing actions through a deliberate assessment of the operational 

risk. Importantly, any strategy must include individual education, institutional investment, and the 

implementation of privacy-preserving technologies. These efforts should mirror the approach 

taken toward cybersecurity, where DOD has acted to both secure its own networks and invest in 

initiatives like the Home Use Program to make security (or, in this case, privacy) more accessible 

to its service members. Ultimately, without a layered approach to addressing the risks generated 

by publicly available information and the surveillance economy, DOD will fail to protect its most 

valuable asset—its people—and will not be prepared to fight on the modern battlefield.

“Without fully understanding how these data systems 

impact military operational effectiveness, the United 

States sets itself at a strategic disadvantage.”



While our goal 
is to locate the 

missing submarine and 
rescue any survivors, 

we must also discover 
what other secret 

activities ARN industries 
has been engaging in in 
the Atropian Sea. Our 
sovereignty is not 

for sale!

Atropian authorities reached 
out to our DONOVIAN navy to 
locate the missing submarine.

My country has wanted to build a better 
relationship with Atropia for YEARS, and 
creating a more hostile environment for 

ARN proved to be the crucial step.
Even the local fishing 

fleets were activated to 
aid in the search.

Protests erupted across Atropia, 
calling for all foreign presence out 
of their shared waters for fear of 

chemical pollution.

Foreign NGOs were reportedly 
attacked by protestors when 
trying to assess the level of 

pollution for cleanup.

In what came as a surprise 
to some, Donovia mobilized 

its entire military in a rescue 
mission … though one with a 

secondary purpose.



There are rumors 
on the fringe that 
this is a false flag 
and that the West is 
using it as a cover 
to disrupt Atropian 
& Donovian mining 

operations.

We need to find 
this submarine 

and dismantle this 
developing aliance 

between Atropia 
and Donovia.

Local 
protests are 
getting more 

heated. now The 
Donovian navy is 

on the way.

The whole 
situation is a 
mess because 
of this lost 

sub!

Sir, we 
need to pay 
attention to 

the narratives 
emerging from 

the fringe 
channels.

We’re not 
going to 

react to some 
unsubstantiated 

message on the dark 
web. We can’t play 
whack-a-mole with 
every crazy idea 
on the internet!! 

We need to find 
this submarine 

and dismantle this 
developing alliance 

between Atropia 
and Donovia.

Local 
protests are 
getting more 

heated. now The 
Donovian navy is 

on the way.

There are rumors 
on the fringe that 
this is a false flag 
and that the West is 
using it as a cover 
to disrupt Atropian 
& Donovian mining 

operations.

 MEANWHILE, Because of the rising tensions in the 
region, An Arn-backed rescue team was dispatched to 
locate the lost sub and its crew. Time was essential. 

MM



Sir, 
nothing 

appears in 
the mainstream 

without 
circulating on 

the fringe 
first.

Let’s Ask 
around and 

see if any of 
the LOCALS are 
willing to help 
us locate the 

sub.

Failure to 
understand why 

certain narratives 
resonate blinds us 
into ignoring things 
until they gain real 

traction. And by then 
it’s too late!

we’ve scanned 
all calculated 
locations, and 

all sensors are 
coming up flat.

Still no 
sign of the 
sub. Time is 
running out!



WE HAVE 
coordinateS.

We didn’t have as much of a head start as we 
would have liked. We needed to find the sub 

before ARN’s rescue and recovery team.

Using private signal 
monitoring, our signals 
intelligence picked up 

their location.

To gain time, we 
tamped down their 

civilian support 
for the search …



Why should 
I help? I have 
too much to 

do already …

Attention all 
vessels in the 

vicinity ...

We knew Atropia would have no choice but 
to reach out to the DONOVIAN fishing fleet 
for help. So we had to ratchet up anti-ARN 

sentiment ... and quickly.

Many of the local 
fishermen have at least 
mild hostility towards 

ARN and the West.

…we collected data from 
third-party marketers and had 

a full picture of the local 
fishing fleet’s backgrounds 

and current locations.

Taking them out of the recovery 
operation was a high priority, so 

we amplified topics that triggered 
localized anger and frustration.

Malik Bitar, fishing boat Captain 
[Atropian Sea]



I repeat, we 
have located the 
missing sub intact. 

It appears the 
crew has escaped 

in life pods.

Wait. The sub 
was found? 
How has that 

been kept 
quiet?

You still don’t 
understand the 

influence we have 
here, do you?

…but retrieving the crew 
ourselves remained critical 

to our plan.

We had regained our advantage 
and got to the sub first …



Jeff Baggott, a Western intelligence officer, 
unknowingly gave us the little extra time we needed 

to pull up the sub and rescue the missing crew.

Baggott’s assignment was 
to find the submarine.

He had just received 
his thirty-year pin for 
continuous service, but 
he was having financial 

troubles at home, fighting 
with his spouse …

We fed him a constant newsfeed of how ARN was 
profiting off of the public/private venture. ARN 

was seeing record-breaking profit quarter 
after quarter … all while Baggot watched his 

401K lose 50% of its value.
The way we helped him see it, he would 
probably have to work another thirty 

years, while he watched ARN investors make 
billions off of his hard work.

We knew the analyst was fighting with his wife, had 
financial worries, and was now suspicious of ARN.

Jeff Baggott, intelligence officer 
[u.s. allied BASE]



b-zzrp
    b-zzrp

I won?

We were able to chip away at 
his motivation just enough.

Keeping the analyst distracted, we picked 
up the crew and no one saw a thing.

The beauty of it was that Baggott really 
didn’t do anything wrong. He just wasn’t 

trying as hard as he could have.



END.

Taking over the rescue 
effort, stealing the battery, 
recovering the crew … you 

did all that to undermine ARN’s 
relationship with Atropia?

You have been listening … of 
course, we didn’t need the 
battery, we had been using 
similar technology inside 

our own mining vessels for 
years, but we made sure we 

kept that a secret.

Public sentiment against 
nuclear power has never 

been stronger since we’ve 
been aiming content about 
its “horrors” at Periodic’s 

younger users.

Why the crew then?

Insurance. If 
anything went 

wrong with the 
transfer of power 
from ARN to us, the 
crew would have 
been just another 

bargaining chip.

I SEE.

DO YOU?

These new toys I 
mentioned – a suite 

of AI tools to target 
anyone, anywhere – 

are all fueled by the 
data mined from the 
Periodic platform.

But we never 
meant it for 

that!

But that’s what WE used it for.  
And now ARN is calling for 

investigations into Periodic’s 
data-collection platform. 

They’re assuming Periodic has 
been a WILLING participant this 
whole time. And our meeting 

right now isn’t exactly going to 
HELP your case.

But … 
you can’t …

It’s already been done. Some of our 
actions during this operation have been 

detected. Europol is preparing to launch 
a probe of Periodic as agents of the 
Donovian state. I can make sure their 

investigation goes nowhere.

After all, we must 
be more than just 

business partners now.
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AFTERWORD:
Justin Sherman 
senior fellow at Duke University’s Sanford School of Public Policy, 
where he runs its data brokerage research project.

When most of us visit a website or use a mobile app, 

we know the website or app is, at some level, collecting 

information about us. Facebook and Twitter might 

gather data on our scrolls and clicks. Yelp or our local 

restaurant website might collect data on our food orders 

and searches. Even dating apps might collect data on 

our swipes and preferences, and GPS apps will collect 

data on the places we visit and when we visit them.

These are all companies we interact with directly. But what 

most people don’t realize is that once an app or website 

has users’ data, it often shares that information widely. 

For instance, apps might send users’ data to advertisers, 

who receive information about those people’s ages, 

locations, and smartphone activity. Another prominent 

part of this landscape is data brokers—companies that 

collect, infer and aggregate consumers’ data, then sell, 

license, or share it for profit.

Data brokerage is a multi-billion-dollar, virtually 

unregulated industry in the United States encompassing 

thousands of companies. Data that people assume is 

closely held by a single website, app, or company—

including data on politics, entertainment, location, and 

health—is often transmitted, analyzed, and monetized 

far beyond that one destination, all for the purposes of 

making a profit. It’s all about collecting, aggregating, 

analyzing, buying, selling, and sharing data.

Research conducted at Duke University’s Sanford 

School of Public Policy has shown that data brokers 

sell individuals’ most sensitive information on the 

open market. This includes Americans’ demographic 

information, such as race, religion, sexual orientation, 

income status, marital status, and number of children in 

the home; political preferences and beliefs, such as party 

membership, favorite candidates, and political causes 

of interest; health and mental health conditions, such as 

ailment and prescription information; and whereabouts 

and real-time locations.
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Data brokers also advertise data on specific groups of 

Americans, including students, workers, first responders, 

elderly Americans, people with Alzheimer’s, current and 

former U.S. government employees, and current and 

former members of the U.S. military. Some of the data is 

more “aggregated,” meaning the datasets do not name 

specific people but provide overall analytics on the 

underlying information. Many other datasets, though, 

are clearly linked to specific people—and you can 

purchase these lists of attributes alongside Americans’ 

names, emails, phone numbers, and home addresses. 

The most unbelievable part is that it’s all legal. Because 

of gaps in U.S. privacy law, it’s legal to acquire and 

then sell this sensitive data on Americans, even where 

it concerns data points like race, religion, marital status, 

sexual orientation, political affiliation, and geolocation.

The data brokerage ecosystem poses numerous risks 

to civil rights, consumer privacy, personal safety, and 

national security. Data brokers gathering and then 

selling data on military personnel poses a major risk to 

national security.

Foreign governments already collect data on U.S. 

citizens to enhance their intelligence operations, military 

posturing, and diplomacy. The Chinese government’s 

2015 hack of the U.S. Office of Personnel Management 

is an infamous example, where Chinese military officers 

stole data on over 22 million Americans who presently 

or previously worked for the U.S. government. But 

the list goes on: for instance, the Washington Post has 

reported on the Chinese government scraping open 

data overseas to target foreigners—and on a small 

Chinese company collecting millions of social media 

data points on “foreign political, military and business 

figures, details about countries’ infrastructure and 

military deployments, and public opinion analysis.” 

Hacking efforts by governments and criminal affiliates 

in Russia, Iran, North Korea, and elsewhere are likewise 

well-documented. Foreign actors can use this data to 

profile, target, or surveil Americans—and even to run 

cyber operations or intelligence operations.

All Americans’ data is vulnerable to exposure, purchase, 

or theft through the data brokerage ecosystem. With 

military personnel, the risks to national security are 

clearer and more acute. Foreign citizens, companies, 

and governments can—under the current U.S. legal 

and regulatory system—entirely legally purchase highly 

sensitive data on Americans from U.S. companies, who 

are not constrained in brokering data to foreign actors. 

Perhaps more likely, foreign actors could also hack into 

data brokers and steal information that is dangerously 

collected, aggregated, and pre-packaged. This could 

include data such as where servicemembers are 

stationed, what entertainment and media members of 

the military consume, or the political interests of veterans 

in a Midwestern city. It could also include larger 

datasets that encompass military personnel as a subset, 

such as lists of gambling addicts, people suffering from 

   Because of gaps 
in U.S. privacy law, 
it’s legal to acquire 
and then sell this 
sensitive data on 
Americans, even 
where it concerns 
data points like race, 
religion, marital 
status, sexual 
orientation, political 
affiliation, and 
geolocation.
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depression, or individuals with low credit scores (all of 

which are available on the open market). The data sold 

is remarkable in breadth and depth.

All of this data could be exploited for bribery, blackmail, 

routine intelligence collection, and much worse. For 

example, in one tragic 2020 case, an angry and violent 

lawyer found a federal judge’s personal information 

online, went to her home while impersonating a 

delivery driver, and shot and wounded her husband 

and shot and killed her 20-year-old son. In many other 

cases each year, abusive individuals acquire data on 

people’s whereabouts to track them down and stalk, 

harass, intimidate, and even physically harm them. 

Where national security is concerned, the availability 

of location data creates risks to the military as well—

when malicious actors can buy data at low cost (single 

profiles on a “people search website” can cost $20) and 

relatively easily (plenty of data brokers do not appear to 

adequately vet their customers). Data brokers’ ability to 

aggregate data and then “infer” data points that were 

never explicitly handed over, such as income level and 

sexual orientation, means they can be a more attractive 

and unique data source for malicious individuals.

Thankfully, the U.S. has the opportunity to build 

a comprehensive approach to data privacy and 

security—including banning the sale of data in certain 

sensitive areas, such as location data and health data. 

There is growing recognition in Congress of data 

brokerage, privacy harms, and risks to national security. 

The Protecting Military Service Members’ Data Act 

would prevent data brokers from selling lists of military 

personnel to China, Russia, Iran, North Korea, and 

other adversarial nations. The White House’s June 2021 

executive order on Protecting Americans’ Sensitive 

Data from Foreign Adversaries likewise recognized that 

“foreign adversary access to large repositories of United 

States persons’ data also represents a significant risk.” 

Nonetheless, Congress needs to focus more attention on 

regulating data brokers. That should include a focus on 

the ongoing sale of data, including data clearly linked to 

individuals, pertaining to military service members. For 

their part, service members can start by better educating 

themselves about the data brokerage ecosystem and the 

other ways that data collection, analysis, and targeting 

impacts them—such as by reading research from the 

Federal Trade Commission, Senate Commerce, Science, 

and Transportation Committee, World Privacy Forum, 

and our team at Duke’s Sanford School of Public Policy.

If  the U.S. is going to truly push for a more comprehensive 

data privacy and security model, including protecting 

national security, the military can play a key role in 

drawing attention to the risks.

   Foreign actors 
can use this data to 
profile, target, or 
surveil Americans—
and even to run 
cyber operations 
or intelligence 
operations.



51HIDDEN STRATAGEM

INTRODUCTION FOOTNOTES:

*Facebook also owns Instagram, Oculus, and WhatsApp.
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