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EERHART

The Iatrogenic Paradox

When Information Operations Undermine
Strategic Objectives

By Daniel Eerhart

INTRODUCTION

Shortly following the traumatic events of September 11, 2001, the U.S. military entered Afghanistan to
topple the Taliban government and dismantle al-Qaeda, costing the United States over $2 trillion and

2,324 American military lives.! Counterinsurgency doctrine served as the core strategy in Afghanistan and
attempted to win “hearts and minds” to reduce popular support for the Taliban.? Despite two decades of
advanced information operations integrated into tactical successes, the Taliban’s strength grew from approx-
imately 45,000 personnel in 2001 to a current reported strength of 164,918 in 2024.° The alarming iatrogenic
impact of America’s most protracted war demands reevaluating the U.S. military approach to information
operations, particularly the concept of iatrogenic influence, where information operations produce out-
comes contrary to their intent. As U.S. policymakers grapple with their strategies in a global information
war, evaluating historical roles and responsibilities will help illuminate the most efficient areas to concen-
trate resources. This paper argues that ineffective and often counterproductive military information opera-
tions necessitate a fundamental reassessment of their role within U.S. strategy. The iatrogenic outcomes of
the Afghanistan war demonstrate that rather than serving as a panacea for influence, military information
operations must be narrowly focused, carefully integrated with non-military efforts, and isolated against
strategic backlash.

The lessons drawn from Afghanistan extend beyond counterinsurgency and raise questions about how
the United States should engage in the global information environment against state and non-state actors
alike. Throughout history, propaganda, information, and influence have been necessary tools of war. However,
the formalized existence of information operations organizations within the military is relatively new.
Historically, non-military actors have led operations to inform and influence populations. As the military

Daniel Eerhart is a Psychological Operations Officer and Research Scientist for the Army Cyber Institute at West Point. With
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Professionals Program, and holds numerous professional/graduate certifications in Cybersecurity and Data Analytics.
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transitions away from the counterinsurgency strat-
egies of the Global War on Terror (GWOT) and
develops expertise for large-scale combat operations
(LSCO), it should reevaluate the utility and limita-
tions of military information operations. This paper
examines the U.S. information operations landscape
and assesses current capabilities. Then, the role of
information operations and iatrogenic influence is
examined in the context of the war in Afghanistan
to explore whether military information operations
are a viable tool for achieving strategic objectives.
This paper offers recommendations to refine the role
of military information operations and better inte-
grate U.S. information efforts to reduce iatrogenic
influence and maximize effectiveness. The analysis
aims to generate greater effectiveness and strategic
impact in the information domain by addressing the
limitations of military information operations.

INFORMATION OPERATIONS:
CONCEPTS AND CHALLENGES

The Department of Defense (DOD) defines Infor-
mation Operations within Joint Publication 3-13
as “the integrated employment, during military
operations, of information-related capabilities in
concert with other lines of operation to influence,
disrupt, corrupt, or usurp the decision-making
of adversaries and potential adversaries” This
definition emphasizes that information opera-
tions occur during military operations and have
a specific purpose to support military objectives.
Successful information operations rely upon

the effective integration of information-related
capabilities. While integrating multiple informa-
tion-related capabilities generates a comprehen-
sive information strategy, this analysis primarily
focuses on the capabilities that involve dissemi-
nating an information product (such as leaflets,
radio broadcasts, or internet posts) to a target
audience. Joint Publication 3-13 outlines fourteen
information-related capabilities.” The following
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Central Command Area of Responsibility (Mar. 21, 2003)
Coalition aircraft dropped leaflets urging Iragi personnel
to stay clear of military operations. Leaflets also laid out
the consequences of such actions in an effort to ensure
local civilian populations are properly informed.

are particularly relevant, as they frequently involve
the dissemination of products or influencing the
transfer of information:

1. Electronic warfare: using the electromagnet-
ic spectrum to disrupt or degrade adversary
communications and systems.® During the
war in Ukraine, military forces have jammed
adversary Global Positioning System (GPS)
signals to disrupt the ability to guide precision
munitions, such as the Excalibur GPS-guided
artillery shells and High Mobility Artillery
Rocket Systems (HIMARS).”

2. Cyberspace Operations: activities conducted in
the cyber domain to achieve objectives, often
grouped into offensive, defensive, and Depart-
ment of Defense Information Network (DOD-
IN).® Prior to the Russian invasion of Ukraine,
hackers disrupted the Viasat communication
network in an attempt to provide a tactical
advantage to invading forces.

3. Military Information Support Operations
(MISO): activities that seek to influence a
target audience’s perceptions, attitudes, and be-
haviors.” Sometimes referred to as Psychologi-
cal Operations. During the 2003 U.S. invasion
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of Iraq, psychological operations forces used
leaflets and radios to persuade Baath Party
fighters to surrender.

4. Civil-Military Operations: operations that fos-
ter a relationship between military and civilian
populations, governments, or organizations.'
Civil affairs soldiers deployed to Africa have
provided training and medical care to the local
populations.'!

5. Military Deception: involves deliberately
misleading adversaries to influence their deci-
sion-making.'? During World War II, British
intelligence officials led Operation Mincemeat,
which allowed Spanish soldiers to discover a
fictitious British officer as part of plans to dis-
guise the 1943 Allied invasion of Sicily.”®

6. Public Affairs: activities to provide public
audiences with accurate and timely communi-
cation of military operations and objectives."
Following the capture of Saddam Hussein, U.S.
military officials spoke with reporters and held
a press conference to discuss the capture.”®

Within information operations, there is poten-
tial for an operation to result in iatrogenic influence,
which draws from the medical term of iatrogenesis,
where the effects of disease treatment create adverse

Two US Army Military Police escort a detainee to a cell
at Camp X-Ray, Guantanamo Bay Navy Base, Cuba, the
holding facility for detainees held at the US Navy Base
during Operation Enduring Freedom.
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outcomes that are often worse than the disease.'®
For example, in 2002, the U.S. military established
Camp X-Ray in Guantanamo Bay, Cuba."” During
the camp opening, U.S. military public affairs took
photos of the detainees in orange jumpsuits, sur-
rounded by barbed wire with their eyes and ears
covered.”® The intent for the deliberate release of the
photos was to build trust within the international
community that the United States was treating
prisoners within the guidelines of the Geneva
Convention."” However, the photos spurred outrage
throughout the world. Throughout the GWOT, vio-
lent extremist organizations used the Camp X-Ray
photos as evidence of American cruelty.”” Had the
public affairs officials understood the indicators
of iatrogenic influence, they may have modified
their communication plan. Table 1 summarizes key
indicators of iatrogenic influence, providing practi-
tioners with a framework to identify potential risks.

Within information operations, iatrogenic
influence primarily occurs when there is a lack
of credibility within the target audience, a lack
of planning by disseminating forces, or informa-
tion fratricide contradicting other messaging.
Information fratricide occurs when different
information-related capabilities inadvertently con-
flict, undermining each other’s effectiveness.” For
example, if a leaflet asks the audience to call a phone
number, then the Soldiers jam phones. Similarly, a
MISO campaign to counter adversary propaganda
may inadvertently amplify adversary messages if it
fails to anticipate how the target audience processes
information, particularly among broad general audi-
ences. Cultural competence and an awareness of the
iatrogenic influence indicators enable commanders
to reduce the risks of negative externalities if they
understand the information environment rooted in
examples of iatrogenic influence.

The information-influence relational frame-
work is a core component of information operation
planning, which provides a structured approach to
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shaping audience behavior.” Information Operations
practitioners perform the integrated application of
information-related capabilities within the infor-
mation-influence relational framework to identify

a target audience, cultivate an understanding of

how the target audience receives information, and
utilize information-related capabilities to achieve

the desired behavior. The information-influence
relational framework serves as a tool for planning

Table 1: latrogenic Influence Indicators

THE IATROGENIC PARADOX

and supporting all phases of military operations. It

uses designated means and ways to achieve an end

through the influence of a target audience.
Information operations primarily serve as

a means of influencing, disrupting, corrupting,

or usurping adversary decision-making. Within

military planning, there is frequent consideration

of the “OODA Loop,” a decision-making process

that involves observing the operating environment,

(First Presented by Daniel Eerhart at Post-9/11 Lessons Learned Conference)

Indicator Description

Broad General Audience

analysis difficult.

The operation targets a broad, general
audience rather than a specific group,
which makes performing target audience

Risk
The messages may be misrepresented

or misinterpreted, resulting in rejection,
resentment, confusion, or opposition.

Inconsistent Delivery
Mechanism

The dissemination method is inconsistent
with the desired behavior or outcome.

The target audience may question the
nature of the messages and perceive
them as superficial.

False Cultural Lens

perspective.

The operation’s disseminators view
products through their own cultural
lens rather than the target audience’s

Messages may inadvertently provoke
backlash or negative emotions for
violating the target audience’s cultural
norms, beliefs, or values.

Inconsistent Messaging/
Information Fratricide

Inconsistent or contradictory messaging
among various stakeholders that are
supposed to be mutually supportive.

Undermines credibility and leads to
skepticism or confusion about messaging
and the messengers.

Historical Mistrust

the source.

The target audience has a history of
mistrust or negative perceptions towards

Messages are more likely to be dismissed
or viewed skeptically, exacerbating
existing tensions.

Deceptive Tactics

The campaign relies on deception,
disinformation, or manipulation.

Loss of credibility and trust if deception
is uncovered; adversaries can exploit to
discredit the campaign.

Ethical and Moral Concerns
concerns.

Tactics or messages raise ethical or moral

It provokes outrage and condemnation,
undermining the operation’s legitimacy
and enabling adversary propaganda.

Insufficient Feedback
Mechanisms
audience.

There are no mechanisms to gather and
respond to feedback from the target

Adverse reactions may go unnoticed
and unaddressed, allowing iatrogenic
influence to grow.

Over-Simplification of Issues

Campaign oversimplifies complex issues.

They are perceived as superficial or
patronizing, failing to resonate and
potentially reinforcing adversary narratives.

Dynamic and Rapidly

Changing Environment changing.

The environment is dynamic and rapidly

Messages can become outdated or
irrelevant, perceived as incompetent or
detached from current realities.
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Figure 1: Normalized Search Engine Results 2017 - 2018
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orienting observations, deciding on an optimal
course of action, and then acting on the course of
action.” By integrating an operational option that
does not involve the tactical application of force,
Commanders gain an alternative for disrupting an
adversary’s OODA Loop, mitigating the risk to its
tactical forces. The rise of ubiquitous digital commu-
nication platforms has transformed the application of
information operations and transitioned controlled
information flows to cascading networks.

A CASE STUDY IN IATROGENIC
INFLUENCE: THE DEATH OF STALIN

An example of iatrogenic influence occurred in 2018
when the Russian government banned the satirical
film The Death of Stalin. The film had low public
awareness among the Russian people, had minimal
promotion, and only anticipated a few screenings.
On January 22, 2018, the Russian Ministry of
Culture held a private movie screening for govern-
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ment and cultural figures.* Just before the movie’s
scheduled release on January 25, 2018, the Ministry
of Culture revoked the movie’s distribution license
and banned the movie from public screenings.”
The Russian government used a multi-medium
approach in their attempt to decrease viewership of
the film, including official statements to the press,
critical commentaries, newspaper articles support-
ing the ban, and use of social media influencers on
Vkontakte (VK) and Twitter.?

Despite being released in the United Kingdom
in October of 2017,% search engine data indicates
that the movie had very little publicity in the
United Kingdom and almost no publicity within
Russia. Search engine analytic data indicates
that on January 23, 2018, when the government
implemented the ban, the search engine interest
experienced a dramatic spike, reaching 83 on the
normalized scale (approximately 27 times higher
than the previous day’s value of 3). On January
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26, the search interest rose again three days later,
increasing to 100 on the normalized scale. This
spike represents an interest level 33 times higher
than the pre-ban value of 3. The Russian gov-
ernment’s efforts to suppress interest in the film
fueled public curiosity and piracy. One theater,
the Pioneer Cinema in Moscow, played the movie
despite the ban.?

Even for the Russian government, with complete
control over dissemination methods and a synchro-
nized cultural background, the iatrogenic effect of the
ban far surpassed any fallout that may have occurred
through allowing the film to show or limiting the
showing license. One critical lesson within the infor-
mation environment is that inaction is always an
option. It can often be the most prudent approach
to prevent cascading effects, even if it conflicts with
aleader’s desire to act. Achieving an information
advantage necessitates a long-term strategy, where
accepting a temporary setback can be preferable to
enduring a prolonged and comprehensive failure.

The Russian movie ban is just one example
of iatrogenic influence, where information opera-
tions inadvertently counteract the desired behavior.
Throughout the GWOT, coalition forces repeat-
edly misstepped in the information environment,
unable to achieve success in the war for “Hearts and
Minds.” Since September 11, 2001, the U.S. gov-
ernment has rapidly and meaningfully expanded
its capabilities to operate within the information
environment.” Military and non-military organi-
zations keep expanding their capabilities to engage
in the global “information war,” even though such
a conflict cannot be decisively “won.” The infor-
mation environment functions more like a stock
market, with infinite potential participants and no
clear signal of victory. Instead, state actors should
concentrate on providing consistent and persistent
influence while maintaining the ability for short,
rapid spikes supporting tactical objectives. The
military provides necessary short spikes, while
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non-military capabilities provide the enduring
global influence. Achieving this end state requires an
inventory of military and non-military information
operations assets and clearly distinguishing areas
for each asset’s focus. The Russian government’s
experience illustrates how iatrogenic influence can
amplify poorly calibrated information operations.
The case study underscores the necessity for mili-
tary and non-military organizations to refine their
operational approaches to meet the challenges of a
complex and dynamic information environment.

THE EVOLUTION OF NON-
MILITARY INFORMATION
OPERATIONS

The Russian government’s difficulties during its ban
on the Death of Stalin highlight the importance of
well-planned information operations. As long as
the military has existed, it has had a vested interest
in competing in the information environment to
enable commanders an advantage in battle, while
non-military information operations have histori-
cally shouldered the responsibility for influencing
populations. The Committee on Public Information
(CPI), established during World War I, was the
first non-military U.S. governmental organization
concentrating on propaganda, disinformation, and
influence activities.” Established in 1917 under
President Woodrow Wilson, the CPI had domestic
and foreign branches supporting and enabling U.S.
efforts during World War One.* Domestically, the
CPI generated public support for the war using
speeches, films, leaflets, and posters to spread
pro-American messages.* The foreign branches fo-
cused on Europe and Latin America, using similar
mediums to build support for U.S. war efforts.** De-
spite serving as a temporary organization, the CPI
was the U.S. government’s first attempt at non-mili-
tary information operations.

In 1940, President Franklin D. Roosevelt, con-
cerned about intelligence gaps as the Second World
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War loomed, directed General William Donovan to
draft plans for an intelligence service based on the
British M16.** Donovan recommended establishing a
single agency capable of performing specialized oper-
ations, including disinformation activities. In June
1942, President Roosevelt established the Office of
Strategic Services with a Morale Operations Branch
specializing in psychological warfare and propaganda
being established in January of 1943.>* While CPI
primarily utilized overt propaganda to build popular
support for American ideals openly, the OSS special-
ized in more clandestine methods such as spreading
disinformation, forging documents, misattributed
leaflets, and fake broadcasts.* The OSS covert opera-
tions complemented the Office of War Information’s
(OWI) more overt efforts and drove the potential for
information operations into new territory.

After the disbanding of the OSS in 1945, the
Central Intelligence Group became the immediate suc-
cessor to centralized U.S. Intelligence Efforts.” Later,
in 1947, the Central Intelligence Agency was estab-
lished and adopted the OSS’s previous roles in covert
operations.* The CIA adopted psychological warfare
and information operations capabilities, such as the
establishment of Radio Free Europe/Radio Liberty
(RFE/RL).* RFE/RL was established by the CIA in
1949, targeting Soviet satellite states and the Soviet
Union to counter the appeal of communism.*’ In
addition to radio broadcasts, the operations included
leaflet drops through meteorological balloons, rallies,
rumors, and movies as the CIA continued to evolve its
information operations capabilities.*!

President Dwight Eisenhower established the
United States Information Agency to complement
the CIA’s covert operations, focusing on overt public
diplomacy and influence campaigns.** The USIA
aimed to counter the spread of communism globally
by disseminating messages that told the American
story to the world. Building a positive impression of
the United States involved the establishment of Voice
of America (VOA).* This pro-U.S. radio broadcast
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service provided uncensored news in regions where
the governments may have restricted access to infor-
mation.** In addition to radio, the USIA produced
magazines, films, and pamphlets tailored for foreign
audiences while providing traveling libraries of
American literature and educational materials.*

Following the collapse of the Soviet Union in
1991, members of Congress began to question the
utility of the USIA. The Foreign Affairs Reform
and Restructuring Act of 1998, Division G of the
Omnibus Consolidated and Emergency Supplemental
Appropriations Act dissolved the USIA, with
broadcast services transitioning to the Broadcasting
Board of Governors, and the U.S. Department of
State absorbed its remaining functions under the
Undersecretary of State for Public Diplomacy.*® The
Undersecretary of State for Public Diplomacy leads
overt U.S.-attributed information operations, provid-
ing a range of methods from digital media through
traditional television and radio broadcasts and
in-person exchanges like the Fulbright program and
international visitor leadership program.

In 2011, President Barrack Obama issued
Executive Order 13584 to expand the State
Department’s information Operations capa-
bilities and establish the Center for Strategic
Counterterrorism Communications (CSCC)." The
center’s mission was to support communication
activities against violent extremism and terror-
ist organizations. In 2016, the organization was
renamed the Global Engagement Center, and in 2017,
the center’s mission expanded to address foreign
propaganda, misinformation, and disinformation
operations.*® Prior to its closure on December 23,
202, the center had five interconnected areas:*

1. Analytics and research
2. International partnerships
3. Programs and campaigns

4. Exposure
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5. Technology assessment and engagement

During the COVID-19 pandemic, the
Undersecretary of State for Public Diplomacy led
the U.S. international effort to address disinforma-
tion about vaccine safety and influence global health
efforts by disseminating factual information through
embassies and international broadcasts.”® In 2018, the
Broadcasting Board of Governors, which oversaw the
U.S. broadcasting entities, was renamed the United
States Agency for Global Media.” Despite its roots
in the CIA and State Department, the USAGM is an
independent government organization that does not
have any requirement to synchronize or coordinate
with any other U.S. information operations-related
agency. While its independent status lends credibil-
ity to its journalist qualifications, it remains a U.S.
government organization operating within the infor-
mation sphere without guidance or synchronization
with other information-related organizations.

Outside the State Department, the Office of the
Director of National Intelligence oversees the U.S.
government’s most significant non-military infor-
mation operations capabilities. The Office of the
Director of National Intelligence oversees the U.S.
government’s intelligence agencies.” Organizations
with roles in Information Operations, such as the
Central Intelligence Agency, National Security
Agency, and Federal Bureau of Investigation, receive
oversight from the ODNI. Additionally, the ODNI
maintains five centers that have roles in the infor-
mation environment. The five centers are:*

1. National Counterproliferation and Biosecurity
Center

2. National Counterintelligence and Security
Center

3. National Counterterrorism Center
4. Foreign Malign Influence Center

5. Cyber Threat Intelligence and Integration
Center

PRISM 11, NO. 1
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Each ODNI center plays a role in the informa-
tion environment. The NCTC publishes alerts and
warnings, the NCSC performs outreach and aware-
ness campaigns, the NCBC discourages and deters
the acquisition of WMD resources, the CTIIC influ-
ences cyber threat actors, and the FMIC exposes and
deters foreign influence threat actors.

Non-military government agencies shoul-
der the most considerable burden of information
operations, leading efforts in both overt and covert
operations. The immense resources devoted to
influencing foreign populations and protecting U.S.
citizens from foreign malign influence results in
consistent and persistent messaging in the infor-
mation environment to support U.S. national
objectives. However, during times of crisis and
contflict, the U.S. government turns to DOD to lead
information operations in support of military objec-
tives. While non-military agencies have led U.S.
government information operations in both overt
and covert capacities, times of crisis or conflict may
necessitate the supplanting of civilian agencies by
military information operations. DOD’s primacy in
areas of conflict is primarily due to the inability of
civilian agencies to reach target audiences or have
any immediacy in performing influence activities.

STRUCTURE AND CAPABILITIES
OF MILITARY INFORMATION
OPERATIONS

While non-military agencies lead U.S. information
operations in most contexts, DOD’s structure and
capabilities require it to dominate during crises or
conflicts. This section examines the organization
and capabilities of military information operations.
DOD maintains eleven Combatant Commands, each
led by a four-star General and supported by Service
Component Commands representing the various
military branches.* For example, U.S. Central
Command (CENTCOM) has the service component
commands of U.S. Army Central (ARCENT), U.S.
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Naval Forces Central Command (NAVCENT), U.S.
Air Forces Central Command (AFCENT), U.S. Ma-
rine Corps Forces Central Command (MARCENT),
U.S. Special Operations Command Central (SOC-
CENT), and U.S. Space Forces Central (SPACE-
CENT).” Despite each service having a different
lexicon regarding operations in the information
environment,* each service maintains a deputy
operations officer responsible for overseeing MISO,
operations security, data science, and operations
research to support the commander’s objectives.”

Beyond the geographically aligned combatant
commands, three functional combatant commands
maintain significant information operations capa-
bilities.”® Under U.S. Special Operations Command,
the Joint MISO Webops Center JMWC) conducts
internet-based MISO.”* U.S. Strategic Command
maintains the Joint Information Operations
Warfare Center (JIOWC),*® which coordinates and
executes information operations at the strategic level
in support of the Joint Chief of Staff to “meet com-
batant command information-related requirements,
improve the development of information-related
capabilities, and ensure operational integration and
coherence across combatant commands and other
DOD activities.” For instance, the Joint MISO
WebOps Center conducts internet-based influence
campaigns to counter adversary disinformation. At
the same time, the Joint Information Operations
Warfare Center supports strategic-level operations
by integrating information-related capabilities
across multiple domains. Lastly, there is the U.S.
Cyber Command, which is building up the Theater
Information Advantage Detachments.*

In February of 2024, the Army Force Structure
Transformation Plan approved the creation of three
TIADs.® One TIAD will support the European
theater, a second will support the Pacific region, and
the third will serve as an interterritorial detach-
ment under the U.S. Army Cyber Command.® The
TIADs combine information-related capabilities,
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such as cyber, electronic warfare, data system
engineers, information operations, intelligence,
and psychological operations, into a cohesive team
capable of obtaining an information advantage.*®
The establishment of TIADs reflects a recognition of
the increasing importance of integrated information
capabilities in modern conflict. These detachments
aim to give commanders a decisive information
advantage in complex operational environments by
consolidating cyber, intelligence, and psychological
operations under a single framework.

As military information capabilities continue
to expand, the question remains about what role the
military should play within the information sphere.
The military operates under strict legal frameworks
that necessarily limit the ability to perform activities
domestically. In the international realm, the mili-
tary strictly follows international law and maintains
domestic oversight of its activities. The result is an
ethical military structure that performs its duties with
restraint and can account for its activities publicly.
What role should the military play in the grey zone
of information operations, and can it even compete
against adversaries not abiding by the same moral
obligations? As the military continues to expand
its information-related capabilities, its role in the
information environment requires reevaluation. The
following section explores the strategic and operational
implications of the military’s role in the information
environment, asking whether the end of the GWOT is
a signal to transition the military’s information opera-
tions responsibilities back to civilian agencies.

REEVALUATING THE ROLE
AND RELEVANCE OF MILITARY
INFORMATION OPERATIONS

While DOD has robust structures capable of op-
erating within the information environment, their
effectiveness and relevance in modern conflicts
require examination. This section reevaluates the
role of military information operations in light of
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Figure 2: Taliban Personnel Strength 2001 - 2024
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lessons learned during the GWOT. The presence

of robust non-military information operations
capabilities for covert and overt operations begs the
question: What role should military information
operations play? Throughout the GWOT, United
States and coalition military information operations
actors shouldered the primary burden of waging an
information war against violent extremist organi-
zations. Despite numerous tactical successes, the
Taliban’s strength grew from approximately 45,000
personnel in 2001 to 60,000 in 2014%” and 75,000
by 2021,% when they regained control of Afghan-
istan. The unfortunate reality of the data seems to
be that the military is ineffective or incapable of
competing with violent extremist organizations
with the speed and granularity required to wage
effective information operations. Violent extremist
organizations operate with agility, leveraging local
knowledge and decentralized networks to dissemi-

PRISM 11, NO. 1

nate propaganda.

In contrast, military information campaigns
often lack the speed and granularity to respond
effectively to such dynamic threats. The U.S. war in
Afghanistan had its iatrogenic effect on the Taliban,
where they had more personnel and resources at the
end of the war than at the beginning. This section
explores three potential approaches: expanding mil-
itary information operation capabilities, dissolving
them in favor of non-military assets, or focusing on
a specialized and refined mission set.

With evidence indicating that Al-Qaeda has
experienced a similar jatrogenic boost in person-
nel followership, aggregating major affiliates in
Syria, Yemen, and throughout Africa,” the ques-
tion remains: How is it possible that twenty years
of war increased the strength of the groups we set
out to destroy? The negative externalities from
years of iatrogenic influence have outweighed the
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tactical successes achieved by coalition members
in Afghanistan. The iatrogenic effects observed in
Afghanistan highlight the need to reevaluate the
military’s role in information operations and refine
its approach to avoid negative externalities.

The first option would be to dramatically
expand U.S. military information operations capabil-
ities to meet the demands of the global information
war. This option would argue that the inability to
influence populations in Afghanistan effectively was
due to the lack of resources. As such, the answer is
to increase resources to meet the challenge, which
suggests that there is a correlation between bud-
get and effectiveness. A 2012 report from RAND
assessed the effectiveness of information operations
themes in Afghanistan, and determined that all nine
themes either had mixed effectiveness or were inef-
fective, despite annual changes in budget allocation.”
Proponents of this option are misunderstanding the
impacts of the GWOT. The most prominent iatro-
genic influence effects occurred due to coalition
forces lacking legitimacy with local populations and
not understanding the cultural intricacies of Afghan
society, that they are nonhomogenous and more
closely identify with their tribe, ethnicity or region.”
Western militaries could not compete with violent
extremist organizations’ dynamic and asymmetric
influence capabilities because they could not under-
stand their audiences as quickly or rapidly undergo
the bureaucratic processes required to disseminate
products. Occasionally, military forces attempted to
expedite bureaucratic processes to increase dissem-
ination speed, but this only exacerbated the lack of
cultural knowledge and multiplied the impact of
iatrogenic influence.

One example of this occurred in Parwan
province, Afghanistan, in 2017. U.S. military forces
propped leaflets with a white dog intended to repre-
sent the Taliban.” The white dog had the Shahada,
the Muslim call to prayer, printed upon it.”* The use
of a Muslim symbol of faith on a dog deeply offended

110 | FEATURES

the local populace, and a Taliban suicide bomber later
detonated outside an American base, claiming it was
retaliation for the leaflet. Such a significant oversight
would not have been prevented by simply increas-
ing budgets or streamlining approval processes. The
problem was that Western military actors were not
the right actors to attempt to transition citizens away
from the Taliban ideologically. In these situations,
the widespread application of information operations
is not only a waste of resources but is often coun-
terproductive and should not be engaged in at all.
Expanding information capabilities without address-
ing underlying issues risks amplifying existing
inefficiencies and perpetuating iatrogenic effects.

The second option is to dissolve all informa-
tion operations capabilities and rely entirely upon
non-military assets for influence. The vast amount of
non-military resources lends credibility to the argu-
ment that military capabilities are now transitioning
into the realm of superfluous. This view would ignore
the historical necessity for information operations
and would be a flawed emotional reaction to the war
in Afghanistan. While non-military agencies main-
tain significant capabilities, they lack the operational
immediacy and scalability that the military provides
during conflict. Eliminating military information
operations would create a critical capability gap,
exacerbating difficulties. All major militaries par-
ticipating in the Great Power competition maintain
an information operations capability and apply it
where necessary. To dissolve the military’s ability to
perform these operations would unnecessarily give
adversaries a competitive advantage and disregard the
historical role information has played in the conflict.
Furthermore, it would ignore the instances of success
in Afghanistan, which occurred primarily through
face-to-face communication. In conflict zones, the
military has greater access and placement in areas
that enable effective influence.

Information and psychological operations have
been critical in operational success in U.S. military
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history. While propaganda, influence, and infor-
mation operations have played significant roles
throughout the history of the United States, the U.S.
military had no formalized capability prior to World
War 1. Despite President Woodrow Wilson’s oppo-
sition to the military’s use of propaganda, a small
section called the “Propaganda Section” printed 5.1
million leaflets during the war and had 3 million
disseminated by volunteer pilots or hydrogen bal-
loons.” Interrogations indicated the leaflets were
effective at eroding adversary morale and increasing
surrenders. However, the War Department dissolved
the section after the war.”®

During World War II, the military sought
to relearn the lessons of influence, and the
Psychological Warfare Branch used leaflets and
radio broadcasts to demoralize adversaries and
increase surrender rates.”” Military information
and psychological operations continued to func-
tion ad hoc throughout American history until July
1953, when the military established a permanent
psychological operations capability.”® A historical
evaluation of information’s use in military opera-
tions makes it clear that the military is necessary
and effective in four areas:

= Defection/Surrender Campaigns: These oper-
ations target enemy forces, aiming to persuade
them to abandon their positions, defect, or

surrender.

= Civilian Protection/non-interference: These
operations target civilian populations to
persuade them to avoid conflict zones and not
interfere in military operations. They often
involve warnings about military action and
instructions for safe evacuation.

= Enemy Demoralization: These operations seek
to weaken the will and cohesion of enemy forc-
es or disrupt their perceptions of the battlefield.
Highlighting hardships or tactical losses is a
common theme during these operations.
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= Boosting Friendly Morale: These operations,
often conducted by a public affairs officer, em-
phasize mission success and motivate friendly
forces. Recognition of achievement and reas-
surance of progress toward mission success are

common.

Observing these four critical mission areas
leads to the third and best option for military
information operations to specialize and excel in a
limited mission set. Reviewing the Mission-Essential
Task Lists (METL) for any maneuver organiza-
tion will reveal a standard list of tasks that the unit
refines and perfects to maintain its effectiveness on
the battlefield. Conducting a movement to con-
tact, conducting an attack, and conducting an area
defense are typical tasks that any maneuver organi-
zation within the U.S. military will recognize and
understand how to execute. However, a similar or
comparable task list must be more present in the
manuals and task list of influence actors. Just as
maneuver units perfect a defined set of mission-es-
sential tasks, information operations units should
focus on mastering their core task, specifically
within LSCO. Expertise in baseline skills enables the
military to adapt and improvise during unexpected
situations. By focusing on well-defined essential
tasks and developing deep expertise in these areas,
the military can ensure its information operations
remain adequate and relevant in the needed areas.
Rather than dominating all areas of influence, a lim-
ited approach focusing on LSCO helps achieve the
specialization needed within the military.

RECOMMENDATIONS FOR
MILITARY INFORMATION
OPERATIONS

After identifying the most effective roles for mili-
tary information operations, the next priority is to
realign resources to meet the needs of its role. Four
specific recommendations provide the most effi-
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cient strategy to maximize operational effectiveness
and mitigate the iatrogenic influence. As the U.S.
military adapts its forces to concentrate on LSCO, it
must likewise adapt its information forces to meet
the challenges of a modern battlefield. The Western
world must avoid repeating the mistakes of Afghan-
istan, where twenty years of information operations
inadvertently increased ideological support for the
Taliban. In preparation for the next conflict, the
United States should adapt its information capabili-
ties to maximize effectiveness and reduce the risk of
iatrogenic influence.

First, non-military organizations must integrate
and generate products based on their experience
and spheres of influence rather than relying on
military information and influence capabilities to
lead global information operations. Countering
violent extremist propaganda requires a long-term
focus with specialized expertise that exists within
non-military organizations, such as the National
Counterterrorism Center. Their ability to integrate
intelligence and influence efforts ensures precision
while maintaining credibility with target audiences.
The National Counterterrorism Center is a reposi-
tory of intelligence and information about terrorist
threats. Their Joint Operations Center should serve
as the center of U.S. efforts to counter the influence
of violent extremist organizations. However, they
should concentrate only on counterterrorism influ-
ence and avoid creeping into different mission sets.
Specific and concentrated efforts with the highest
possible level of precision will produce the most
significant information advantage for the United
States, avoiding generalized approaches in the
information environment, which is key to reducing
incidents of iatrogenic influence.

Second, military information missions should
align with the most historically effective ones.
Rather than wasting resources in areas where
Western militaries are incapable of competing or
lacking legitimacy, concentrated expertise allows
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information actors to provide the most valuable
benefits to their military commanders. For example,
during World War II, the U.S. military successfully
used leaflets to encourage mass defections among
enemy forces. The surrender campaigns were well
suited to the military’s capabilities. Advocating for
improving performance with ineffective military
mission sets, such as persuading civilians to align
with the United States ideologically, ignores the
reality that some missions are inherently unachiev-
able. However, there is no point in optimizing a
mission set that should not exist, and the ideolog-
ical persuasion of civilians away from the Taliban
and toward the United States was a mission with no
chance of success. The military must focus on mis-
sion sets that can be achieved in short deployments
and utilize tactics uniquely available to them, such
as face-to-face communication.

Third, the U.S. State Department should absorb
the U.S. Agency for Global Media (USAGM). The
Office for Public Affairs and Public Diplomacy is
the most significant asset in the U.S. arsenal for
performing overt foreign information activities.
USAGM simultaneous broadcasting capabilities
must be synchronized with public diplomacy efforts
to maximize efficiency and effectiveness. USAGM’s
overt affiliation with the U.S. government inherently
limits perceptions of neutrality and is not mitigated
by claims of independent status. Merging with the
State Department streamlines resources and reduces
redundancy. Any perceived loss of credibility from
moving to the State Department is negligible.

Fourth, clarify duties and responsibilities for
all information operations organizations. With
so many organizations participating in the infor-
mation environment, senior leadership must
specify and distinguish which efforts belong to
each agency. Clear role delineation would ensure a
unified approach, reducing information fratricide
and enhancing operational efficiency. Eliminate
wasteful overlap and reduce information fratricide
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by hyper-focusing organizational lines of effort.
U.S. Special Operations Command has done this
well by designating its JMWC as its lead effort for
internet-based MISO.” Other organizations can
save time by outsourcing learning the legalities and
intricacies of internet-based MISO to the IMWC.

Additionally, other organizations know where
to go for synchronization, and the JIMWC can
develop expertise in its singular mission. The level
of mission granularity demonstrated by the JMWC
must permeate the other military and non-mili-
tary organizations to eliminate waste and identify
gaps. By implementing these recommendations, the
United States can manage the execution of effective
and precise information operations.

CONCLUSION

The recommendations of this paper aim to refine
the roles and responsibilities of military informa-
tion operations to maximize their effectiveness and
minimize the risk of iatrogenic influence. Lessons
from the GWOT, notably the iatrogenic surge in
Taliban forces, illustrate the need to recalibrate the
U.S. approach in the information environment. The
military should exercise restraint in the information
environment where it lacks a competitive advantage
and instead focus primarily on tasks where it has
historically excelled and supported operational mis-
sions, such as surrender appeals, civilian non-in-
terference, and enemy demoralization. While these
mission sets do not entirely encapsulate the U.S.
military’s influence abilities, they are optimized for
deployment timelines and utilize the unique access
and placement of military forces.

This paper does not advocate for the United
States to abdicate its responsibilities to compete
in the information environment. On the contrary,
precise expertise in a few missions enables the mil-
itary to execute its responsibilities efficiently and
exposes information gaps for other agencies to fill.
Strategic information operations require consistent
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and persistent messaging over long durations. In
contrast, military deployments typically last six or
nine months, barely enough time to approve a single
MISO plan. The military’s structural limitations
make it ill-suited for consistent long-term messaging
and stand in stark contrast to the multi-year assign-
ments of State Department public affairs officers or
CIA officers. Rather than haphazardly attempting to
force long-term planning upon short-term deploy-
ers, the military should concentrate its efforts on
achievable missions within their timeline.

The United States can leverage all agencies’
strengths for a more comprehensive information
plan by aligning the military with achievable goals
and enhancing collaboration with civilian agen-
cies. Centralizing dissemination methods within
major agencies, such as the USAGM within the State
Department, reduces the risks of information frat-
ricide and enables narrative synchronization at the
national level. While the military hones its expertise
in core mission sets for LSCO, non-military agencies
must simultaneously enhance their capabilities to
disrupt adversary OODA loops, ensuring a coor-
dinated and unified approach to the information
environment.

As technology advances, the information envi-
ronment will perpetually become more complex.
The recommendations presented provide a pathway
towards a strong information foundation and more
significant strategic impact. The United States can
maximize its ability to influence target audiences
to support national security objectives by optimiz-
ing military and non-military missions to fit their
strengths and limitations. Failing to learn from his-
torical missteps risks cascading consequences in an
increasingly interconnected world, where the stakes
of influence operations are higher than ever. PRISM
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