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Weapons of Mass Destruction (WMDs) – a term that has not been in our news cycle for several 

decades.  What are they?  There are a variety of definitions for what makes a weapon capable of mass 

destruction, but let’s take the United Nations definition: “Weapons of mass destruction (WMDs) constitute a 

class of weaponry with the potential to, in a single moment, kill millions of civilians, jeopardize the natural 

environment, and fundamentally alter the world and the lives of future generations through their catastrophic 

effects”. 

Routinely, we consider these as weapons with either a nuclear, radiological, chemical or biological payload.  

Most will think back to World War II and the detonation of Fat Man and Little Boy over Hiroshima and Nagasaki 

– these WMD attacks had three devastating phases: first was the shock and awe effect of the weapon; 

second was the initial horrific death toll and later the casualties from second and third order effects (like 

power and water outages); third was the generational devastation to the Earth, to people, and to society.  The 

scale and scope of the use of a WMD exceeds the immediate ‘blast radius’, both in space and time.

Emerging Disruptive Technologies (EDTs) – an umbrella term for several disparate technologies that 

are both emerging — from the laboratory stage to initial adoption by the masses — and disruptive – changing 

forever humanity’s culture, texture, and capability.  Historically, EDTs would include the movable type printing 

press, the steam engine, and (more recently) cellphones,   and social media.  All EDTs pose significant 

challenges to existing policy, law, and societal norms – and some pose similar challenges to doctrine for 

non-proliferation and deterrence.  Predicting which technologies would be EDTs, is itself a challenge; ask 100 

different organizations what technologies belong in this category, and you would get 100 different answers. 

Comparing responses from the U.S. military, the U.S. Intelligence Community, and NATO, there tend to be 

some similarities.

Looking at the intersection of these two big concepts was a research effort undertaken in 2022. Here 

we explored how future EDTs might enhance the lethality and/or effectiveness of WMDs in 2040, or be 

themselves considered WMDs. While the in-depth report is located at https://digitalcommons.usmalibrary.

org/aci_rp/49/, we also decided to illustrate some of these ideas using a science fiction prototype, in comic 

form.  Our story does not shy away from a dystopian vision of tomorrow. Exploring these dark regions inspires 

us to build a better, stronger, and more secure future for our Armed Forces. 

This is the story of the Great Attack - where various EDTs (sometimes working together and sometimes 

singularly) were paired with traditional kinetic weapons to create WMD-like effects. Adversaries staying away 

from ‘traditional’ WMD payloads, like nuclear or biological weapons, kept them under the radar and below the 

line of being immediately recognizable as a WMD attack on the United States. Yet, these WMD-like EDTs 

still created the three devastating phases (not with a singular bomb drop but in a series of actions designed 

to bring a country to its knees). They shattered our way of life and proved that our homeland is no longer a 

sanctuary space.

Col. Natalie Vanatta
Academy Professor

U.S. Army Cyber Institute

BUILDING A BETTER, STRONGER AND MORE 
SECURE FUTURE FOR OUR ARMED FORCES

The views in this graphic novel are those of the author and do not reflect the official policy or position of the 
Department of the Army, DOD, or the U.S. Government.
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This is the story of the Great Attack.  Where various 

EDTs (sometimes working together and sometimes 

singularly) were paired with traditional kinetic weapons 

in an attempt to create WMD-like effects. Adversaries 

staying away from WMD payloads kept themselves under 

the radar. Yet, they still created the three devastating 

phases (not with a singular bomb drop but in a series of 

actions designed to bring a country to its knees). They 

shattered our way of life and proved that the homeland is 

no longer a sanctuary space. 

The Great Attack:
S u r v i v o r s ’  Ta l e s
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 uch of the footage and data has been lost 
from the Great Attack. This project is meant to 

recapture that history and tell the Survivors’ 
tales on this 20th anniversary of the attack.  
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It was a hot summer. The war had been going on 
for almost two years, but aside from a stray 

hypersonic MISSile that broke through, the 
conflict hadn’t come to North America.

I had a summer fellowship 
at the Atlas museum and 

library. It was housed in a 
decommissioned ballistic 
missile silo in a remote 

location. That remote silo 
saved my life...

At the time, Everyone had been saying that 
a “big attack” was coming. We were on 

edge for sure, but we were not prepared 
for what did come…

The Great 
Attack:

Survivors Tales
‘

In 2027 I 
was a young 
PhD student 
studying the 

geopolitics of 
World War II.
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  At first we didn’t know it was an   	   	
  attack. The Western states had been in 	
 drought for years, but the wildfire’s 
that year were particularly bad. There 
were rumors that the enemy had used  	
 drones or missiles to start the fires.

we should have known something was 
wrong when the firefighting drones 

started going to the wrong locations.

The next series of attacks happened 
all at once…The night of August 

5th they corrupted the code in the 
battery charging stations, overheating 

them, setting them on fire. 

No one could put out the fires. the first 
responders were either out West, or their 

batteries had burned too. The suburbs burned...

Masses of homeless families gathered in 
stadium shelters. People started to panic. No 

one knew what was going on.

And, at the same time, they 
attacked the hospitals…



6  

Any device connected to a hospital network 
was bricked - instantly useless. The ones that 

did work just keep alarming.

The medical freezers and 
refrigerators were hacked. 

our blood supplies and 
medicines were ruined.

When word got out that multiple hospitals had 
gone offline and were no longer functioning, 

the public started demanding answers.

People’s personal 
medical devices and 

implants started to fail.

Those that didn’t die 
straight away were 

left to wonder what 
to do with this thing in 

their body.

Fake Videos came out, 
showing people who were 
really scared how to get 

the implants out.

It’s as 
easy as 

that!



At noon on August 6th the power 
grids started to fail. Early evidence 

showed it wasn’t the enemy.

They said it was an “opportunity attack” 
meaning someone else who wanted to attack 

us, hit us while we were down.

then the smart 
buildings were 

hacked.

They Jacked up the power demand from 
Buildings in the cities. It was too much. 

the power companies just couldn’t take it. 
The entire system failed.

For days it was like the entire 
country was on fire.



Nothing was working. The call 
centers were flooded or 

completely dark.

Next, our first responder 
systems failed. We couldn’t 

get to all the people.

Then they took our data.
Corporations, offices, banks – 
everyone’s data was gone. The 

stock market collapsed…

the dollar and crypto were 
worthless. If you had The 
internet it barely worked.

It was just gone.  
All our files!

I don’t 
think she’s 
breathing 

mom!

Where are 
they?  I’ve 

been calling 
for hours!



You have to understand what it 
was like. For weeks there was 
no power. No transportation. 
No logistics. No food. People 

began hording.

Neighbors turned on 
neighbors.  No one 
could be trusted.

Nothing was moving in or 
out of the ports. I mean, we 
couldn’t get anything! We 
couldn’t pay for anything. 

We gave up.

There was only so much 
that people could take. 

Everyone tried to keep it 
together but something 

had to break.

We kept expecting the 
government or the military to 
step in and do something but it 

never happened.

There was 
no way of 
fixing it or 

fighting 
back.

The really 
scary thing was 

how long it went 
on. It was weeks…
and people just 

kept dying.
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Things got worse...I saw my 
first big riot when I was 

downtown...

The crowd came at us. There was 
nothing we could do.

A lot of people died. The really 
young and the really old. The funeral 

homes could not handle the dead.

The bodies began to pile 
up and then the infections 

started. The smell was 
horrible.

No one’s really 
gotten over it. 
Everyone lost 

someone. You don’t 
get over that.

We lost 
everything. 
Our way of 

life was 
gone.



“A hundred thousand people were killed by the atomic bomb…(the 
survivors)…still wonder why they lived when so many others died. Each of 
them counts many small items of chance or volition—a step taken in time, a 
decision to go indoors, catching one streetcar instead of the next—that 

spared him. And now each knows that in the act of survival he lived a dozen 
lives and saw more death than he ever thought he would see.”

We will never go back to the way things 
were before. So many of us lost family that 
we don’t want to go back. We don’t want to 

raise kids in a world like that.

We just don’t trust technology anymore.

With the data gone and our infrastructure 
destroyed…the way we used to live and 

work had to change.

We will never forget the Great Attack 
and the people we lost. But we must 

also never forget what we are strong 
and we will carry on.

Everyday 
my thoughts 

go back to John 
Hersey’s 1946 

New Yorker essay, 
Hiroshima That I 
studied all those 
years ago when I 
was a young PhD 

student...

With the 
international 

recovery funds 
we rebuilt, but in 

our own way. 

Life 
goes on.



We are... on the cusp of a change in the fundamental character 
of war... how wars are fought, where wars are fought and with 

what weapons, technologies, organizations and doctrines 
— in short, the ways and means of war — is undergoing a 

fundamental, profound and significant change. 

In total, in that summer of 1944, 58,000 Americans were 
killed in action, in the air, at sea and on the land in five 

theaters of war in only eight weeks. That’s the human cost of 
Great Power War…the butcher’s bill...…

 It will be your generation that will carry the burden and 
shoulder the responsibility to maintain peace and contain and 

prevent the outbreak of Great Power War.

“

“

GEN Mark Milley
Chairman Joint Chiefs of Staff

2022 Commencement speech
United States Military Academy
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The horrific spectacle of instantaneous destruction, mass death, and chaotic disruption (ranging from 

millennia of contamination to nuclear winter) place ‘traditional’ WMDs in their own weapons category.  

By pairing or combining multiple EDTs (such as robotics, AI and autonomous systems, quantum, and 

hypersonics), state and non-state actors can achieve the speed, scale, and destruction of WMDs without 

crossing the nuclear threshold. While unlikely to replicate the full scope of WMD effects in a single 

attack, novel pairings of EDTs will succeed in achieving both immediate shock-and-awe and long-term 

degradation of the target’s strategic resources.  Importantly, under current policy and legal frameworks, 

these technologies are largely not regulated to prevent these pairings – which often are also relatively 

inexpensive and easy to procure and implement (compared to a nuclear or biological program).

As we consider this future, it should beg the question – If this is just one possible, potential future, what 

might other mass EDT attacks look like? What combinations of technologies would you weaponize to 

achieve your objectives? What might our adversaries pick? 

Our Achilles heel are the immensely complex (and only getting more complex) systems that underpin our 

civil societies.  These systems will only get more complex but also more vulnerable to nefarious EDT use. 

We need to understand that the initial shock and destruction of combined EDT attacks will be accompanied 

by more pervasive and insidious efforts to achieve the long-term degradation of our strategic resources 

and capabilities. In turn, reducing our will and capacity to fight – through loss of resources, loss of critical 

infrastructure, or loss of societal structures and civil support systems.

The primary targets of these destructive efforts will be the complex and interdependent systems 

undergirding nations and the international rules-based order. What should be our playbook for stabilizing 

these systems and measuring/understanding their resiliency? 

The greatest threat posed by WMD-like EDTs is their imperceptibility and dual-use nature. Through 

the creative, deliberate, and patient use of EDTs in varying combinations to attack, destabilize, and 

persistently undermine critical systems, political will, and social cohesion, opponents might achieve the 

strategic effects of a WMD without their target’s population even being aware they were the victims of an 

attack. Because these attacks are designed to remain “under the radar”, they will present themselves as 

criminal attacks, glitches in the system, or may remain hidden completely until their effects cannot be 

reversed.  Even if exposed as an attack by an adversary, responses by the U.S. Government may be slower 

or reduced in effect as these WMD-like EDTs might not reach the criteria for an “in-kind” WMD response.

As more EDTs are invented and more people adopt them into their lives, how do we prepare for such an 

attack? How do we identify an attack or an EDT which could be weaponized? If you look at our story, these 

attacks appeared to be explainable as natural disasters, product malfunctions, or infrastructure failures.

If we are saying that some EDTs have potential for WMD-like effects and most EDTs are developed in 

private sector, what steps and what conversations need to occur on national resiliency and security in 

concert with the private sector? 

AFTERWORD
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