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Abstract—The Hedera hashgraph algorithm has been shown to
be Asynchronous Byzantine Fault Tolerant (ABFT) for achieving
consensus on adding a transaction into local copies of a hash-
graph distributed database. The ABFT result is theoretically the
best result that can be achieved for distributed ledger technology
(DLT) regarding trusting that the data in each local copy of a
distributed global database has not been tampered with during
each transaction process to add data into the global distributed
database. The hashgraph algorithm ensures that each transaction
in each local copy of the global database can be trusted to be a
true copy of the data submitted by each node in the set of peer
nodes as long as no more than 1/3 of the peer nodes in the peer-
to-peer network of hashgraph nodes have been compromised.

The Aquaticus, capture the flag (CTF) force-on-force free-
play competition between Artificial Intelligence (AI)/Machine
Learning (ML) agents enables use of a variety of ML algorithms
to build AI/ML agents to play and win the CTF game in a
maritime environment by employing the MOOS-IvP autonomy
stack. This paper explores the integration of Hedera hashgraph
DLT into the MOOS-IvP Aquaticus testbed for efficient and
secure data transfer in collaborative autonomy scenarios. The
study focuses on developing a multi-node Hedera network to sup-
port decentralized, real-time, and tamper-proof communication
among autonomous agents in adversarial maritime environments.
A detailed network setup using Docker and solo-compose is
outlined, including transitioning from single-node to multi-node
configurations.

The system’s application is evaluated in the context of the
Aquaticus capture-the-flag (CTF) environment, highlighting its
role in synchronizing flag positions and tagging status among
unmanned surface vehicles (USVs). Initial findings indicate that
the Hedera network can enhance data integrity and scalability
while reducing latency in distributed systems. Challenges in scal-
ing and resource optimization are discussed, along with proposed
future work to deploy physical nodes using Raspberry Pi and
integrate reinforcement learning frameworks like PyQuaticus.
This research provides a foundation for advancing decentralized
communication in autonomous robotics, emphasizing its potential
for secure and robust multi-agent collaboration.

Index Terms—Hedera Hashgraph, MOOS-IvP, distributed
ledger technology, decentralized network, autonomous robotics,
capture-the-flag.

I. INTRODUCTION

The rise of autonomous systems has led to significant
advancements in various domains, including transportation,
logistics, and maritime operations. Within this evolving land-
scape, the MOOS-IvP Aquaticus testbed has emerged as a piv-

otal platform for evaluating collaborative autonomy in multi-
agent scenarios. Project Aquaticus provides a unique capture-
the-flag (CTF) environment for unmanned surface vehicles
(USVs) to test cooperative and adversarial strategies under
constrained conditions. [11], [12], [19]

These free-play engagements involve diverse AI/ML-
enabled agents executing strategies that can rapidly evolve,
intensifying the need for robust data sharing and reliable rule
enforcement in real-time.

However, simply writing rules for an autonomous sys-
tem—such as how a robot can move or when it can tag
another vessel—does not guarantee that humans can foresee
all possible behaviors. Humans are adept at defining discrete-
event rules in their domains to encourage certain behaviors
and prevent others, but these rules often allow emergent
behaviors that were never intended or anticipated. A well-
known example is how Internet hackers exploit protocols set
by the Internet Engineering Task Force (IETF). They do not
necessarily break IETF rules; rather, they manipulate these
protocols to produce outcomes the protocol designers did
not anticipate. Analogously, in the Aquaticus environment,
emergent behaviors can manifest when AI/ML agents obey
the defined CTF rules but still produce surprising or unwanted
interactions—such as inadvertently orchestrating safety viola-
tions or “man overboard” events that disrupt gameplay.

To better understand, predict, and control such emergent
behaviors, previous Monterey Phoenix (MP) modeling efforts
have been employed within the Aquaticus testbed. MP is a
formal framework for specifying and generating event traces,
enabling comprehensive exploration of “what the system must
do,” “what the system actually does,” “what it must never do,”
and “what it still allows.”

[9], [16], [17]
Through discrete-event modeling, MP helps reveal hidden

conflicts/unexpected behaviors and vulnerabilities in human-
robot team interactions, as well as possible safety lapses
that neither designers nor operators initially anticipated. This
approach has proven instrumental in capturing human intent
and clarifying how distributed autonomous systems might
deviate from—or inadvertently expand upon—that intent when
operating in adversarial or resource-constrained conditions.

In parallel, distributed ledger technologies (DLTs) like Hed-

SoutheastCon 2025

979-8-3315-0484-7/25/$31.00 ©2025 IEEE 1245

So
ut

he
as

tC
on

 2
02

5 
| 

97
9-

8-
33

15
-0

48
4-

7/
25

/$
31

.0
0 

©
20

25
 IE

EE
 |

 D
O

I: 
10

.1
10

9/
SO

U
TH

EA
ST

CO
N

56
62

4.
20

25
.1

09
71

66
5

Authorized licensed use limited to: United States Military Academy. Downloaded on February 10,2026 at 15:55:52 UTC from IEEE Xplore.  Restrictions apply. 



era Hashgraph offer novel solutions to ensure data integrity,
security, and decentralized communication among autonomous
agents. Unlike traditional blockchains, Hedera Hashgraph uti-
lizes a directed acyclic graph (DAG) structure and the gossip-
about-gossip protocol to achieve high throughput and low
latency. Its Asynchronous Byzantine Fault Tolerant properties
make it well-suited for real-time applications in dynamic en-
vironments, where trust and speed are paramount. [1], [3], [4]
By integrating Hedera Hashgraph into the Aquaticus testbed,
the system aims to provide tamper-proof and transparent com-
munication of critical game data—such as flag positions, agent
tags, or emergency safety signals—and to enhance overall
scalability and fault tolerance during CTF operations.

This study explores how these two complementary ap-
proaches—Monterey Phoenix for modeling intended and
emergent system behaviors, and Hedera Hashgraph for ensur-
ing secure, decentralized data transfer—can work together to
improve the robustness and reliability of multi-agent systems
within Aquaticus. We outline the step-by-step setup of a
multi-node Hedera network, emphasizing its application to the
Aquaticus environment for real-time synchronization of USV
states and events. We also investigate how the system might be
expanded to physical nodes, such as Raspberry Pis, to bridge
the gap between digital simulations and real-world maritime
trials.

Through this combined lens of formal behavior modeling
and decentralized consensus, we aim to demonstrate how both
predictable and unpredictable outcomes can be captured and
managed more effectively in resource-constrained, adversarial
scenarios. In addressing key questions about whether an au-
tonomous system is doing what it should, or might do what
it must not, we offer a foundation for future work in de-
signing, validating, and deploying multi-domain autonomous
systems. By leveraging Hedera’s fast, scalable DLT and MP’s
rigorous event modeling, we seek to push the boundaries of
decentralized autonomy—one where emergent behaviors are
not only uncovered but also governed in a transparent, secure,
and robust manner. [6], [7], [14]

II. METHODOLOGY

A. Network Setup

This section outlines the comprehensive process of setting
up a Hedera Hashgraph network, transitioning from a single-
node configuration to a multi-node framework. [2], [5] The
implementation journey involved several stages, each designed
to test, validate, and enhance the network’s capabilities in
preparation for its integration with the MOOS-IvP Aquaticus
testbed.

1) Single-Node Network Deployment: The initial phase
focused on creating a single-node Hedera Hashgraph envi-
ronment using Docker. This provided an isolated, controlled
platform to validate core functionalities such as API inter-
action, transaction handling, and ledger synchronization. The
deployment process involved the following steps:

a) Environment Preparation: A dedicated directory was
created to house all necessary files, including the Docker
Compose configuration and the Hedera binaries. Prerequisite
tools, such as Docker and Docker Compose, were installed
and verified to ensure compatibility with the local devel-
opment environment. Environmental variables were defined
to simplify the setup and configuration of the Docker con-
tainer. Key parameters, such as NODE_ACCOUNT_ID and
OPERATOR_KEY, were assigned default values for ease of
testing.

b) Docker Configuration: A docker-compose.yml
file was crafted to define the single-node setup. The file
included specifications for the container’s image, ports, and
volumes. It also mapped necessary configurations, such as
hedera.config, to enable fine-grained control over the
node’s behavior. Ports were configured to enable communica-
tion with the node’s gRPC API and consensus services. This
setup included exposing standard Hedera ports (e.g., 50211 for
gRPC and 5600 for REST).

c) Launching the Single Node: The docker-compose
up -d command was executed to initialize the container.
Logs were monitored to confirm that the node successfully
reached an ACTIVE state, indicating readiness to process API
requests. Validation tests were conducted using the Hedera
SDK. These tests included querying the balance of the default
operator account and submitting simple transactions, such as
HBAR transfers.

d) Evaluation and Debugging: Network performance
and reliability were assessed by measuring transaction re-
sponse times and verifying ledger consistency. Issues, such
as memory allocation errors and port conflicts, were resolved
through iterative adjustments to the Docker configuration. The
single-node deployment served as a foundational step, en-
abling a controlled environment to test individual components
before scaling to a multi-node network.

2) Transition to Multi-Node Deployment: With the single-
node setup validated, the next phase involved scaling to a
multi-node Hedera Hashgraph network. This transition re-
quired significant architectural changes and careful coordina-
tion to simulate a decentralized environment.

a) Adopting Solo-Compose: The solo-compose frame-
work was chosen to manage the multi-node deployment. This
tool simplifies the orchestration of multiple Docker containers,
enabling dynamic scaling and consistent configuration across
nodes. The repository was cloned, and the necessary scripts
and configuration files were reviewed to align with project
requirements.

b) Defining Multi-Node Configuration: The
docker-compose.yml file was expanded to include
multiple services, each representing a separate Hedera node.
Each node was assigned a unique account ID (e.g., 0.0.3,
0.0.4) and corresponding private key. Networking parameters
were adjusted to enable inter-node communication. This
involved defining a custom bridge network and assigning
static IP addresses to each container to avoid conflicts.
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Fig. 1. Single-node Hedera Hashgraph setup. The client sends a transaction
to a single Hedera node, which processes it and stores it in the local ledger.

c) Configuring Consensus Mechanisms: Each node was
configured to participate in the consensus process. This
involved synchronizing gossip configurations and ensuring
all nodes could exchange transaction and state data. The
hedera.config file was updated to include additional
nodes in the bootstrapNodes section. This ensured that
each node recognized its peers during initialization.

d) Resource Allocation and Optimization: Given the
increased resource demands of a multi-node network, con-
tainer memory and CPU limits were carefully adjusted. The
docker-compose.override.yml file was used to spec-
ify resource constraints for each container. Logs from all
nodes were monitored to identify and resolve issues related
to resource contention, such as out-of-memory errors.

e) Launching the Multi-Node Network: The entire net-
work was initialized using the docker-compose up -d
command. Individual containers were started sequentially to
ensure smooth initialization and inter-node connectivity. A
series of tests were conducted to verify the network’s func-
tionality. These included:

• Submitting a transaction to one node and verifying its
propagation to others.

• Querying account balances and ensuring consistent re-
sults across all nodes.

f) Testing and Validation: The network’s performance
was evaluated under various loads to assess its scalability
and fault tolerance. Metrics such as transaction throughput
and consensus latency were recorded. Stress tests simulated
network partition scenarios to validate the system’s ability to
recover and maintain ledger consistency.

Fig. 2. Multi-node Hedera Hashgraph setup with gossip protocol. Transactions
are stored in local copies of the overall distributed ledger.

B. Challenges Encountered

The transition to a multi-node network was not without
challenges. Key issues and their resolutions included:

a) Port Conflicts: With multiple nodes requiring unique
ports for gRPC and REST APIs, port conflicts emerged as a
significant issue. This was resolved by dynamically assigning
ports within a predefined range and ensuring no overlaps.

b) Resource Constraints: Running multiple containers
on a single machine strained system resources. Memory limits
were fine-tuned, and unnecessary services were disabled to
optimize performance. [10], [15], [20]

c) Inter-Node Communication Failures: Initial attempts
to establish gossip communication between nodes revealed
configuration errors. These were resolved by carefully re-
viewing and synchronizing the hedera.config files for all
nodes.

d) Docker Networking Issues: Inconsistent IP address
assignments caused connectivity issues. Static IP addresses
and custom bridge networks were implemented to ensure
reliable communication.

The single-node and multi-node setups established the
technical foundation for integrating Hedera Hashgraph with
the MOOS-IvP Aquaticus testbed. This network setup not
only validated the core functionalities of Hedera but also
demonstrated its potential for scalable and robust multi-agent
applications.

III. RESULTS AND IMPLICATIONS

A. Network Performance

The integration of Hedera Hashgraph into the Aquaticus
testbed provided significant insights into its performance
across single-node and multi-node configurations. [8], [9]

a) Latency and Throughput: In the single-node setup,
transaction processing times averaged 45 milliseconds, with
a throughput of approximately 300 transactions per second
(TPS). This ensured near-instantaneous updates for single-
agent environments. Transitioning to a multi-node configu-
ration introduced slight increases in latency, averaging 80
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milliseconds due to consensus overhead. However, the net-
work maintained a throughput of 250 TPS, demonstrating its
scalability.

Fig. 3. Transaction latency as the number of nodes increases. The consensus
overhead leads to a gradual increase in latency.

b) Consensus Mechanism Efficiency: The gossip-about-
gossip protocol proved highly efficient in synchronizing nodes.
Observed delays were minimal, even during high transaction
volumes. During stress tests involving 10,000 transactions,
the network achieved consensus without any data loss or
inconsistencies.

c) Resilience: The multi-node setup demonstrated strong
fault tolerance. In simulated node failures, the network re-
established consensus within 5 seconds, maintaining ledger
integrity. Dockerized nodes successfully handled unexpected
resource constraints through predefined memory limits and
auto-scaling mechanisms.

B. Challenges

a) Resource Management: Dockerized multi-node setups
consumed substantial memory and CPU resources, particularly
under heavy transaction loads. This limited scalability on
single physical machines and required frequent optimization
of container settings.

b) Network Scaling: While the multi-node network han-
dled up to 10 virtual nodes effectively, further scaling high-
lighted challenges in maintaining consistent inter-node com-
munication. Enhanced gossip configurations are needed to
address these issues.

c) Simulation vs. Real-World Discrepancies: The simu-
lated environment lacked physical constraints such as hard-
ware failures, maritime communication delays, and environ-
mental interference. Future real-world deployments will need
to address these factors to validate performance metrics.

Fig. 4. CPU and memory usage as the number of nodes increases. Multi-node
deployments require careful resource optimization.

IV. FUTURE WORK

a) Physical Deployment with Raspberry Pi Nodes:
Plans are underway to replace Dockerized virtual nodes with
physical Raspberry Pi nodes, replicating the distributed setup
in a real-world environment. This will allow testing of decen-
tralized networks under realistic conditions, including limited
bandwidth and intermittent connectivity.

Fig. 5. Proposed future implementation using Raspberry Pi nodes for
decentralized network testing in real-world conditions.

b) Integration with Reinforcement Learning Frameworks:
Incorporating PyQuaticus into the Aquaticus testbed will en-
able agents to learn optimal behaviors through reinforcement
learning. The decentralized Hedera network will serve as the
backbone for synchronizing learned strategies and ensuring
fairness in decision-making.

c) Real-World Trials in the Aquaticus Testbed:: Deploy-
ing the system in physical capture-the-flag (CTF) competi-
tions will provide insights into its robustness and scalability.
Key performance indicators, such as latency, throughput, and
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reliability, will be measured under adversarial and dynamic
conditions.

d) Enhanced Security Mechanisms: Implementing smart
contracts on Hedera will enable automated enforcement of
game rules and penalties. For example, boundary violations
could trigger predefined responses, reducing reliance on man-
ual interventions.

e) Broader Applications: Beyond the Aquaticus testbed,
the decentralized system can be adapted for other domains
requiring secure, real-time multi-agent collaboration, such as
disaster response, logistics, and defense operations. [13], [16],
[18]
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