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The 2017 U.S. National Security Strategy appeared to bring deterrence back: departing from its 

predecessor, the document prioritized the concept by including “preserving peace through strength” 

as a vital national interest.[1] From nuclear weapons to cyberspace, the strategy emphasized the 

logics of denial and punishment, which were hallmarks of the classical deterrence theory that 

emerged after World War II.[2] However, recent thinking on deterrence has evolved beyond these 

simple logics. Now emerging concepts such as tailored deterrence, cross-domain deterrence, and 

dissuasion offer new ideas to address criticisms of deterrence in theory and practice. Therefore, the 

most vital question for the new administration is: how should the U.S. revise its deterrence policy to 

best prevent aggression in today’s complex environment? A review of the problems and prospects in 

deterrence thinking reveals that in addition to skillfully tailoring threats and risks across domains, 

U.S. policymakers should dissuade aggression by offering opportunities for restraint to reduce the 

risk of escalation. 
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Despite its flaws, early deterrence thinking was 

born out of necessity. The advent of nuclear 

weapons required scholars and policymakers to 

discover ways to avoid nuclear Armageddon. 

Most scholars and practitioners favored 

deterrence on moral and practical grounds: 

saving lives and treasure is clearly preferable to 

expending them, which is why the motto of the 

U.S. military’s primary deterrence instrument 

has remained “Peace is Our Profession…”[3] 

Though deterrence was a significant instrument 

of statecraft during the Cold War, critics have 

long challenged that the strategic concept is a blunt tool and incompatible with human or 

organizational biases, misbehaving or irrational actors, or novel technologies. Instead of contributing 

to stability, threats of punishment could spiral into escalation. Moreover, skeptics note that 

empirically testing deterrence is challenging—if not impossible—given that cases of deterrence 

success or failure are susceptible to selection bias and peace is largely overdetermined.[4] 

HOWEVER, THE STUDY AND PRACTICE OF DETERRENCE 
DESERVES REFINEMENT IF POLICYMAKERS AND SCHOLARS 

DESIRE TO CONTINUE THE UNPRECEDENTED ERA OF 
GREAT POWER PEACE. 

As the Latin deterre means to “frighten from or away,” a strategy that manipulates threats of future 

pain to persuade a thinking adversary from revising the status quo is sure to have theoretical and 

practical problems.[5] However, the study and practice of deterrence deserves refinement if 

policymakers and scholars desire to continue the unprecedented era of great power peace. Looking 

back on the Cold War, Lawrence Freedman observed, “deterrence seemed to work, maybe better in 

practice than in theory.”[6] Looking forward, the authors of the next security strategy should 

incorporate updates in deterrence theory to make the concept work better in practice. 

P RO B L E M S  I N  D E T E R R E N C E  T H E O RY:  B I A S E S  A N D  E S C A L AT I O N ,  
M I S B E H AV I N G  AC TO R S ,  A N D  N OV E L  T E C H N O LO G I E S

The first concern with classical deterrence theory is that its assumptions of rational behavior belie 

the misperceptions and biases that could lead to escalation instead of stability. This line of criticism 

developed during the third wave of deterrence thinking, when scholars questioned simplistic 

assumptions and game-theoretic models developed by those in the first two waves.[7] These scholars 

highlighted rational deterrence theory’s faulty assumptions through case studies, pointing to several 

biases that are inherent in human psychology, organizations, and bureaucracies. At the individual 

level, leaders often turn to prior beliefs and historical analogies to make sense of current crises, which 

may be flawed comparisons to the present.[8] The limits of human cognition and the inability to 

accurately interpret an adversary's intentions or signals further undermine classical rationality.[9] 

Worse, deterrence signals may be misinterpreted as impending attacks, intensifying the security 

dilemma and resulting in escalation. Even more recent work has explored how the psychology of 

revenge—or the “intrinsic pleasure that one expects to experience striking back”—explains the 

willingness of leaders to retaliate even at the risk of their own destruction.[10]
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SADDAM HUSSEIN, KIM JUNG IL, AND THE AYATOLLAH 
TYPIFY THE ROGUE LEADERS THAT CRITICS FEARED 
WOULD NOT RESPOND RATIONALLY TO INCENTIVES, 

WILLING TO RISK SURVIVAL TO FULFILL THEIR AGGRESSIVE 
PERSONAL OR IDEOLOGICAL GOALS.

The second challenge emerges from what Jeffrey Knopf labels the fourth wave of deterrence 

thinking, which emerged after the terrorist attacks on 9/11 and consumed itself with what to do 

about asymmetric threats or non-conforming actors who would not behave according to rational 

deterrence theory.[11] Saddam Hussein, Kim Jung Il, and the Ayatollah typify the rogue leaders that 

critics feared would not respond rationally to incentives, willing to risk survival to fulfill their 

aggressive personal or ideological goals. Religiously motivated terrorists were viewed as undeterrable 

because they would ignore costs, possess little territory or few citizens to hold at risk, and reject the 

goal of survival (at least suicide bombers), which are all hallmarks of classical deterrence thinking.

[12] 

IF A STRATEGY OF DETERRENCE BY PUNISHMENT RESTS 
ON THE ABILITY TO THREATEN TO INFLICT PAIN ON A 
TARGET, THAT THREAT BECOMES FAR LESS CREDIBLE 

WHEN THE ATTACK IS ANONYMOUS.

Today’s third challenge emerges from disruptive technology and new domains. As Joseph Nye 

recounts, some have argued that deterrence is challenging—if not impossible—in cyberspace given 

the difficulty in attribution and credibility of potential responses.[13] If a strategy of deterrence by 

punishment rests on the ability to threaten to inflict pain on a target, that threat becomes far less 

credible when the attack is anonymous. Ben Buchanan describes how cyber operations are more 

effective as tools of clandestine espionage, sabotage, and destabilization rather than reliable signals of 

capability and credibility.[14] Denial is also difficult and expensive in cyberspace, though recent 

research has pointed out that cyber operations are far less offensively-dominant than assumed since 

organizational practices and skills make offensive operations difficult.[15]Advances in robotics may 

also be problematic for deterrence: former U.S. Deputy Secretary of Defense Robert Work argued 

that unmanned weapon systems assuage human fears of casualties in war, undermining the ability to 

impose costs on an aggressor.[16] 

U P D AT E S  I N  D E T E R R E N C E  T H I N K I N G :  TA I LO R E D  D E T E R R E N C E ,  C RO S S -
D O M A I N  D E T E R R E N C E ,  A N D  D I S S UA S I O N

To address the problems of rogue states, terrorists, inadvertent escalation, and novel technologies, 

deterrence thinkers have introduced three updates: tailored deterrence, cross-domain deterrence, and 

dissuasion. After the attacks on 9/11 and the U.S. invasion of Iraq, the George W. Bush 

administration proposed a new strategy labeled “tailored deterrence” in the 2006 Quadrennial 

Defense Review to manage the threat of states and terrorists wielding weapons of mass destruction.

[17] Elaine Bunn notes that this concept moved away from a “one-size-fits-all” approach from the 

Cold War by taking into account the adversary’s society, culture, and leadership when manipulating 

the costs and benefits of deterrence.[18] Obviously, U.S. deterrence operations should be applied 

differently from China to Russia to Al Qaeda to anonymous hackers. This concept grew as 

additional research enhanced understanding of the role strategic culture plays in a state’s perception 

of costs and benefits and developed qualitative profiles of decision-makers to understand their views 



of the status quo, what assets they hold dear, how they view an issue’s stakes, and how they 

cognitively process deterrent signals.[19] By examining what leaders or organizations say and believe, 

deterrence thinkers hope to avoid “mirror-imaging” Western political values that may confuse the 

logical link between beliefs and actions.[20]

…PRESIDENT EISENHOWER’S “MASSIVE RETALIATION” 
OFFSET STRATEGY THREATENED NUCLEAR WAR IN 

RESPONSE TO A SOVIET LAND INVASION…

The second approach intersects with the desire to tailor capabilities by considering how deterrence 

could span across domains.[21] Though the concept of cross-domain deterrence is not new—

President Eisenhower’s “massive retaliation” offset strategy threatened nuclear war in response to a 

Soviet land invasion—the growing salience of cyber, space, and information domains expands the 

opportunities and risks of aggression. Cross-domain deterrence would include non-military tools 

such as legal measures to prosecute would-be terrorists and threats of economic sanctions to deter 

state-sponsored hackers. Policymakers who fear China and Russia’s ability to undermine US 

information superiority through anti-satellite weaponry need to consider denial and punishment 

strategies through cyberspace and on land.[22] Within the challenging domain of cyberspace, 

defenders could encourage shared norms of appropriate behavior and leverage entanglement to 

spread the costs of aggression with the challenger.[23]

Finally, dissuasion is the broadening of deterrence to incorporate non-military means as well as 

rewards and compromises instead of mere threats.[24] Though reassurance is sometimes framed as a 

direct alternative to deterrence, students will note that even classical theorists considered off-ramps 

and compromises.[25] Thomas Schelling emphasized the need to reassure an opponent that good 

behavior would not result in punishment, while others made the case that promises of American 

compromises and rewards—and not just threats—resolved the Cuban Missile Crisis.[26] Dissuasion 

reflects a similar logic of a “firm but flexible” strategy, which Paul Huth argues is more effective in 

preventing war than an unyielding deterrent posture.[27] Even the current U.S. joint operating 

concept for deterrence emphasizes the need to “encourage adversary restraint” in addition to denying 

benefits and imposing costs.[28] Another form of dissuasion, as laid out in the 2001 Quadrennial 

Defense Review, is the attempt to convince an adversary not to compete with the U.S. in the first 

place, such as by deterring the acquisition or enhancement of advanced weapons.[29] The overlap 

between both forms of dissuasion is the attempt to reduce the intensity of the competition, either 

through compromises or by avoiding the situation altogether.

U P D AT I N G  D E T E R R E N C E  I N  T H E  N E X T  S E C U R I T Y  S T R AT E G Y

Despite the centrality of deterrence in the 2017 National Security Strategy, the document focused 

too narrowly on denial and punishment. For instance, in the domain of cyberspace, the strategy calls 

for hardening the government’s information networks, layering defenses in the public and private 

sectors, and imposing “swift and costly consequences” on attackers.[30] However, the document 

largely downplays deterrence across domains, as well as opportunities to establish institutions that 

encourage restraint in other states. The new security strategy should continue to prioritize the need 

to compete against major powers without forgetting the importance of tailoring capabilities to 

different types of state and non-state actors, including rising powers such as China and Russia. The 

new strategy should also focus less on military tools and more on expanding the number of 



instruments to deter across domains. Threats in the cyber domain, for example, may require 

diplomatic, legal, or economic sanctions instead of mere cyber denial or punishment. Finally, and 

most importantly, the authors of the next strategy should be willing to offer positive inducements to 

lower the risk of escalation. Institutions that can codify acceptable behavior with regard to 

autonomous weapons and in the domains of space and cyberspace may offer opportunities for 

cooperation to limit the severity of the security dilemma. Without these updates, U.S. strategy may 

not be up to the task of managing the gravest challenges in international politics.
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